— Pycckmne xakepbl noatacoBanu pe3ynbTatbl NPe3NAEHTCKUX BblGOPOB
B CLUA, npusenu k Bnactn Tpamna, nbiTanucb n36partb “areHtoB Kpemna” npesu-
neHtamu ®paHumn, Fepmanuun, Asctpuun, JIuTebl U Apyrux ctpax!

— Poccusa BegéT nonHoMacLwiTabHyo kubepBoiHy! — KpuyaT 3anagHble nonau-
TUKU, XYPHaNUCTbl, “aKcnepTbl” CO BCEX CTOPOH.

— Hactynun “knbepHetunyeckunit Mépn-Xap6op”, a Mmbl ero npocnanu!

— OHM Ha paccTosHUKU B3namMbiBalOT andOHbl 3anafHbiX NOAUTUKOB U CUUTbI-
BalOT UX KoHdunaeHunanbHble AaHHble!

— OHM yKpanu fecaTku MUNNMappoB A0J/IapoOB CO CHETOB KPYMHeMwux 3a-
nagHbix 6aHKoB!

B 4yépHoit nponaraHae o “3M106HbLIX PYCCKUX Xakepax” aKCMJyaTupyeTcs cTpax
notepu “4ygecHbix” AOCTUXEHUI NnocnegHero sBpemeHn. Mug o “BonnouwEHHO Tex-
HoyTONUK”, “CKA304HOM TEXHMYECKOM mnporpecce”, COMPOBOXAAEMOM eXerogHom
CMEHO HOBEWNLMX KOMMbIOTEPHbIX CUCTEM U “ragxeToB”, 9BNAeTCA B HacToglliee
BpeMs rnaBHOWM MOAMOPKOM APAXJoro, ymupawolwero nmnepuanuama. bnaropaps
KOMMbIOTEPM3ALMN 3HAYUTENbHAS YacTb MHOPMaUMN, BKIOYAS rOCYAAPCTBEHHbIE
M KOpnopaTuBHbIe CEKPEeTbl, XPaHUTCHA Ceilnyac B INEKTPOHHOM BuAE, Ha KOMMbiO-
Tepax, NoOK/OYEHHbIX K MHTepHeTy. Bonblag 4acTb MUPOBbLIX PMHAHCOB HAXOAMUT-
CSl Ha BUPTYanbHbIX, NEKTPOHHbLIX CYETAX, U TaM Xe NPoxoaaT Bce ¢(pUHAHCOBbIE
NOTOKM MO 3akJO4YEHHbIM cpenkaMm. MartepuanbHas MHbpacTpykTypa (npegnpus-
TUS, TPAHCMOPT, 3HepreTMka M MNpoy.) KOHTPONMPYIOTCS B aBTOMATU4eCKOM WU
nonyaBTOMaTM4eCKOM pexume KOMMbloTepamu. Bo3MOXHOCTU Bbixoga Ha BCe 3TU
CUCTEMbI Yepe3 NHTEePHET BeCbMa CO6Ma3HUTENIbHbI AN Pa3INYHbIX 3/I0YMbILLIEH-
HUKOB. AMepUuKaHUbl, €eCTeCTBEHHO, OOATCS MOTEepPATb 3TO 6OratcTBO, U Ha 3TUX
dobuax urpaet nponaraHpa, cosgasad HOBbI TUM “BCceMUpHOro 3nopea” — 6Ge-
3YMHOI0 PYyCCKOro xakepa, CTaBALLEro CBOEN UEeNblo YHUUYTOXMUTb “NMpeKkpacHbIit
LLBETOK aMepuKaHCKON UuMBUAN3aumnm”.

Ho B HacTosdllee BpeMa co3aaérca BrneyaTyieHme, 4To “nepexnécTbl” B 9TOMN Npo-
naraHge nNpeBbICUNN BCe pa3yMHble paMKu, YTO BCE 3TU pecnekTabesibHble NoanUTU-
KM 1 XypHanucTbl npocTto “cnetenun ¢ katywek”! MogoGHOro MaccoBoro ncuxosa,
Nno BbICOYAWLIEMY Hakany SMOUMUIA W MOMHOMY OTCYTCTBUIO Kakux-nnbo pokasa-
TEeNbCTB, He Obl/I0 B COBPEMEHHO! Uctopun. C HUM He MOXET CPaBHUTLCS paxe ne-
YanbHO U3BecTHaa “oxoTa Ha BeabM” ceHaTopa MakkapTu B Havane 50-x rogos, Kor-
Aa napaHoOuKN N3 CEHATCKOM KOMUCCUM OBBUHMAM, U3THaAAW U NOCaauan B TIOPbMbI
Thica4n roccnyxawmx CLLUA no nogospeHuio B “cBA3AX ¢ KOMMYHMUCTaMu”.

Myppbin pycckuil Hapop, [aBHO 3aMeTun NpuyYMHy nopobHoro Busra. Kro
rpomMmye Bcex Kpuyut: “Aepxute Bopa!”? Cam xe Bop.



BonHy ncuxo3a yaanocb HeCKONIbKO COUTb TOJIbKO Mociie HepaBHen ny6nuka-
unm usBectHbiM caiitom WikiLeaks (Ox. AccaHX) TbiCAY4 CEKPETHbIX AOKYMEH-
ToB LUPY, packpbIBLLNX NCTUHHbIE TMFAHTCKME MacluTabbl Knbepteppopusma, KoTo-
pbin Bepétca cneucnyxo6amu CLUA.

MepBbiit BbINYCK Noj Ha3BaHuem “Hynesoi ron” coctouT u3 8761 poKymeHTa,
DoObITbix U3 LleHTpa knbeppassenku LIPY (Jlsurnu, wrtat Bupaxunnua). WikiLeaks
He yKa3blBaeT MCTOYHUK UHPOPMALMU, OOHAKO SICHO, 4YTO 3TO MOAJIMHHbIE, AOCTO-
BepHble ¢aitibl 06 NCMNONb30BaHUN XaKEPCKUX U UHbIX MHCTPYMEHTOB A9 3apaxe-
HUS MHOMOYMC/IEHHbIMU BUPYCaMW KOMMbIOTEPHbLIX CUCTEM MPOTUBHMKA (npexnpae
Bcero Poccuun); gna cospaHna “saknapok”, ona BO3MOXHOCTM co3path B onpene-
NIEHHbLIN MOMEHT XaoC B 3/IEKTPOHHbIX CXEMax U cuctemMax ynpasneHus, NpuBecTu
K KaractpodamM Ha aBTOMOOWUIILHOM W aBuaTpaHcnopTe; AN B3/loMa CUCTEM KOM-
NbIOTEPHON 6e30MacHOCTM, 6a3 AaHHbIX U NepPCOoHabHbIX GaliioB rocygapCTBEHHbIX
opraHoB v uHTepecywouwwmx LIPY niopen; ana BHeceHus xaoca B PMHAHCOBYIO CUCTE-
MYy MPOTUBHUKA; AN BHEOPEHUS 3NEKTPOHHbIX “60MO C 4acoOBbIM MexaHU3MOM”,
paccuuTaHHbIX Ha cpabaTbiBaHWEe 4Yepe3 onpenesiéHHbI NMPOMEXYTOK BPEMEHMU;
ansa cbopa pasnuyHoin passegunHdOpMaLUN Yepe3 BCe M3BECTHble Ha HACTOSALMIA
MOMEHT 3NeKTPOHHbIe “ramxeTbl”, BKoYasa TenedoHbl, KOMMNbIOTEPbI U TENIEBU30PbI.

CamMoe akTMBHOE COTPYAHMYECTBO aMepuKaHCKUM crneucnyxobam Obis1o okasa-
HO komnaHuamu Apple, Google, Microsoft n Samsung. OHu npepoCcTaBUNN CBOU
co0OCcTBEeHHbIe Npodainbl Ha BCeX U3BECTHbLIX B MUpe aedatenei, NOAUTUKOB, XYyp-
HaJIMCTOB, BKJIOYASA MEepPCOHalNbHble AaHHble, aHaNu3 NPUBbLIYEK U MPUCTPACTUN,
agpeca 1 naponn 3IeKTPOHHOW MOYTbI U Npoyee.

B kn6eppassenke LUPY npumMeHsiioTCa HOBelWne MeToAbl pa3pyLleHnUs N npo-
henbiBaHng “Ablp” B 3aLLMTHbIX 9N1EKTPOHHbLIX CUCTEMAX, HE3aMEeTHOro AN NPOTUB-
HMKa “06xopa” aHTUBUPYCHbIX NPOrpamMM, HaHEeCEHUs yOoapoB MO KOMMbIOTEPHbLIM
Hay4HbIM LLleHTpaM 1 UHCTUTYTaM (BKNo4aa nabopatopuio Kacnepckoro B Poccun).
AKTUBHas KnbepBoiiHa BeAETCca TakXe NMPOTUB HaLUMOHalbHbIX NPeanpuaTuiA, nbiTa-
IOWKUXCa co3nartb aBTOHOMHbIE, HE3aBUCUMble OT 3anaga KOMMbOTEPHbLIE CUCTEMDI
M yCTpoOICTBa.

YyxepopgHble “3aknagku” HaxopaTca B aidoHax, annagax, cmaptdoHax Ha
6a3e nonynapHoin nnatdopmbl Google Android, HoyTOYKax, AeckTonax u nantonax,
paboTalLwmx ¢ onepaunoHHol cuctemon Microsoft Windows. CornacHo onybonu-
KOBaHHOW MHpopMaunm, rnaBHble LLEHTPblI KMbepTeppopuamMa HaxoasaTcs B wWTab-
kBaptupe UPY B Jlanrnu, a takxe B KoHCcynbcTBe CLUA BO PpaHkdypTe-Ha-MaiiHe
(FTepmaHusa).

Xakepbl, B3nambliBalowme 6aHKu, 3anyckawlme BMPYCbl, COBepLualoliMe ak-
Tbl AMBEPCUIA, KaK OKa3aNocCb, AENCTBYIOT OTHIOAb He camu no cebe. bonee Toro,
MM BblAaloT aMmepuKaHCcKue gunaomatnyeckmne nacnopra, OHM MOryT 6e3 TaMoXeH-
HOro AOCMOTPa NyTEeLWeCcTBOBATb N0 BCEMY MUPY 1 pa3Bopa4ynBaTb NOAPbLIBHYIO Ae-
ATEeNIbHOCTb U3 N0O0I TOYKM 3EMHOro Lwapa.

C6op passeauHdopmauun knbepcneuvamu LPY naét He Tonbko 4yepes3 npo-
CNyLIKY MepPCOHaIbHbIX YCTPOMCTB MOJIb30BaTesiel N B3/1IOM 3JI€KTPOHHOW MOYTbI,
HO U Yepe3 nNonynsipHbie couuanbHble ceTn — Facebook, Instagram, — n3BecTHble
npunoxenus WhatsApp, Signal n Telegram.

HekoTopble n3 goobbiThix daiioB cogepXxaT gaHHble 06 NCNO/Ib30BaHUUN 3NeK-
TPOHHbIX “3aknagok” B aBTomo6unax ang VIP-nepcoH u camonértax, KoTopble no3-
BOJISIIOT HE TONbKO MPOCAyLWMBaTb Pa3roBopbl, Begywmecs B casoHe, HO U B onpe-
OEeNEHHbIN MOMEHT “nepexeBaTbiBaTh” yrnpassiieHne aBTomob6unem (camonétrom) ang
coBeplleHUs Tepakta, 3akamybaMpoBaHHOIO nog “cny4vyanHyto katactpody”.

DokymeHTbl WikiLeaks BCKpblBalOT B3auMOCBA3b Bcex pasBepacnyx6 CLUA
B A00bl4e U aHanu3e NosyyYyeHHoi uHdopmMauun, a Takxe NMpuenevYeHMn K padorte
ceKpeTHbix cnyx6 AHrnun, Asctpanuu, KaHapgbl u Hoeoin 3enaHpun.

Bce Bblileyka3aHHble OeNCTBUS aMepUKaHCKNe 3KCNepTbl OTHOCAT K MATKOMY
noHaTtuio “kubeppasseakn”. Ho BoT “kmbepteppopnamMm”, no uMx cnoeam, 370, KO-
HeyHo, paboTta “pycckux xakepoB”!

Kakoe xe onpepeneHue AalT camu aMmepukaHLbl Knbepteppopnamy? 31o “3a-
paHee CrjaHUPOBaHHbIE, MOJMNTUYECKM MOTUBUPOBAHHbIE aTaku, HanpaBJieHHble
npoTB MHGPOPMALMNOHHBIX, KOMIMbIOTEPHbLIX CUCTEM, KOMIMbIOTEPHLIX MPOrpamMm
M 06a3 paHHbIX, KOTOpble NPUBOAAT K CYLECTBEHHOMY MaTepuanbHOMY yuiepoy,
XepTBamM Cpeau MUPHOrO HacesleHUs, CO34aHu0 0OCTaHOBKM Xaoca M MaHuku”.
B otnunumne ot “06bI4HOIN KMGepnpecTynHocTn” (pacnpocTpaHeHUsa 3N10BpPepHbIX BU-
pPycoB, noKaNbHbIX XaKepCKUX aTakK, 3aBepllalomxcsd OTKa3OM KOMMbITEPHOro



ob6opynoBaHUS OTAENbHbLIX NONb30OBaTENEN UM BOPOBCTBOM AEHEr C 3J1EKTPOHHbIX
6aHKOBCKUX CYETOB), kubepteppopusm, no onpegeneHuio PP n LPY, “HaHocuT
CYLLLECTBEHHbIN yuUiep6 BCEMY HACENEHUIO WU ero 3Ha4YUTENIbHOWN 4YacTu; cornaco-
BaHHble AENCTBUS TEPPOPUCTOB HanpasJ/ieHbl Ha BbIBOA U3 CTPOS CUCTEMbI PUHAH-
COBOIM0 U AEHeXHOro obpalleHus, BOEHHbIX 0ObEKTOB, 3NEeKTPOCTaHUU, AucneTt-
YEepPCKUX LEeHTPOB a3ponopTOB, TPAHCNOPTHbLIX apTEPUA U CUCTEM BOLOCHAGXEHMNS,
KOMMbIOTEPHLIX CeTell U nHTepHeTa”.

flcHO, 4YTO pasnuyue Mexay onpegeneHuamu “knéeprteppopuama” n “kubep-
npecTynHoctTn” [OBOJILHO pacnjbiBYaToe, Tak Kak orpabneHne 6aHKOB U YaCTHbIX
nuy, xakepamum n3 cneucnyxo CLUA moxeT ObiTb 4aCTbiO CUCTEMATUYECKOW KaM-
naHuu Teppopa B OTHOLEHUM rocypapcTea-“muweHn”. Takum obpasom, knubep-
Teppopu3mM — 3TO, MpexAae BCEero, HaMepeHHOEe NCMOJIb30BaHUE KOMMbIOTEPOB,
MHTEPHETa U NoKaNbHbIX CETEN AN HAHECEHUS MaKCUManbHOro yuepba npoTus-
HUKY U OTAEJIbHbIM NnLamM, 3aHUMaLWNUM B FrOCYAapPCTBEHHbIX OpraHax BbICOKOEe
nosioxeHwue.

Ho Beab 310 onpepeneHune, kak cnepyet n3 gokymeHtoB WikiLeaks, nonHo-
CTblO COOTBETCTBYET knbeparakam, CoBepLUaeMbIiM B NocsiegHne AecaTuieTns npa-
BUTENbLCTBOM UM cneucnyxo6amu CLLA.

MpasutenbctBO, MNMeHTaroH n LLPY ¢ BOCTOPromMm BOCNPUHANN UAEKD BOMHBI C NO-
MOLLbIO BPEAOHOCHbIX BUPYCOB U KOMMbIOTEPHbIX TEXHONOMNI, HanpaBfeHHbIX NPOo-
T™mB Poccumn n apyrux “ctpaH-usroeB”. MaBHbIM NpevMyLLECTBOM HOBOro BupAa
opyXusa cTana nonHas 6es3Haka3aHHOCTb — BeAb NPOCNEeANTb UCTOYHUK aTaku N [o-
Ka3aTb MPUYACTHOCTb K HEMY roCyAapcTBeHHbIXx CTpykTyp CLUA npaktnyeckm He-
BO3MOXHO.

KoHeyHO, pa3Begka M BOEHHble MOCTOAHHO pasfayBanun “pycckyto yrposy” Ku-
Gepartak, npeyesennymeas BO3MOXHOCTU POCCUNCKNX CNeLnanncToB.

QkcnepTbl B KOMMNbIOTEPHOI cdepe yTBepxpanum, 4To pasmax “yrposbl” dpaHTa-
CTUYECKW NMPEYBENINYEH, U POCCUSIHE BPSAA N B Onuxailee BpemMs CMOryT npuumn-
HUTb Kakme-nnbo HenpuaTHocTu knbepbesonacHocT CLUA. Ho nyrano “pycckux
xakepoB” Obl/I0 HEOGXOAMMO AN BbIOMBaHUS BCE HOBbIX OIOAXETHbIX CPeACTB Ha
knéepteppopuam. MpeangeHt O6ama, pykoBogutenu MentaroHa n LUPY nocTosiHHO
3agaBnanm o6 “yrpose kmbeparak co CTOPOHbl Poccumn” (1 B MeHbLueli ctenedn — Ku-
Tas1). B ux B3BUHYEHHbIX [0 UCTEPUKUN BbICTYMIEHMAX YKa3blBAJIOCb, YTO “NpakTnye-
CKM BCE CUCTEMbI, XU3HEHHO BaXHble Ajfs 6e30nNacHOCTU rocynapcrtsa, Ysa3BUMBI
AN BHeWHUX kubepatak, KOTOPble MOFyT HaHEeCTM KOJIoCCasibHblii (UHAHCOBBIN
M MaTepuanbHblii yuepb ctpaHe”.

B 2000-e roabl GbIM MOMNbLITKU CBanUTb Ha “PYCCKUX” HEKOTOPble KPYMHble
aBapuu Ha aMepuKaHCKMX NPeanpuUaTUAX, HO SKCNepTbl U ClefoBaTeNin He CMOIn
npencTaBuUTb HU ManeinLwero Aoka3aTenbCcTBa.

B 2010 roay 3amecTutenb MUHUCTPA 060pPOHbI Y. JIMHH BLICTYNUA C “ceHcauu-
OHHbIMU pa3obnayeHmaMn”, o6BUHUB PYCCKUX B KmbGepaTakax Ha cepBepbl MeHTaro-
Ha, LUPY n ppyrux cneucnyx6. “Kaxnblit ieHb, — 3asBUN OH, — BOEHHbIE U rpaxaaH-
CcKne CeTu noaBepralTcs atakam ThICAYM pa3 M CKaHMPYIOTCH MUIMOHbI pa3; Hawu
NPOTUBHUKM CMOINN HE3aKOHHO BblyAUTb TbICAYN CEKPEeTHbIX ¢aisoB U3 cepBepoB
rocynapcrtBeHHbIx yupexaeHuin CLLUA 1 nx colo3HUKOB, a TakXe BOEHHO-MPOMBbILLIEH-
HbIX KOpropauuii, BKJloYas YepTexu, ornepaTuMBHbIe NaHbl U pa3BepgaHHble”.

Mcnonb3oBaB 3Ty danblIMBKY, NopaepxaHHyio npe3ungeHtom O6amoi, 1 nog
HEeBEpPOATHbIA NponaraHAUCTCKUn BU3r o “pycckoii yrpose” B 2011 rogy B MUHUC-
TepcTBe 0GOPOHbI Gbina co3pgaHo crneumnanbHoe “Kubep-KomaHposaHue” (Kubep-
Kom), nonyumBliee ctatyc “natoro poga Boick” (Hapagy ¢ apmuein, BBC, BM®
M KOCMMYECKMMM CUNaMu) U paBHOE NO CBOEMY MOJIOXEHUIO pPernoHasibHbIM KO-
maHpoBaHuam BC CLUA.

B uctopumu yenoseuyecTBa Bcerga, koraa nosBASIOTCS HOBble BUAbI BOOPYXe-
HUA M HOBble TEXHOJIOTMWU, 3TO [AET NpeuMmyllecTBa OAHON M3 cTpaH (rpynne
CTpaH), KOTOPbIMMW OHU CPa3y Xe CTPEMSATCSH BOCNONb30BaTbCHA M PaCLUUPUTbL CBOKO
BNacTb M rocrnoAcTBO Hap TeMu “HeygadyHuUKamu”, KOTOpble HE CYMENUN AOJXHbLIM
o6pa3om NoaroToBMThHCS K HOBOM BolHe. Co3aaHne OkeaHCKUX CYA0B U NOSIBNEHWE
OFHECTPEeNbHOr0 OPYXUs NO3BONINIO EBPONENCKUM CTpaHaM 3axBaTUTb MOYTU BECb
MUpP M NpeBpaTUTb 3TN TEePPUTOPUN B 30HY CBOEr0 KOJSIOHWANbHOIO BlaAbl4ecTBa,
6e3ynepxHon akcnnyataumm, 6ecnowagHoro Hacunusa u paboToproeaun.

N306peTeHne TaHKOB, MOABOAHBLIX JIO4OK, NMyNEeMETOB, OTPaBASIOWMX ra3oB
cTano HenpeoaonMMbIM co6ia3zHoOM ans Hadana MepBo MMPOBOI BOMHbI, NpUBea-
wen K Kpaxy rnaBHbIX MOHapxuyeckux pexumoB EBponbi. Co3paHue s4epHOro



OpPYXMNS M ero YyAoBULLHOE “UCMbITaHME” Ha MUPHBIX rpaxaaHax Xupocumbl u Ha-
racaku Ha ncxoge Btopoihi MnpoBom BOMHbI NOPOAUO 3NbOPUI0 B NpaBsLLENn Sun-
Te CLUA v HemeaneHHO NpuBENo K pa3paboTke NiaHOB aTOMHOI GoMOapaAnpoBKU
CCCP, cot3Huka (!) B TONIbKO 4YTO 3aKOHYMBLUECS MUPOBON BoliHe. OpgHako npu
TorgalHeil TeXHONMorMm noTpeboBanocb HECKOJNbKO JieT, YTOObl HaKOMUTbL AOCTa-
TOYHbI apceHan nofo6Horo opyxusa. A 3a ato Bpemsa Cosetckuit Coto3 cymen ue-
HOI reponYyeckmnx yCunuii cosaatb CBOE COGCTBEHHOE “opyXue ycTpaweHua” n us-
6exaTb CTpallHOW yyYacTu.

B HacToAulee BpeMs ycnexum B KOMMbIOTEPU3AUUN, WUHTEPHET-TEXHONOrmax
(Hapsimy ¢ MHOrO4YMCJ/IEHHLIMU N3006pPEeTEHUAMIN B 06/1aCTU GUONOIrMYEeCKON, XUMMU-
4YecKoil BOWMHbI, HOBbLIMW 06pa3u,aMU KOCMUYECKOro OpPYXUS) Takxe nomorpesaloT
CnafoCTHble (paHTa3nn amepuKaHCKUX arpeccopoB. MHorne ns HblHeLWHUX “acTpe-
60B”, 3aHMMalOLWNX BeCbMa BNATENbHbIE NOCTbl B aMEPUKAHCKOM UCTEBNULLIMEH-
Te, yXe rotoBbl “HaxaTb BCe KHOMKM” B pac4yéTe Ha TO, YTO MOXHO JOOUTLCA MO-
6enbl Hag Poccueit B cunTaHHble Yachl.

B unctom Buae kubepBonHa MOXET NPUBECTU K MOJIHOMY OTKJTIOYEHUIO CTPaHbl
OT MHTepHeTa (NoAoGHbI 3KCNEepUMEHT NPOBOAUIICA aMepUKaHLaMU B OTHOLLIEHUM
CeBepHoit Kopeun B nekabpe 2014 roga), oQHOBPEMEHHOMY MCMOJIb30BAHUIO OU-
BEPCUOHHbIX “3aknapgok” B KOMMblOTEpHOM codTe (a npusHakm nogo6Hbix “60M6”
OblnM 0O6HapYXeHbl eBPONeicKUMIN aKCnepTaMn B CTaHOAPTHbLIX NporpamMmmax, uc-
Nnonb3yemMbiX MOBCEMECTHO B MUPe, Hanpumep, B NPOAYyKUMU KoMmnaHun Microsoft)
ONA YHUUTOXEHUS XPaHSALWMXCA [aHHbIX, opraHusauuu cboeB B paboTe cucrtem
M paxe npuYynHeHus obusnyeckoro yuepba KomnbloTepHomy “xenesdy”. OrpoMHbii
YPOH MOXET ObiTb HAHECEH NMOBCEMECTHO, IAe UCMOJNb3YeTCAa aMepuKaHckas TeXHU-
Ka ¢ NoAo6HbIMU “3aknagkamu”, NaTeHTHbLIMU BUPYCaMU U BbIXOAOM B UHTEPHET —
B NPOMbILWJIEHHOCTU, dHEpreTMke, Ha TpaHCNopTe, B BOEHHOW 06nactu, B KOCMO-
ce, GUHAHCOBO-AEHEeXHOM 0GpaLleHnn.

Joknaabl amepukaHCKMX 3KCMEePTOB MO KNMGepTeppopuamMy MnokasbiBaloT, 4TO
C NoMoLLblO Kubepatak MOXHO NOSIHOCTbIO BbIBECTU U3 CTPOos obopynoBaHue TAL,
aTOMHbIX 3Hepro6G/IOKOB, rUOPO3NEKTPOCTAHUUI, anekTpoceTell (reHepaTopbl
1 TpaHcdopmaTopHble CTaHUMK), NOrpy3nB CTPaHy NPOTUBHUKA B TEMHOTY. Ywepo
OT NOJO0OHbIX aTak, CMOCOOHbLIX NMUWNTL NPOTUBHUKA INEKTPOIHEPruM Ha AauTeNb-
HblA Nepuon, MoXeT ObiTb CPaBHMM C MaTepuanbHbIMU NOTEPAMU BOIOKLLNX CTPaH
BO Bpems BTopoin MMpoBOI BOWMHDI

B 2010 roay coBMmecTHasi amepukaHo-u3paunbckas kmbepartaka Oblna Hanpas-
JieHa NPOTUB MPaAHCKOro aaepHoro npeanpuatia B r. HataHce. CnoxHeiwnit Bu-
pyc Stuxnet cmor HaHecTU HenonpaBUMbI ywepo ueHTpudyram, B KOTOpPbIX (Kak
nonaran Moccap) npoucxogut oboraweHne ypaHa, HanpaBjieHHOe Ha co3faHue
MpaHCKOI apepHoin 60mM6Obl. CornacHo U3pannbCKUM oueHkam, Knbepartaka 3agep-
Xana pas3BuTve MPaHCKOW 94epHOI nporpaMMbl MMHUMYM Ha ABa roga — ropaspgo
GONbLINIA CPOK MO CPaBHEHUIO C BO3MOXHbIM aBMaHanéTtoMm (M C HecpaBHUMO
MEHbLUMMUN NOTEPAMU ONA U3PAUNBLTHH).

MpsamMble knbepaTaku ONis HaHeceHus yuiepba MHPpacTPyKType NPOTUBHUKA
noka npoBOAATCA Ha 3KCMNEPUMEHTANIbHOM YPOBHE (XOTA MX BO3MOXHOCTU MUCMOJIb-
3yloTCca Ana co6opa pasBenfaHHbIX U “3ameTaHuns cnenos” B UHTEPHeTe).

Ona Toro, 4to6bl CKPbITb “rocygapcTBEHHbIA cnea” B NpUMeHeHun kubepopy-
XU, UCMONb3YIOTCA UHOMBUAYAJIbHbIE XaKepbl U UX coobLLecTBa NOA0OHO TOMY, Kak
B XVI Beke aHrnumnckasa koponesa Ennsasera | noowpsana nupatos, gaBas uM JnULEH-
3uK Ha “kanepcTBo” (6e3HaKasaHHbIN rpabEx N YHUYTOXEHUE UCMAHCKUX FrasInOHOB).

YNN4nTb 3TN YacTHbIE IPYMMbl UM UHAUBUAYANbHbLIX XakepoB B CBA3AX C roCy-
0apCTBOM MPaKTU4YECKM HEBO3MOXHO, U UX UCNOJb3YIOT B BUPTYaslbHOM MPOCTPaH-
cTBe NoAoGHO TOMY, KaK MPUMEHSIOT NonyBoeHHble GOpPMUPOBAHUA “OCKaApPOHbI
CcMepTU” UM YacTHble BOEHHbIE KOMMNaHUMN B OGbIYHbIX aMEPUKAHCKUX apMelCKuX
onepauunax Unu KapaTesbHbIX peingax.

Cneucnyx6amu CLUA noouwpseTcs Takke XakepCTBO C Lesiblo HaXWBbl, KOTO-
poe AepXUT B MOCTOAHHOM HanpsaXeHun 6aHku u GUHAHCOBLIE YYpeXOeHMa CTpaH-
“mMuwenen”. Kak cneumanuctol n3a KubepKoma, Tak u 4acTtHbele “noapsaagydmkm” LLPY
un AHB 13 yncna xakepoB MCMOJNIb3YIOT B CBOUX aTtakax “3oM6bu-cetn” KommnbloTe-
pOB, 3apaXEHHbIX BPeAoOHOCHbIM nporpammamu, DDOS-atakm Ha caiiTbl (OCHOB-
HOW UEeNnblo KOTOPbIX ABNAETCA BbiBeAeHWEe UX U3 CTPOoS MyTEM Nnogayum OrpoMHOro
KOJIMYECTBa JIOXHbIX 3aNpoCoB), BPeOOHOCHbIe Koabl HA BebcaliTax, Ucnosib3oBa-
HMe NUPaTCKOro NporpaMMHOro o6ecrneyeHus, KOPNopaTUBHOIO WNMOHAXa U Kpax
yepes3 MHTEPHET JINYHbIX AAaHHbIX.



MosBunMcb MHOFOYNCNIEHHbIE HAEMHbIE XakepCcKue rpynnbl, NpoaaloLme cBou
YCNYrM Kak 4aCcTHbIM NuuaMm, Tak U rocyfapcTBeHHbIM opraHam. lotepu B Mupo-
BOM MacwTtabe OT Mx AelCTBUIA, NO aMepPUKaHCKMM OLeHKaM, cocTaBuiu Gonee
TpuUnanoHa gonnapoB Tojbko B 2009 roay, kak 06 atTom oduumnansHo 3agsun Oba-
Ma, TO eCTb NpuUoLIIK 3TUX “TeHeBUKOB”, pabGoTarwux ¢ nogauun LIPY n gpyrux
amMmepukaHCKuMx cneucnyx6, nmo4yTnm cpaBHANMCb C 6ACHOCNOBHbIMWU A0XO0O4aMU OT
MUPOBOM Npojaxu HapkoTukoB. KoHrpeccmeH LenpoH Yantxay3 o6bsiBUn, 4TO
“NnpubbINN KM6EPMOLLEHHUKOB NPEeBbICUN BCE A0XOA4bl OT BOPOBCTBA M NMpaTCcTBa
3a BClO UCTOpUIO YenoBeyecTBa”.

OnaTtb “ykasywwmii nepct” aMepuKaHUEB HanpasfieH Ha “pycCKUX U KuTai-
ueB”, XOTA OYEBUAHO, YTO B 3TOM BbICOKOTEXHOJIOFMYHOM “OGU3Hece” rnaBHy
M onpeaensioylo posb UrpatT amepukaHubl. NMpryém goxonbl oT KMbepHeTnyec-
KOro pa3bos mayT, ecTeCTBEHHO, Ha cyeTa FnaBHbIX rpadbutenein ¢ Yonn-ctpur.
Crtparternyeckasi IMHUS Ha BCEMEPHOE MCMNONb30BaHME rOCYAAPCTBEHHBIX U YacT-
HbIX CTPYKTYP ANS opraHvM3auun KnbepBOH 3KOHOMUT KOJioCCalibHble CPeAcTBa,
KOTOpble HeoOXxoaumo 3aTpaynBaTb HAa OObIYHbIe KaHaNbl A00bIYM pa3BeanaHHbIX,
a TakXe Ha UCcnosib3oBaHWe BOEHHOW cuibl (cneuHasa, AUBEPCAHTOB M MpPOM. ).

B coBpeMeHHOM Mupe, rae KOMMblOTEPHblE CUCTEMbI C aMEPUKAHCKON “Ha-
YMHKON” NMOO M3roTOBNEHHbIE MO JINLEH3UM aMepUKaHCKUX KOMMaHWUil UCMNosb3y-
I0TCA Ha XMMWYECKMX, aTOMHbIX NPennpuaTMax, ra3onpoBogax, B AUCNETYEPCKOW
cucTemMe a3ponopToB, Ha XeNe3HOAOPOXHbIX y3/1ax BO3MOXHOCTU kubepansepcuil
npakTU4eCKN HEOrPaHUYEHHbI.

EcTb cBemeHUss 0 TOM, 4YTO Xakepbl, CMOHCUPYEMbIE aMEPUKAHCKUMU CneL-
cnyx6amu, yctpamBanm “6nakayTbl” (MOBCEMECTHbIE OTK/IOYEHUS 3N1eKTPMYecTBa)
B Bpasunuun B 2005-m, 2007-m n 2009 ropax, B BeHecyane — perynsipHo B nocneg-
HMe roabl — AN CO3[aHUa HEAOBOJIbCTBA FpaxaaH JeBbIMU NPaBUTENbLCTBAMM.

OpHako Npu BCEM OrpOMHOM yuiep6e, KOTOpbIi MOXET NPUYNHUTL KnbepTtep-
pPOpM3M, OH NPMMEHSETCS TOJIbKO B COBOKYMHOCTU C APYrMMM MeTogamMu, KoTopbie
B L,e/IOM Ha3biBalOT “UHOOPMALMOHHON BONHOM”. DTN ABEe NNOCTaCK COBPEMEHHOM
BOVHbI HacTONbKO CBAI3aHbl APYr C APYroM, 4TO A0BOSbHO 4acto “kmbepteppo-
pu3M” BO MHOIMX 3KCMNEpPTHbIX paboTax SBAseTcd CUMHOHUMOM “UHGOPMAaLLMOHHOM
BOIHbI". OQHOBPEMEHHO MCMOoNb3YITCA Kubepartakmu, “4épHaa” u “cepas” npona-
raHga, OOblYHbIi Teppopu3m (yOuicTBa M3BECTHbIX MOJIMTUKOB, AUMNIOMAaTOB),
KaMnaHuu 3anyruBaHuMs N LWIaHTaxa, MacCoOBOro nogkyna BAMSATENbHbIX nuy,. Kak
1 nobasa BoiHa, KMGepBOiHA HanpaB/ieHa Ha pa3noXeHne NPOTUBHUKA, CO34aHue
Npocioiikn1 npeparteneinn, nopaBneHne BOAU K CONPOTUBIEHUIO, MOpalnibHOe 3aka-
GaneHue Hapoga. AKTMBM3auusa KnbepTeppopuamMa OObIYHO MPOUCXOAUT B npepn-
ABEepun BOWMHbI N OpraHn3auMun rocyaapCcTtBEHHOrO NepeBopoTa.

B cuny naccuBHoit, “nparmarnyeckoit” nosvummn, 3aHATON POCCUNCKMM PYKO-
BOACTBOM MO OTHOWeEHMO K arpeccumn CLUA B Upake, a Takxe ns-3a uHGOPMaLNOH-
HOl Gnokapbl, YCTaHOBMIEHHOW OKKymaHTaMu, poccusHaM A0 HeAaBHEro BpPeMeHWU
NpPakTU4YEeCKU HMUYEro He ObIN0 U3BECTHO O kMbepaTakax, NPeAnpPUHATbIX aMepuKaH-
LamMu B NpeaaBepun BTOPXEHUS.

C Hayana 2000-x rogoB “aMmepukaHckue xakepbl” (Ha caMOM gene CTPYKTypbl
LPY n AHB) ucnonb3oBanu Bce N3BECTHbIE HA TOT MOMEHT TEXHONIOIrMKN KndepTtep-
popramMa. OHU OCHOBATESNIbHO “NOYMCTUAN” cHeTa UPAKCKUX GaHKOB, YCTPOUIU Ce-
puio auBepcuii U akToB caboTaxa, OO0NbHO yAapuMBLUMX MO 3KOHOMUKE CTpPaHbl,
BHEAPSANM BPEAOHOCHbIE BMPYCbl B XW3HEHHO BaXHble CUCTEMbl YyNpaBfieHUs,
B3namMbiBanu 6a3bl AaHHbIX, NpocnywuBanu tTenedoHHbIe Pa3roBopbl, eXeaHEeBHO
cneaunn 3a NOANTUYECKMMU U BOEHHBIMU AeATEN MU CTpaHbl. BaxHbIM TexHu4ec-
KUM CpeacTBOM [OJi OCYLLUEeCTBNeHUua Kubepteppopa crtano ucnonb3osaHne DDOS-
aTak U nepemaplpyTtm3auusa (1 nocnepyowee npekpaweHue) nHTepHeT-Tpadpuka
yepe3 aMepukaHckue Gupmbl.

C 2002 ropa MouwHble KubepaTakum COMPOBOXAANUCL KamMnaHwewn Teppopa,
WwaHTaxa, 3anyruBaHus, HanpaBaeHHON NPOTUB UPAKCKON NMOAUTUYECKON N IKOHO-
Muyeckon anutbl. Mcnonb3ya HoBelwne AOCTUXEHUS B obnactu kmbepopyxus,
LLPY u MNeHTaroH B3nomManu n NpOHUKAN B NHPOPMALMOHHYIO CUCTEMY FOCOPraHoB
Mpaka n HanpsiMylo obpalwanncb K Kaxaomy M3 aeatenen npaesawei naptum BAAC
M BOEHHOro KOMaHAoBaHUs, 6oMbapoupys ux dakcamu, 3J€KTPOHHLIMU NMUCbMa-
MU U TenedPOoHHbIMU 3BOHKaMU, NpPU3biBas YCTPOUTb FOCYAAPCTBEHHbI NepPeBOPOT,
BblgaBaTb CLUA rocyaapcTBeHHble U BOEHHbIE TaliHbl (pa3ymeeTcs, Ha BO3Me3OHOoM
OCHOBe), MpukasbliBaTb BOCKaM Ae3epTUpoBaTb Nocne Havyana 60eBbiX AENCTBUIA
M coBepliaTtb Apyrne OencTBUsl, HanpasBfieHHble Ha caboTax U MNoApbIB BAacTu
Cappama XyceiiHa U MPakCKoro rocynapCTBEHHOro annapara.



Kak Tosbko Hayanacb HasemHasa onepauusa, BBC CLUA ctanu HaHOCUTb ToYeu-
Hble yaapbl, Npexae BCEro, No rocyaapCTBEHHbIM YYpexXAeHUusM U KBapTupam
(BMnnam) Tex npepcraBuTeneit 3NNTbl, KOTOPbIe O0TKa3anuCb COTpyAHMYaTb ¢ LPY
(no 3apaHee yTBepPXAEHHOMY CMUCKY).

HeBupumas knbepBoiiHa NPOTUB NpaBUTENIbCTBA U BOEHHOro annapara Mpaka
Obina [OBOJILHO ycnewHon. MexayHapoaHas npecca cpa3y Xe Nocse OKOHYaHUus
60eBbIX AelCcTBUI Oblna NepenosiHeHa UCTOPUSMU O NOAKYNE MPAKCKUX BOEHHbIX
M MOJIMTUYECKUX NNAEPOB (BKJOYAS KOPPYMMNNPOBAHHbLIX YAHOBHUKOB N HEPTAHbIX
ONINrapxoB), KOTOpble cornawanucb cotTpygHuyatb ¢ LUPY u MeHTaroHom B 06MeH
Ha obellaHue weppoit onnarbl.

OpHa u3 Hanbosiee N3BECTHbIX UCTOPUIA KacaeTcs rnaBbl 3NUTHOW PecnybnukaH-
ckoi reapaumn reHepana Maxepa CydbsaHa anb-Tukputu (6nuskoro pogcteeHHmka Can-
Aama). OH npukasan CBOMM 4acTsaM NPEKPaTUTb CONPOTMBIIEHME aMePUKAHCKUM BOM-
cKkaM nocsie Toro, kak, o ero cfiosam, 3akaoumn “geHexHoe cornaweHue” ¢ CLLUA.

Yepes mecqL, nocne oKoHY4aHUSA BOMHbI amepukaHckuii reHepan T. PpaHKe (ko-
MaHayowmii LleHTpanbHbiM KOMaHaoBaHMEM BOOPYXEHHbIX cun CLUA), oTBeTCTBEH-
Hblii 3a NNaHUMpPOBaHMe U peanusaunio BTopXkeHns B Upak, otMetun: “daktuyecku
c Ha4yanom kmbepartakum 2002 ropa, TO ecTb 3a rog A0 Hadana onepauun “Lok
u Tpenet”, cneurpynnbl LUPY u MeHTaroHa akTMBHO AEACTBOBanM Ha TeppuTopumn
Wpaka, nogkynass YAHOBHUKOB, OM3HECMEHOB U reHepasoB. Y MeHs CKOMUIUCH Fo-
pbl pacnucok, B KOTOPbIX MOAKYMJ/IEHHbIE NPAKCKUe AedaTenu Aasann NMCbMEHHOoe
cornacue pa6ortatb Ha CLLA”.

Kakumu 6bl HM ObINU NpsiMble NOCNEACTBUSA 3TOM MOAPbLIBHOW AEATENbHOCTU
CLLA, BTOpUYHbIe NocnencTema ObinM ewe xyxe. YuntbiBas cneunduky BnacTHol
CTpYKTYpbl NpaBsawein naptum BAAC, Capnam Bcerga 6osnblie Bcero 60sics BOeH-
Horo nepeBopoTa. Mocne Toro kak CLUA Havyanu knbepartaky, HEKOTOpPbIE NpeacTa-
BUTENN peXmMMa CTajan YeCTHO AO0KNaAabiBaTb O TOM, YTO UX MbITAlOTCA NOAKYNUTb
amMepukaHubl. CTann NPUHOCUTbL 3TU MOCNAHUSA B MOJMUUIO UM BbilLECTOSLLEMY
HavyanbCTBY.

Takmm 06pa3oM, MPaAKCKMI NPe3nAEHT MNOJHOCTbLIO 0CO3HaBan MaclwTabHOCTb
aMepukKkaHCKOM onepauuu, M 3TO MHOrOKpaTHO yCUIMBano ero crtpaxu. 3a He-
CKOJIbKO AHEel A0 Hayana BOWHbI OH CTan pe3ko “3akpyymBatb raiku”. Hanpumep,
OH 3anpeTun oOLeHne KOMaHAYWUX AMBU3UGMM U KOpnycamu Mexay coboil.
Ctan HeoOXuaaHHO Nepemellatb reHepasoB C OQHOM0 MecTa cnyXx0bl Ha apyroe.
Onsa Toro 4To6bl NPOTUBOAENCTBOBATL 3aroBOpLLMKaM, NPE3NOEHT NOCTaBUN Nuae-
poB npaBawen naptum BAAC Hag BOEHHbIM KOMaHAOBaHUEM, NPUYEM NpuKasbl KO-
MaHOMpPOB JIIOGON BOWMHCKOW 4acTW, HAYyMHasa C POTbl, [OMXKHbI OblIM nNpeaBapu-
TeNbHO 006PATLCSH NAPTUNHBIMU QYHKLMOHEPAMU.

OpHako Hepa3bepuxa B Mepapxmm KOMaHAOBaHUS, CO3paHHas 3TUMU Mepamu,
nogpbiBana 3¢pHeKTMBHOCTb aPMUN B YCIIOBUSAX BTOPXKEHUS aMEPUKAHCKMX OKKYMaH-
ToB. llocne BOMHbLI OAMH N3 reHepanoB, OCTaBLUMMACA NIOSJIbHLIM MO OTHOLUEHWIO
k Cappamy, onucbiBan XxaoC M HECNOCOOHOCTb K MOJSIHOLEHHOMY BeAeHuio 6oeBbix
DEeNCTBUA BCNeaCcTBME TOro, YTO COCegHUEe 4acTu M COeAMHEHUs He MOIrnu aaxe
KOHTAKTUPOBATb JPYr C Apyrom: “3To cokpaTuio 40 MUHUMYMa KONN4YEeCTBO U Ka-
4yecTBO MHPOpMaumMm, NOCTynasLENn N3 BOMCK, COOTBETCTBEHHO CpbiBast BO3SMOXHO-
CTM KaKoro-nmbo cTpaTernyeckoro Wau TakTMHeckoro naaHuposaHus”. Tak Kak Boe-
HavyanbHUKN ObILIN NOCTaBAEHbI NOA XECTKNI KOHTPOSb FPaXxaaHCKUX NOANTUKOB U3
BAAC, Barpap nony4yan coobuieHns o xone 60eBbix AeCTBUIA He OT BOEHHbIX, a OT
nonutnkos. Bonee TOro, NpuHATbLIE MEpPbl NPOCTO-HAMPOCTO YCTPAHWIN KITHOYEBbIX
BOEHa4YaNlbHNKOB M MX WTabbl U3 LENU KOMaHAOBaHUS.

Korpa 3axBayeHHbIX B MJI€H BbICLUMX Mpakckux oduuepos cnegosarenn ns LUPY
npocunu pacckasatb 0 caMbix FaBHbIX ¢pakTopax, NPMBEALINX K ObICTPOMY KaTacT-
poduyeckomy ¢duHany BOMHbI, OHU OTMEYasnM B Ka4eCTBe OOHOMN U3 rnaBHbIX Npu-
YMH “TUpaHu4Yyeckue mMeponpuATMa No obecrnevyeHuto Ge3onacHocTn B apmun”. Ta-
KnMm obpasom, ewé Ao Havyana BOWMHbI kmbepaTtaka CLUA npueena Kk 3Ha4MTENbHOMY
ocnabneHuto CTPyKTYyp KOMaH40BaHUSA UPAKCKUMU BOOPYXEHHLIMU CUaMMU.

MMeHHO npoTuB 31Ol 0CcNabneHHOoN CTPYKTYpbl aMepuKaHubl Havyaan HaHOCUTb
TouyeuyHble yaapbl ¢ nomoubio GPS n 6oM6 ¢ nazepHbiM HaBegeHneM. ABnauuna CLUA
(v ckono4yeHHoON MMM “koanuuuu”) cpaBHANa C 3eMNEN B TeyeHne KOPOTKOro
BPEMEHUN BCE rocyypexaeHus, U3BeCTHble aMepurKaHLuam WwTabbl U OyHKepbl Mpak-
CKOW apMuu, a Takxke KBapTUpbl N pe3uaeHunn Befywmx noIMTUKOB U NapTUAHOMN
anutbl BAAC. XoTs normbno OTHOCUTENbHO HEMHOIO (YHKLMOHEPOB, BbiOPaHHbIX
B Ka4yeCTBe MULUEHU, OOHAKO yrpo3a, HaBucllas Haj BceMu nosnbHbiMu Capnamy
nvuamMmu, npuBena K CioMy ynpasJieHUs BOMCKaMU.



Ona Toro 4tobbl M36exaTb rMéenn OT BbICOKOTOYHbIX aMEPMKAHCKUX pakeT,
MpaKkCKue NONUTUYECKME U BOEHHbIE Nuaepbl n3berann coBellaHuin B Kakmx-nmbo
30aHUAX U OyHKepax, OHM NepecTany Nonb3oBaTbCcs TenedoHamMn U PagmMoCBa3bIO,
4YTO OCTaBNANO BoOMicka 63 KOMaHAOBaHUSA, CBA3M U MHOPMAaLMKN O peasibHOM Mo-
noxeHun pen. locne BOWHbI MpPaKCKMe reHepasbl rOPbKO CeToBanM Ha TO, 4YTO
rpaxaaHckue nofIMTUKU NMOCTaBWIN UX B NMpPakKTUHeCKn OGe3BbIXOJHOE MOJIOXEHUE.
Kakne-nn6o camocTtosiTeNnbHble AeACTBUS Ha nose 605, npennpuHaTbie 6e3 corna-
coBaHusa ¢ nonutukamu BAAC, mMornm npumBecTu K pa3XasoBaHWUID U CMEPTHOMY
npuroBopy, a cnenas HeNnoOABMXHOCTb Nepepn, NUUOM NMPOTUBHUKA HEU3OEXHO 06-
pekana ux Ha nopaxeHue.

HecomHeHHO, camblil 6onblioi yuep6 oT kmubepaTtak coctosin B Tom, 4to Can-
ham Obln BbIHYXAEH NpeanpuHMMaTh HEBEPOSATHbIE YCUNUG N9 NoanepXaHus cBo-
el nM4Hoi 6e3onacHocTn. OH Gosancs AoBepaTb Aaxe camomy Gaunxainwemy okpy-
xeHuio. MNocne Havyana 60eBbIX AEACTBUIN NPE3UAEHT CKPbIBaNCs B CBOUX TalHbIX
ybexuwax. OH TwarenbHO cneaun 3a TeM, 4ToObl PAOOM C HUM He Oblno noaen
c tenedoHamMn, pauusaMum N PYrumMmm 3neKTPOHHbIMU YCTPONCTBaAMM.

N3-3a BCeEX 3TU 3KCTPaOpAMHAPHbIX MEp BOEHayYalbHUKU U MOJAUTUKKU Oblnu
BbIHYX/EHbl XAaTb YacamMu, a WHOrAa W JHAMW ayAMEeHLMU WM COBELaHUus
y rnaBHOKOMaHAylouwero. Y4ntbiBas, YTO OHW He MOrU NPUHUMATb CaMOCTOS-
TefNbHble pelleHnd, ucxona u3 peanbHoOn 60eBOil 0OCTAHOBKM, HE COrjlacoBaB UX
c Cappamom, 3TO TakXe pe3Ko CHuxano 6oecnocobHocTb mMpakueB. OgHUM u©3
APKNX NPUMepPoB 3Toro “reatpa abcypaa” Obino peleHne o nepedbpocke BOWCK,
npuHatoe CapamMoOM HA OCHOBAHWUMU MOJYYEHHBIX JIOXHbLIX CBEAEHUIN. AMepUKaH-
ubl Ha4Yanu HacTtyrsieHne Ha Barpap c ora 2 anpenqa, a Cagpam nonyymn nHoop-
Mauui, 4YTO artaka rotoBuMTCH C 3anapa. XyCeWH npukasan reHepany XampaHu
nepebpacbiBaTb BONCKA C KOXXHOIO HanpaBfieHUs. XaMaaHu TOYHO 3Han, 4TO Ha-
cTynneHne OyaeT Ha ero yyacTtke, OH gaxe cMor yoeouTtb B 3TOM cbiHa Cagpama
Kyces. OgHako o06a OHM ObliM He BNpaBe HE MCMOJIHUTb MOJIYYEHHbI Npukas,
B pe3ynbTaTe 4Yero XHblii GPOHT Obin OrosiéH. B nogo6HbIX cUTyaumsax gaxe He
6bi10 BUHbI Cappama. lpocTo B pe3ynbrarte NPUHATBIX Mep 6e3onacHOCTU pa3s-
BEACOoOOLEeHMS ¢ MecT MPUXOAUAM CO 3HAYUTESNIbHbIM ono3paHuemM (MHorga Ha
HECKONbKO AHel), 4To ctano ¢aranbHbiM B YCNOBUSAX ObICTPO pasBuBatoLLerocs
HacTynneHusa Bonck CLLA.

Takum o6pa3oM, pesynbTatoM kn6epsoliHbl CLLUA ctano nonHoe OTCyTCTBME
ynpaBasieMoOCTU WUPAKCKMMU BOWCKaMu. AMepukaHCkue reHepanbl T. PpaHkc
n [,. MakkupHaH oTmedanu: “PeXxum He MMes HUKaAKOro NpeacTaBfieHna 0 TOM, 4TO
peanbHO npoucxoaut. OHWM He 3Hanu, rae HaxoO4ATCS Halluu BOMCKA, OHU He 3Hanu
Jaxe, roe HaxoAsaTcs Ux cobCTBEeHHble Boicka!”

Cappnam XycelH, NUIWIEHHBLIA CBA3U, nepebupancsd OT O0AHOro NOA3EMHOro
CXpOHa K Apyromy, noka B ropogke Ap-IaBp, Henopanéky ot TukpuTa, no HaBoA-
K€ OOHOr0 M3 CBOUX CaMbiX OOBEPEHHbIX vl ero He 3axsatuaum 13 pekabps
2003 ropa 6oiiubl anuTHOro otpaga “121” Bo spema onepauuun MeHtaroHa u LPY
non HasBaHuem “KpacHblii paccBeT”. MNocne Heckonbkux net Gpusnyecknx m ncu-
XONOrMYeCcKUX MbiITOK CO CTOPOHbLI amepukaHckux “cneuos” (cnegbl no6oes 6Gbinn
3adukcmpoBaHbl MeauKamMu, NpUrnawéHHbiIMM agBokaTom XyceliHa) OH MpOLIENn
yepes 3/100HbIN, U3peBaTenbckuii papc “aemMokparnyeckoro cyga” u 6bin noselleH
30 nekabps 2006 ropa. Ero ceiHoBbs Kyceli, Yaoen n 14-netHuin BHyK Myctada 6bi-
nn youTtel amepukaHuamu B utone 2003 ropa.

Momumo oduuepoB U reHepanos, cpean “nya”, KynaeHHblx B xode kubepa-
Tak, 0Ka3anoCb 04E€Hb MHOM0 FrOCYyAapCTBEHHbIX YNHOBHUKOB, GU3HECMEHOB, 4fe-
HOB nMpaBsiWwein napTum u nubepanbHON UHTEJIUTEHUUW, TaMHO MeuyTaBLUEN
0 “cBepXeHun TupaHa” v gepxasluiein “Kykuw B KapmaHe”.

MpubnumxeHHasa K BNacTu TBOpYECKas anuTa — apTUCTbl, AEATENU KYNnbTypbl,
NoONNTONOINU, BeAyllMe XYPHANIUCTbl — NoJiyyanu xopowuve 6apbiliv, CTPOUIN BUN-
Nbl B Nt0GOM paiioHe, KOTOpbIi UM HPaBWJICS, Mojlydyanu nobble 6nara u, Kak oHu
Bblpaxanucb Npamo, “npoaasanu ceba 60ratbiM U BAUATENbHbIM loaam”.

OCHOBY AEeNCTBEHHOCTN aMepUKaHCKUX Knbepartak npepcrasnsasa sceobuias
NpoOAaXHOCTb, KOTOpasi AOCTUria acTPOHOMUYECKUX pa3mepoB. Kak M3BecTHO,
npoknaTne Bcex “HedTAHbIX” CTPaAH COCTOUT B TOM, 4TO KOPPYNUUS AOCTMraeT He-
MMOBEpPHbIX pa3MepoB, OHA CTAaHOBUTCHA BCeoOLLein cpenoi, B KOTOPOW Nnoau npo-
BOASIT €XEeOHEBHYIO XMN3Hb.

Co3palotcs CMHAMKATbI U CMJIOYEHHBIE KUMKW BbICLUMX YNHOBHUKOB M MONUTU-
KOB. OTM WANKN, CMbIKAACb C KPMMUHANbHBIM MUPOM, BKAKYaAlOT 6aHKK, KoMna-
HUM B Pa3/INYHbIX CEKTOPax 9KOHOMUKU, TeneBupeHue n apyrue CMWU, nonuuwuio



u opraHbl 6e3onacHocTu. Ha 3akoHogaTenbHOM ypOBHE MPOTaNKMBAKOTCS 3aKOHbI,
KOTOpble MOo3BONANN Obl KOppPYNUMOHEepaM 6ecnpensaTCTBEHHO BbIBO3UTb UX Kanu-
Tanbl, OTMbIBaTb UX, MpATaTb B odwopax n T. n. paxpaHckMe KOppynuUoHepbl
CMbIKAIOTCA C BOEHHbIMU. AyAuT OOLLECTBEHHbIX OpraHu3auuii He NpPoBOAUTCH
B rocyuypexaeHusix Hukorpa! A Te, KTO NbiTaeTca pa3obpaTbCs B XMTPOCNNETEHUAX
KOPPYNUVOHEPOB, MOABEPralTCa LWaHTaXxy, TIOPEMHbIM CPOKaM 3a HEeCOBEpPLUEH-
Hble NpecTynneHusa, u3bneHnam “HensBecTHbIMM XynuraHamu”, a npu ocoboi “Ha-
CTbIPHOCTU” 3aKaHYUBAIOT CBOI XU3HEHHbIN MYyTb OT PYKW MJIATHbIX KWUJJIEPOB.

ABTOpUTapU3M 1 “KYNbT BOXASA” TakXe CO3[aBasucb 3a CYET onopbl Ha A06bI-
4y cbipbsi. HedTb oka3zana cusbHelillee BO34ENCTBME HA 9KOHOMUYECKYIO MONUTU-
Ky 1 nosponuna Cagpamy GbiTb UCKIIIOYUTENBHO LWEAPbIM MO OTHOLIEHUIO K CBOUM
npuBepXeHuaMm, K Kiuke U3 6GU3HECMEHOB, BOEHHbIX U Mpasawei naptum. Umes
B CBOEM pacnopsxeHun HedTeponnapbl, OH, Kak U MHOrue gpyrme nmaepbl Hed-
Teno6bIBAOWNX CTPaH, CTPOMN CBOE OKPYXEHWe Ha MmouYutaHum “Boxpaa”, cuutas
cebs He3aMeHUMbIM. JTO yO6exaeHre NooAEPXNBANOChH €ro OKPYXEHUeM, 609 M-
CA Npu CMEeHe BNacTu MOTepATb CKa3o4Hble MPUBUNENNMU U OFPOMHbIE JAPMOBbIe
AeHbrn. KynbT NMYHOCTM NogaepXxuBasncs TEM, YTO €C/iN BblAaBanucb Kakme-nmbo
Harpagbl AU OeHeXHble NOOLWPeHNs, OHM BbiAaBanucb “no npukasy npesvpaeHTa”
uUnM Kak “nodapok OT BOXAA CBoemy Hapopy”. Bpyyanu paxe ocobGble KapTouku
“Opy3ba npe3ungeHTa n Boxaa Cagnama XyceiiHa”, koTopble AaBanu ux obnagare-
naMm psg nbroT U NPeuMyLLEecTB.

HedTb chopmuposana skoHoMmuky Mpaka pgaxe B Takux fanékux ot Heé coe-
pax, Kak TpygoBas MUrpauma U AeHexHble nepeBoabl rpaxaaH. Ho oHa Takxe npu-
Befla K KoJioccasibHbIM MepekocamM B pasMeLlLeHUn pPecypcoB, npeHebpexeHuto
GanaHcom B pas3BuMTUM p[oObiBaowWwein M obpabatbiBalowein MNPOMbILLIEHHOCTH,
K pacwmpsioweiica nponactu mexay 6orateiMm u 6egHbiMu. Tak 6bi1o B Upake,
HO MOXeT ObITb M B Nt0GON ApYyroi cTpaHe Mupa.

Bo mMHorom 6narogaps KnéepteppopusaMy u AeaTeNlbHOCTU “NATON KOMOHHbI”,
Mpak Obin npeBpawéH amepukaHuamMmum B PyWHbl, NOrM6A0 OrpOMHOE KOJINYECTBO
nopgen — oonee 1,5 mnH, cpeau kotopbix 90% cocTtaBuMAM rpaxpaHckue nuua,
BK/I0YAA XEHLUUH U aeTei.

Kak ke amepukaHLbl OTRAATUAM CBOUM “areHtam BAMAHUA”, MpaKCKUM npena-
Tenam?

BONbWMHCTBO reHepanoB M OdULEPOB MPAKCKOW apMuu, COrnacuBLUUXCS
caaTb CBOM NO3ULUKN U BbINOJIHUTL NtoOble TpeboBaHua CLUA, nocne kanutynauum,
noTepsiB BCAKYI COBECTb, OTKPbITO XanoBanncb B npecce Ha To, 4to LIPY BoOGOWE
He 3annaTuno UM 3a NpefarTesibCTBO, XOTS OHWU MOSIHOCTbIO BbIMOSHWUAN MPUKa3bl
CBOMX aMepPUKaHCKUX KypaTopoB. Te U3 HUX, KTO BbDKWAU, BRAYUIN Xankoe Hu-
LEeHCcKoe CyLLecTBOBaHMe.

OKKynauMoOHHble BNIaCTU XaJioBaluCb BalUMHITOHY, 4TO ANg TOro, 4To6bl He
6bIN1I0 MACCOBbIX FONOAHbIX GYHTOB, UM NPUXOAUTCA TPATUTb “OrpoMHble cpeacTea”
Ha cogepxaHue ObIBLUMX BOEHHOCYXaLLMX UPAKCKON apMun, “He nonyyasi oT HUX
HUKaKKX ycnyr B3ameH”. YXypHanucTel nogcyntanu, 4To aTm “orpomMHblie cpeactea’
B pacuyéte Ha OAHOro 4yesoBeka coctasnsanu... 1-2 gponnapa B AeHb!

HepnoBoNbCTBO BOEHHBIX BbINIECHYNOCbL B BoccTaHue B Pannyaxe. BbiBuine
oduuepbl 1 ononyeHne 200-TbICAYHOIO ropoaa NPoAepXananucb NPOTUB aTak ame-
pukaHueB ¢ anpens no Hosi6pb 2004 ropa. ConpoTuBneHUEe yaanocb NoAaBUTb
NWb Nocne NpUMEHEHUs 3anpeLEeHHOro BO BCEM MUPE XMMUYECKOro opyXua —
6enoro ¢pocdopa (6oenpunacbl ¢ HAM BbiXuranu BcE xusoe B paguyce 150 m).

MoTepu cpegyu MUPHOrO HaceneHus UCHUCAANUCL aecsaTkamu Toicady. U no-
cnepcTBUS aMepukaHckoi onepauumn “dpoctb PaHTOMA” CcKa3biBalOTCA A0 CUX
nop — ypoBeHb OHKO3aboneBaHuii B ropose B 40 pa3 npeBbillaeT cpegHuii ypo-
BEHb B APYrMX MecTax.

TpeboBanocb CPOYHO peLmnTb NPoGNemMy MPaKCKUX BOEHHbIX. VIMeHHOo Toraa
poaunacb “oTnmMyHaa” uwoes — UCNONbL3OBaTb UX MPOTMB NpaBuTenbcTBa Acaja
B Cupuu, oyepenHoit muweHn BawwuHrroHa B 60pbbe 3a MUPOBYIO FrEreMOHMIO.
Tak kak npaBswwum kpyram CLUA npuxopunocb CTankMBaTbCs C BO3pacTalowum
COMpPOTUBJIEHMEM MUPOBOIO coobLecTBa u aencreoBartb ¢ ornapkoit Ha OOH, Ha-
WIYYLWMM BbIXOOO0M NpepcTaBnanach BoiiHa npotMe Cupum pykamm caMmux xe apa-
60B. Mpakcknx BOeHHbIX (B Macce CBOeil CyHHUTOB) cTanu Bep6oBatb B UTUJT —
opraHusauuio, co3gaHHyl AKo6bl ANng npoBeAeHUsa “pennurnosHoro axmuxana” ¢ Ko-
HEYHOI LeNblo co3paHusa “MupoBoro xanudara”.

B HacToslwee BpemMsa gaxe npeactaBUTeENU noautuyeckon anutel 3anaga (Ha-
npumMmep, 9KC-MUHUCTP MHOCTPaHHbIX aen Benukobputanum A. MunubeHp, ObiB-



wuin npembep-muHuctp T. Bnap u gp.) npusHaT onpegenswowyto ponb CLUA
B CO3JaHUU, CHabXeHUn opyxmem N BOeHHbIx onepauuax UMUMa.

Takum obpasom, npepatenam Mpaka Hawnacb “poctoinHasa” ponb “nyweyHoro
Maca” B KpoBaBbix aBaHTiopax MeHTaroHa u LIPY Ha BauxHem n CpegHem BocTo-
ke. N ¢ HuUMm ocobo He uepemoHsaTcsa: Byepa CLUA Bep6oBanu nx B pagbl WU,
CerofiHA KOHYaloT UX B O4YEepeaHON BOEHHO-peknaMHoli onepauun B Mocyne, Ha-
npaBneHHOW Ha Ae3nHdpopmMauuld MUPOBOro OOLLECTBEHHOrO MHEHUS, CO3AaHUs
uMuaxa “HenpMMUPUMbIX GOPLIOB C TEpPOpPU3IMOM”.

Bce rocypapcTtBeHHble komnaHuu Wpaka Obinu NMKBUMAMPOBAHbI, AOBOEHHbIE
KOHTpakTbl (B ToM uyncne ¢ Poccueit n Kurtaem) aHHynupoBaHbl. Ewgé Obl, Beab
MMEHHO n3-3a HedpTM 1 3aTeBanacb Bca “rnobanbHaga BoiiHa ¢ Teppopuamom”! Ho-
Bas koHcTuTyums Upaka, npuHatas B 2005 roay no ykaske CLUA, a takxe ppyrue
3aKkoHoAaTtesibHble aKTbl FrapaHTUPYIOT FOCMOACTBYIOWYIO POJIb MHOCTPAHHbLIX KOM-
naHuii B no6biye HepTN. PokdennepoBCKMn rMraHT Exxon n poTwmnnbaoBckuii BP
NPOYHO M HaZOoNro 3acenu B Mipake n nogenunu mexay coboi ruraHTckue HedpTsa-
Hble MO 9TOW CTPaHbI.

A 4TO Xe nubepanbHaa UHTENNUreHuma? B oTHOWEHUN 3TOI FOBOPJIMBOI N NPO-
DaXHOWN Ny6nvkn amepukaHLbl HAYYTb He LepeMoHunuce. B “cTparterum xaoca” npe-
AYyCMOTpPeHa NUKBUAAUUS N0O0I KyNbTYPHON XM3HU Ha TEPPUTOPUU 3aBOEBAHHbIX
“cTpaH-n3roeB”, HU3BeLEHUE UX HACENEeHUS 00 YPOBHA KaMEHHOro BeKa, CyXeHue
KYNbTYpbl NULWb A0 daHaTUYEeCKOoN npegaHHoCTU Annaxy U HeHaBUCTU K “HEBEPHBbIM”.

OkKynaHTaMy ObiiM pa3pyLieHbl U COXOKeHbl OGMOGAMOTEKU, Yy4YpeXxaeHus
3ApaBoOXpaHeHUs, obpa3oBaHus (WKONbl U BY3bl), KyJNbTYpPHble LEHTPbI,
YHUUTOXEHbI AaXe CTaTUCTUYECKUE LLeHTPbl, AaHHble Nepenucein HaceneHus,
poXxaeHuit u cmepTeit (UTOGbI HENb3q ObINI0O NOACYMTATh TOYHOE KOJIMY4ECTBO
epTtB!). OcHOBHOI1 ypap, 6e3yc/oBHO, HAaHECNU MO Hay4YHO-UCCNenoBaTeNbCKUM
LeHTpaM U y4€HbIM (Kak ryMaHUTapuam, Tak u npepcraButenam GyHaamMeHTaNbHbIX
M NpUKNagHbIX HaykK).

A Bepb barpap Bcerga cumtancs caMmbiM NMPECTUXHbIM LLEHTPOM Hayku B apab-
CKoM Mupe (ecnu roeoputb 06 MCTOpMU, TO BCS eBponeiickas yHMBepcuTeTckas
Hayka Oblyla nocTpoeHa no npumepy 6arpaackux yHusepcutetoB VIl Beka).

®doHabl U nabopatopum ObIM CTEPTLI C NMua 3emnun. CneukomMaHabl peliHpxe-
poB 13 “4acTHbIX OXpaHHbIX NpeanpuatTuin’ (knnnepol U3 Blackwater n ppyrux “ac-
KagpOHOB CMepPTM”) LieNieHanpaB/ieHHO OXOTUIMCbL 3a nNpodeccopamu, [OLEHTaMU
M Hay4YHbIMU COTpyaHUKamMu, ybueas ux.

Mocne BTopxeHus 2003 ropga, No QaHHbIM, OMyOGJMKOBAHHbLIM B €rMneTcKomn
npecce (M He OCNOPEHHbIM OKKYNaLuMOHHbIMWU BnacTaMun Mpaka), exXerogHo yHuuY-
Toxanocb 6onee 300 Mpakckux y4éHbix. U3 cTpaHbl amurpuposanu 6onee 20 Tbi-
cs4 npenopasartefieil n Hay4Hbix coTpyaHukoB. KOHECKO B 2007 roay ony6nmko-
Basa obpalleHue K amepukaHuam ¢ npocbOoil obecneynt 6€30NacHOCTb Npeno-
haBaTtenei u CTyAeHTOB By30B, OTMETMB, 4TO “BCHA cUCTeMa 06pa3oBaHUA U Hayku
B Mpake HaxopuUTCA Ha rpaHu NOMHOro ucyesHoBeHus”. Ho oTcTpenbl npoposxa-
nucb 1 nocnepyowme rogbl. B 2008 roay 6bin 3Bepcky yOUT nocnenHuin npakc-
KNI HEMPOXNPYPF, U ero pactep3aHHoe Teslo 0OHapyXeHO Ha rOPOACKON CBaske. ..

He n36exanu nevyanbHOW y4acTu u xypHanuctbl. OTCTpenuBanucb BCe, Npo-
TUB KOro ObLIM paxe Manenwune nopo3peHus B ONMNO3ULMOHHOCTA aMepukaHuam
WIN CTPEMJIEHUN K COXPaHEHWI0 TPaAMUMOHHbIX HaLWOHasIbHbIX LLEHHOCTEN.
Moa HOX cTanu nonagatb M MNPOCTO “rHWUJIbIE UHTENNIUIEeHTbl”, KOTOpble paHee Tak
CTPEMUNUCH CNUTLCA B rN106aNMCTCKOM MOPbLIBE C M1aBHON “KyNbTypHOI Hauuen”
mupa — CLUA. He yrotoBaHo nu ato BCé u anga Poccun?..

— HaunHaem kmnbepataky npotus Poccumn! — 310 TPpEBOXHOE COOOLLEHNE MO-
ctynuno n3 CLUA B okta6pe 2016 roga. U He oT kakoro-HMOyab TpeTbepas3psanHo-
ro YWHOBHUKA, a OT Buue-npe3ngeHTa [x. BangeHa. 310 3asBNEeHUE NPoO3Byyano
BeCbMa yrpoxatouie, nbo n3 NCTopmun NOCNeaHUX AeCATUNETUIA U3BECTHO, YTO MNO-
DoOHble atakyn LPY u MeHTaroH Ha4YvMHalOT NPUMEpPHO 3a roa-ABa [0 BTOPXEHUs
CBOMX apMuil Ha TeppuTOpUM “cTpaH-muLieHei” nMbo opraHnsaunm Tam rocypap-
CTBEHHOrOo nepesopoTta. B oTHoweHun Poccnu amepukaHubl AeACTBYIOT KaK Hanps-
MYI0, Tak U NyTEM opraHmsauum xakepckux rpynn B 'pysun, JlatBuu, Jiutee, 3c-
TOHuK, Monbwe, Knuprnsmm, KasaxcraHe.

Mpu nx “cnnoyénHbix peiictBuax” (To ectb nop pykoesoactsoM KubepKoma
n cneucnyx6 CLUA), kak oTMe4yaeT U3BECTHbIN amepukaHckuit akcnept P. AHgpec,
“poccuitckne cuctembl 6€30MacHOCTU BPSAA, I CMOTYT CNPaBUTLCA C 3TUM MOLLL-
HbIM HacTynneHuem”.



CornacHo pokymeHTam WikiLeaks, xakepbl LLPY B HacTosiLiee BpeMsa npoBoaaT
npotus Poccun 60nee COTHU pasfINYHbIX CKOOPAVUHUPOBAHHbLIX KnbepaTak nopg, Ha-
pounto “wytnmBbiMn” HaszBaHUAMU — “Pukkm Bo66M” (rOHWMK N3 KOMEeAUNHOro
dunbma “Houm Tannapern”), “BonuoBckuin kny6”, “MyabikanbHblit aBToMart”,
“BapmeH”, “Buckun”, “Maprapurta” un ap.

“Pukkn Bo66Kn”, Hanpumep, NpeacTaBnsgeT co60i MUHNATIOPHbIE 3NIEKTPOHHbIE
MMMJIaHTaTbl, KOTOpPble CTaBATCS Ha HOBblE KOMMbIOTEPLI, MOJb3ylOLMECH nocnen-
Humu Bepcuamu Microsoft Windows n Windows Server. OHM cuMTbIBAlOT coaepxa-
HUEe KOMMbIOTEPA N HE MOFYT ObITb 3aC€4Y€Hbl aHTUBMPYCHbIMM NporpaMMamm u nep-
COHaNbHbIMU CPeACTBaMM 3aWuTbl. OTU YCTPOWCTBA pacCYmMTaHbl HA aBTOHOMHYIO
paboTy B Te4eHue pgecstu ner.

Bonblwiomy pucky noasepratoT cTpaHy 6e3paccyHble 0iurapxu, MCMob3yto-
LWMX B CBOUX NpOEKTax 3anagHoe KOMMblOTEPHOE 060pyaoBaHMe, KOTopoe B onpe-
DEeNEHHbIN MOMEHT MOXET NPUBECTM K CO0IM M OMBEPCUSAM HaA SNEKTPOCTAHLMUSX,
TpybonpoBogax, cuctemax p[oobl4yn U nepepaboTKM MOJSIE3HbIX WUCKOMaeMblX,
TpaHcnopTe. He roBops 0 4MCTO 3anajHbix NpPeanpuATUSX aBTonpomMa, KOMMblO-
TepHon cOopku, obpabaTbiBalowWiet NPOMbILIEHHOCTM, MOCTPOEHHbIX HA POCCUI-
ckoit Tepputopun. Poccuiickue TONCTOCYMblI COBEpPLUAOT KPYMHENLUYIO OLWnOKYy,
BbIBO3Sl CBOM Munnuapabl B opLiopbl, Tak kak 6narogaps knbeppa3Benke Bce Ux
3NIEKTPOHHbIE CYeTa XOpowwo u3BecTHbl B LUPY 1 npu otkase oT coTpyaHumyecTBa
O6ynyT cpa3sy xe 3abnokmpoBaHbl. (Ho u npu cornacumn coTpygHuyaTb, Kak noka-
3biBaeT onbliT Mpaka, 3TM cpencrsa B KOHEYHOM MTOre MOMOJIHAT CYeTa FNaBHbIX
Mapongepos ¢ Yonn-cTput). PUcKy noaBeprarT CBOU XMU3HU Te, KTO e34AUT Ha NHO-
CTPaHHbIX 3NUTHbLIX aBTO, JleTaeT Ha aMmepukaHckux “BouHrax”, pa u pPocCcUCKux
caMoNéTax, Ha4YMHEHHbIX 3anafgHoON INEeKTPOHUKON. [laxe B OTKPbITOM neyaTtun no-
SABNANMCb COOOLEHNS O TOM, 4YTO HeyAdayun C 3anyckamMmu pakeT Obinn CBS3aHbl
Cc “HeHaaExXHOCTbI0” KOMMbIOTEPHbIX YUMOB, CAENIaHHbIX MO 3anagHbiM NULEH3UAM
B a3MaTtCckmx cTpaHax. HekoTtopble KpynHeniwiune aBapum u Katactpodbl NOCAEOHUX
MecsLEeB BMOJIHE YKNaAbIBAlOTCSA B paMKM KJIaCCMYECKOro kubepteppopusma.

Kak n B oTHOweHun Upaka, kubepteppopuam CLUA, HaueneHHbIli npotuB Poc-
CuUK, coYeTaeTCcsl C KaMnaHuel waHTaxa v yrpo3. U, cknapbiBaeTcs BnevyatieHue,
YTO Ha MepBOM 3Tane uUx “mMulleHaMU” CTanu OnbiTHbIE POCCUICKME AUMoMarThl,
obnapamwme MOLWHbIM BAUSHUEM Ha NOAUTUYECKYIO 3NUTY U O0OLECTBEHHOE MHE-
HUSI CTPaH, rAe OHU NMpeacTaBnaloT MHTepecbl Poccun.

MHorne mexpyHapogHbie 3KcrnepTbl 00paTuan BHUMaHMWE Ha “cTpaHHble cMep-
™" poccuncknx nocnos B aekabpe 2016 — aueape 2017 rogoB OAWH U3 HUX NU-
wet: “Mbl He NpoBMALUbI, HE pasBefyYuku, Mbl JIUWb NOJIUTUYECKUE AHANIUTUKM.
Ho yxe B KOHLLe NpOLIOro roga Mbl NPULLAN K BbiBOAY, 4TO 3anapg 6ynert opraHu-
30BbIBaTb yOMINCTBA UM KOMMPOMETALUIO POCCUIACKMX MOCNoB. B pamkax aToi
KaMnaHuu cMmepTb poccuiickoro npeactasutena B OOH B. YypkumHa Bbirnagut
BMOJIHE NOruyHoi. [a n puarHos “HeoXmOaHHOro cepaedyHoro npucrtyna” B no-
cnepHee BpeMS CTaBUTCSH AOBOJIbHO YaCTO B KA4ECTBE NPUYNHbI CMEPTU HEYTrOAHbIX
“mupoBoit 3akynuce” nonnTMkoB. M3BECTHO, YTO 3TU “NPUCTYNbI” MOryT Bbi3blBaTb-
CSl MHOTMMM MCKYCCTBEHHbIMU MPUYMHAMU, U B OTKPbITOM AOCTyNe ecTb A0CTaTO4HO
MaTepuanoB O TakMx CPeACTBax, KOTOPbl€ Bbi3bIBAIOT OCTAHOBKY CepAaua, M ux npak-
TU4ECKN HEeBO3MOXHO MAeHTUMLMPOBATL NOCE CMEPTU HaMeYeHHOW XepTBbl”.

B. W. YypkuH, poccumcknit npeagctasutens 8 OOH, apkuit nonutnk, oTkpbITO
BbiCTynaBLwwuit ¢ TpubyHsl OOH npoTuB aMmeprKaHCKOro n U3panibCKoro nMmnepua-
nmama, “HeoxumaaHHo” ymep Ha cBoéM paboyem mecte 20 ¢espana 2017 roaa.
Y Hero OblN LWINPOKME CBA3M U KOHTaKTbl ¢ nonutukamu CLUA v gpyrux cTtpaH,
npuAepPXnBaBWLIMMUCSH aHTUMMMNEPUANUCTUYECKUX B3MNSO0B.

A pno Hero 19 peka6ps 2016 roga Bo BpeMs OTKPbITUSA BbICTaBKM Obla ny6nny-
HO YyOWUT COTPYOHWUKOM TYpeUKOl creucnyxobl poccuiickuit nocon B Typuuwu
A. T. Kapnos. Yyoom BbIXun nocne “nuuiesoro otpasneHua” B KOHLE Aekabps
2016 ropa nocon P®d B U3paune A. M. WenH. CTpaHHOI Gblna cMepTb B iHBape
2017 ropa nocna Poccuu B UHaMM, onbiTHEALWEro n aBTOPUTETHOrO crneumanucra
A. M. KapakuHa. B Tom Xe aHBape “HeoxugaHHo” B [peuuun, B cBOel KBapTupe
B ueHTpe AduH ckoH4Yanca 55-neTHuin poccuimckuin gunnomar, KoHcyn AHppen
ManaHuH.

Hapagy ¢ atumu cmeptamm MAET U NpAMOe 3anyrMBaHue Tex, KTo, BUAUMO,
He CKJIOHEH COTpyAHMYaTh C 3anagHbiMu cneucnyxo6amu. Tak, 14 auBapsa B CMU npo-
o coobLieHne 0 TOM, YTO B peaynbTaTe Tepakta 6binn youtsl nocon P® B Memene
A. M. OenywkuH 1 ewé asa coTpyaHuka noconbctsa. ML P®D onpoBeprno aty UH-
dopmauuio. OgHako psg 9KCNEepPToB CYMTAlOT, 4YTO 3Ta “Aes3a” Gbina opraHM3oBaHa



OGpuTaHCKOM pa3Benkoil C MOMOLLbIO CayAOBCKMX HOBOCTHbIX areHTCTB KakK “ncuxo-
norunyeckas ataka” Ha poccuitckuin MUL,.

Ctpaterusa rocynapctBeHHoro kubepteppopuama CLUA Bkntoyaet B ceb6s 060-
cTpeHne nHGOPMaLMOHHON BOWHbI, OrONTENY0 NponaraHay U1 BCEMepHOe HarHeTa-
HUEe BOEHHOW Hanps>XEHHOCTWU.

HbiHewHee npoTuBo60pcTBO Mexay TpamMnom u CTOpoHHUKamu X. KNnMHTOH
MHOIMe POCCUMNCKUE IKCMepPTbl OLIMOGOYHO TPAKTYIOT KaK CTOJIKHOBEHUE MeEXAY
“actpebamn” u “rony6amun”. Ha camom aene ctopoHHuku Tpamna (Bknawo4yas He-
6e3bizBecTHOro . KuccuHaxepa) oTHIOAb He BbICTYNaloT 3a “MuUp 1 gpyxoy”, oHn
NpPOCTO MbITAOTCA UCMOJIb30BaTb NPOTUB Poccum MeTtoabl “MArkoro yayweHus”,
KOTOpble 0Ka3alncb BeCbMa AelCTBEHHbIMU B NpeaaBepuun passana CCCP. Ux xe
NPOTUBHUKUN HE XeNalT HUKakuMx “nocnabneHnin”, oHn yBepeHbl B ToM, 4To Poc-
CUI0 HAAO0 NPOCTO cTepeTbh ¢ nuua semnu umewwumuca y CLLUA BoeHHbIMU
cpeacTBamMu.

N ux Touka 3peHus, pacTupaxumpoBaHHas NPakTU4YeCkM BCEMU aMepPUKAHCKMU-
mn CMU, daktnyecku nocrtaBusa Ha KoneHu agmuHuctpauuto Tpamna! OH Obin
BbIHY>XX/EH YBONUTb COBETHMKA HaLMOHaNbHOW Ge3onacHocTu reHepana M. PnuH-
Ha TONbKO 3a TO, 4YTO TOT pasroBapuBan no TenedoHy C POCCUNACKUM MOCIIOM
B CLUA C. U. Kucngakom n HeopuumanbHO Npocun He NPUHMMAaTbL Mepbl B OTBET Ha
6ecnpeueneHTHyto Bbicbinky n3 CLUA 35 poccuiickmx aMnaomMaToB, UHULUUPOBAH-
Hyl0 agMuHucTpaumein O6ambl B gekadbpe 2017 roga. STOT pa3roBop Chbirpan CBOK
poNnb B OTKa3e POCCUNCKON CTOPOHbI MPMMEHUTb O0Obl4HbIE B MOAOGHbLIX Clydasx
“cummeTpuyHble warn”. Ho BMecTo 6/1aropapHOCTM 3a CMArdyeHue HanpsXXEHHOC-
™M B oTHoweHusax mexpay CLUA n Poccueit npecca un crneucnyx6bl 06BUHUAN DNNH-
Ha — HW MHOrO0 HMU Mano — B rOCyAapCTBEHHON n3amMeHe!

Mano toro, 4yto UPY ucnonb3oBano npotus dnvHHa MeToabl kubeprteppopa,
NnocTaBMB MPOCAYLIKY U 3anvMcaB pa3roBopbl 4acTHOro nuua (Toraa reHepan eweé
oduLManbHO He Oblsl YeHOM NPe3nAeHTCKON agMUHUCTPaLUumM), HO ANnsa Bo3oyxae-
HUS YrONIOBHOTO Aenla M3 Mbi/ibHbIX apPXMBOB BbITALLUAN Ha CBET TaK Ha3bliBaeMblil
“3akoH JloraHa”, npuHatbiit B 1799 rogy. OH 3anpelian HeCaHKLUWOHMPOBAHHbIE
KOHTaKTbl YaCTHbIX JIUL, C FOCYAapCTBEHHLIMU AeATENIMU 3apyOeXHbIX CTPaH, 1 No-
BOAOM 4S9 HEro ctanu neperoBopbl k. JloraHa ¢ dpaHLy3CKUMU BNacTaIMu B ne-
pvoa, Korpa ueHTpanvM3OoBaHHas rocypapCTBeHHas BNacTb €LE He ykpenunach
B CLLUA nocne BOiHbI 32 HE3aBUCUMOCTb. 3akOH 3a BCIO UCTOPUIO CTPaHbl HU pa-
3y He ucnonb3oBancs (!), B Tom ynucne npoTueB camoro JloraHa, KOTOpPbIA yXe Nno-
cne ero MNPUHATUS He NOoO6OoSANICA BECTM YacCTHble MeperoBopbl C aHran4yaHamu
B 1810 rogy. W BOT Tenepb STOT MEPTBOPOXAEHHbIA AOKYMEHT UCMONb30BaN, YTO-
6bl 06BMHUTL PNMHHA B “TAXKOM MpecTynaeHnn”.

OT0 roBopuT 0 6€3yMHOM rpagyce napaHoin, HarHetaemomn B npecce, Ha TB,
B BbICTYMJIEHUSAX aMepUKaHCKMX nonnutnkos. M3eecTHbln nonutonor M. K. Po6epTc
nuweT: “PycCcKUX AEeMOHU3UPYIOT U MPUMNUCLIBAOT UM MOUCTUHE AEeMOHUYeckue
cunbl. Ecnu Bbl 3aroBopute ¢ pycckum (unu gaxe npocto o Poccuun), Bbl cpasy xe
noanapaete nop NoAo3peHue B rocynapcTBeHHOU uameHe. Ha Bac cpasy xe 06-
patat HegpemaHHoe oko LIPY, OdemokpaTtuyeckasa naptusa, BMK u npoctutytkm ms
CMWU. Kak tonbko Tpamn NMPUHEC B XEpPTBY CBOEro COBETHMKA MO HaLMOHANIbHOWM
6e30MacHOCTU, OH NOACTaBWUN MOA OFOHb HE TOJIbKO BCEX OCTaJIbHbIX Y4JIEHOB CBO-
el agMUHUCTPaLmMnN, HO 1 camoro ceba. OH cneaylowWmin Ha ovyepean”.

FeHepan MartTuc, HblHeWHW rnaBa MNeHTaroHa, HasHa4yeHHbIn Tpamnom, ne-
peweén Kk 06bIYHOMY 3a MocnefHne rofbl MMLEMEPHOMY OCYXAEHUIO “arpeccuBHO-
ctn” Poccuun: “HauymHag ¢ 9ntel (MMetoTca B Buay AntuHckue cornaweHus 1945 ro-
fa. — H. U.), Mbl B Te4yeHMe [0JIroro BpEMEeHU MbiTalUCb HanaguTb OTHOLUEHUS
¢ Poccueir, HO B uenom 6esycnewHo”.

Ota danblmeka o “gobpbix HamepeHuax” CLLUA n “HecrosopyYnMBoCcTU pPyccKux”
noetopsietca B CMU HeycTaHHO, rog 3a rogomM U CAyXWUT NPUKPbITUEM AN CTATU-
BaHUS BOWCK U pakeT K rpaHuuam PdD. Tonbko B aHBape atoro roga CLUA pasme-
CTUAN BOAU3M OT POCCUINCKOIN rpaHuLbl camble OonbluMe BOEHHble CUJibl 3a MOo-
cnegHue 4yeTBepTb Beka — B aHBape B Monbwy, PymbiHuio, Bonrapuio, Nepmanuio,
BeHrpuio u ctpaHbl Bantnkmn 66110 NepedbpoLIeHO 0KOMO 4 ThiCA4Y BOEHHOCYXaLlMX
CLLUA, 6Gonblioe KOMNYECTBO OPYXUA U cHapsixeHus, 2500 TaHKOB, rpy30BUKM,
BTPbI. ®. Xoaxec, KOMaHAYOLWNIA aMmepukaHCKuMmn Boickamu B EBpone, 3aasun:
“Mpownu rogbl Noce Toro, kak nocnegHue aMepukaHcKue TaHKU GbUIN BbiBE3eHbI
u3 EBponbl, 1 BOT HAcTano BpeMs Aig Ux nepedbpockn B 06paTHOM HanpassieHMn”.

3Tn Mepbl, yTBEpXAaeT reHepan Xoaxec, Obinv npeanpuHATel B OTBET Ha “ar-
peccuto Poccunm Ha YkpanHe n He3aKOHHYI0 aHHeKCcUuilo KpbiMa, U OHU He O03HayalT



aBTOMaTM4YeCcKu, 4To BOHA HensbexHa, — BCE OyneT 3aBMCETb OT no3numm Mock-
Bbl”. YTO 3TO, €CNN He O4YEeBUAHbI BOEHHbIA LWAHTaX WU CUTHAN K aKTMBM3aLuu
B Poccum “naTtoin KonoHHbI"?!

EcTb nn BO3MOXHOCTM AN oTrnopa kmbepteppopuamMy (a BO3MOXHO, U OTKPbI-
TOMY BOEHHOMY MPOTUBOCTOSHMIO)? KOHEYHO, MHOIMe CKaxyT, YTO MOXHO cO34aTb
TEXHMYECKNe cpeacTBa, KoTopble Obl 3abnokuposanu kubepartakm, Hanagutb Npo-
M3BOACTBO CBOUX KOMMbIOTEPOB, “codTa”, 3/IeKTPOHHbIX YNMOB, MOOGUNbHBIX Tene-
¢doHOB, TeneBn3opoB U Npoymnx “rapgxetoB” (XxoTa Aaxe 3To TpebyeT aKcTpaopAu-
HapHbLIX YCWUNWIA, 3JHEPrMn W BOJIN YMHOBHUKOB, KOHUEHTpauun GUHAHCOBLIX
CpencTB, OrPOMHbIX KanuTanoBJIOXEHUA B POCCUNACKYIO 3KOHOMUKY, a He B Od-
LIOPHblEe cyeTa Ha KalimMaHOBbIX OCTpPOBax).

Ho kak pelmnTb OCHOBHYIO 3aga4yy — u36aBuTbCA OT NpepaTeNbCckoi “naToi Ko-
NOHHBI"? Beab MOXHO noakynaTb U LWaHTaXUpoBaTb YAHOBHUKOB, BOEHHbIX, Xyp-
Ha/NNCTOB HE TOJIbKO Yepe3 UHTEPHET, HO N OTKPbITblE KaHabl U NPSMble KOHTaK-
Tbl. B pasrap kubeparak npotuB Mpaka B Hayane 2000-x rogoB MHOrMe YecCTHble
M NaTpMOTUYECKN HaCTPOEHHbIe npakckme akcnepTbl gasann Capaamy coBeTbl, KO-
TOpble OblNM OYEBUAHBIMUW AN BCEX.

Mpexpe Bcero, Hapo OblIO YCTAHOBUTb MOJIHbIA KOHTPOJAb Hap ¢duHaHCaMu
cTpaHbl. OTMEHUTb MOPOYHYI0 NPUBA3KY K aonnapy. MnHMmMmnanpoBaTtb U CBECTU Ha
HeT UHOCTPaHHbIe MHBECTULIMU N KpeauTbl (JoXoAbl OT HAX UAYT TBOEMY NMPOTUBHU-
Ky — CLUA, a He B 6logxeT Mpaka, UX UCMONb3YIOT AN NOAKOPMKM “NMATON KOMOH-
Hbl”, MakCUManbHOro ocnabneHns HauuMoHasNbHOW BaNloTbl U OpraHusauum Gupxe-
BbIX KpaxoB). B3ATb nop nosHbIii KOHTPOsb LleHTpo6GaHK 1 BbIrHaTb OTTyAa “noraHom
MeTnoin” nubepanbHbiX “MOHETapUCTOB” N “PbIHOYHMKOB”, NMOAPbLIBAKOLWMX HALMO-
HaNbHYIO BanoTy. YBENNYUTb SMUCCUIO LEHEXHbIX CPEACTB M 00ecneynTb kpeguTta-
MU 3KOHOMUKY, KOTOopasi 3apaboTaeT NOJSIHOLEHHO.

B3aTb noa nonHbI KOHTPONb dunuanbl TpaHCHaALMOHANbHbIX KOPNOPaLmi, Ko-
TOpble BO BCEX BOMHAX M FrOCMEepeBOpOTax UrpalT peLllaroLLylo posib B CO34aHUU
o6cTaHOBKM caboTaxa, cbope UeHHeWwWux pasBeanaHHbIX, NPUKPbITUM PaboTbl
cneuareHToB U OMBEPCUOHHbLIX KOMaHpg, (AOCTaTOYHO BCMOMHUTb AECTPYKTUBHYIO
ponb ITT, “MakpoHanbaca”, “Koka-Konbl” U Apyrux aMepukaHCKUX KOMMaHui
B CBEpPXeHun npaeButenbctea AnbeHge B Yunum B 1973 rogy, B HegaBHUX COObLITUAX
B Bbpasunuun n BeHecyane).

CHU3UTb 3aBMCUMOCTb MPaBUTENbCTBA OT HE(PTAHbIX U MPOYUX OJIMFAPXOB,
OpPUEHTUPOBaHHbLIX Ha 3anap, nepeBoAswMx Tyaa munnuvapabl gonnapos. OTka-
3aTbCsa OT MOPOYHOWN TaKTUKM NpUBaTU3aLUA U COCPENOTOUYUTL FMaBHble 3KOHOMM-
yeckue pblyarvm B pykax rocygapcresa. Bpocutb Bce cunbl u cpeactBa Ha pa3BuTtuve
“060poHKK”. MakcuManbHO gMBepPCUGULMUPOBATE SIKOHOMUKY.

YckopuTb npoueccbl MmnopTto3ameweHns. CHU3UTb 3aBUCUMOCTb BRacTu OT
nnbepanbHO-MOHETaPUCTCKUX 3KOHOMUCTOB M NonuTuUKoB. MckaTb onopy He cpepu
“a¢deKTUBHbIX MEHeAXepoB”, a CpeAn YeCTHbIX TEXHOKPATOB, He paHTbe, a npef-
npuHumMmartenen, He CNeKynsHTOB, a Nnpou3BoguTenein. MHbIMu cnosamu, Hapo ne-
penTn K HaunoHaNbHOMY, OOLLECTBEHHOMY M NMPOM3BOAMTENBHOMY XapakTepy pa3s-
BUTUS 3KOHOMMUKMU.

B cdepe kynbTypbl Haao ObII0 GOPOTLCA NPOTUB NYCTbIX, GeccoaepXaTeNbHbIX
W BpeAHbIX roAnnByACKUX GuabMoOB, NPOTMB “amMmepukaHusauumn” monopéxu. Beab
OHa CoCTaBnAeT 06LMPHYIO “MaTpuLy”, Ha KOTOPOI Npon3pacTaloT aHTUHALMOHANb-
Hble, NMpepartenbckMe HacTpoeHuss. BopoTbca 3a YMCTOTY S3blka, youpatb amepu-
KaHCKNe BbIBECKU U peKlaMy, WHOCTPAHLUNHY B PEYUN U XYPHasbHbIX CTaTbsIX.

FnaBHasa 3apada — “peBonouns B ronosax” nogein. Heo6xoanmMo 6bII0 n3me-
HUTb LLEHHOCTHYIO OpueHTauuto obuiecTea. BmecTto notpebutenncTea, refoHM3mMa,
3rovama, pasBjie4YeHuil, MOoNy4eHUs MaKCMMasbHOrO YAO0BOJIbCTBUSA LesieHanpaB-
JIEHHO BOCMUTLIBATb KyJibT A0Jra, OTBETCTBEHHOCTU, ClyXeHus PoawuHe, ToBapu-
wecTBa, KOMMEKTUBM3Ma, B3aUMOBbLIPYYKM, TBOPYECKOrO Tpyaa.

Ho XyceitH (npexae Bcero, noa BAMGHUEM YrogfmMBbiX “NPuMABOPHbLIX”) He
npucnywancsa K MygpbiM coBetam. A BeAb MOXHO OblfI0 CO34aTb U3 UPAKCKOro 06-
LecTBa MOHOJIUT, O KOTOPbI/i amepurKaHLbl CO CBOUM kubepTeppopnsmom obnoma-
nn 6bl 3y6bl. [a 1 oTkpbiTas BoiiHa nowa 6bl MO COBEPLUEHHO MHOMY CLEHapuIo.
Beab paxe camble orontensie “actpebbl” n3 MeHrtaroHa noacymMTanu, 4To €cnu no-
Tepu aMepukaHLUeB B NepBblie Hepgenn 60eBbix pencTeuii npeebicaT 20 ThicAY Yyesno-
Bek, TO nNpuAaérca 6ecciaBHO 3akaH4YMBaTb ONepauMio U3-3a pocTa HeL0BONbLCTBA
BHYTpu CLUA. U, rnagnwsb, “Llok n Tpenet” noctur 6bl He MpakLeB, a caMux ame-
puUKaHUEB, U He MOMOrnu Gbl UM HUKAKME, Camble U3OLLPEHHbIE “KnbepaTaku”.

PykoBoactBy Poccuu Hapo 3agymatbcs Haf, BCEM 3TUM.



