CeropHawHMii 6yMm uckycctBeHHoro uHtennekra (UMW) n pob6oTOTEXHUKU CO-
34Q€eT Yy MHOMUX WUIIO3UID, YTO Mbl MMEEM €S0 C KAKUM-TO HOBEMLUMM OTKPbITU-
eM. OTO He Tak.

MonbITKN cKOMMPOBaTh YeNoBeYeCcKkMii MHTEJIEKT U co3aaTth “aymarmme” ma-
WMHbI NPEeANPUHNMAIOTCS YX€ HEeCKOJIbKO BEKOB.

HekoTopble UCTOYHMKM YTBEPXAAIOT, YTO NEPBbIM co3paTenem npoobpasa po-
60TOB Obln ApxuT U3 TapeHTa — OpPeBHerpevYecknii matemaTuk u mexaHuk. Mexay
400 u 350 rogamu A0 Hawel 3pbl OH NOCTPOUN AEepPeBSHHOro NapoBOro rosnayo6s,
KOTOPbI MOr NOKpbiBaTb paccTtosHue B 200 MeTpoOB.

B 1495 rony JleoHapao Aa BuH4Yu n3obpen mexaHU4eckoro 4yesioBeka, Hamno-
MUHAIOLWEero repMaHckoro poiuaps. A Heckonbko paHee, B 1478 ropy, OH npupy-
Man CaMOXOAHYIO TeJsieXKY, KOTOPYI MHOrnme COBpPEeMEHHble 3KCNepTbl CHUTaloT
nepebiM B WCTOPMU MpoOrpamMMupyemMbiM annapatom. BmecTo napoBow 3Heprum
M ABUraTens BHYTPEHHEro CropaHus TPaHCMOPTHOE CPencTBO NPMBOAUIOCH B ABU-
XeHue 3aBefEHHON NpyXuHoWn. Tenexka gBuranacb TONbKO Bnepén, Ho “onepa-
TOp” MOr NOBEpHYTb €€ Koneca B onpeAesneHHble MPOMEXYTKM BpeMeHU, NOMEeCTUB
KOJIbILLKMA B MajieHbKME OTBEpPCTUS.

B 2004 rogy utanbfiHCKMe cneuvanucTsl (gusaiiHepbl, NPOrpamMMunCTbl, WUH-
XeHepbl U NAOTHUKKN) cobpanucbk BMecTe, YTOObl PEKOHCTPYMpoBaTbh aBTOMaTuye-
CKylo Tenexky JleoHapno. Y HMX 3TO NOAY4YMIOCh.

B 1770 rogy BeHrepckuii naobperarenb Bonb¢pranH ¢oH KemneneH cospan
aBTOMaT, KOTOPLIA 0ObIrpbIBan B LUaxmMaTbl BCEX, KTO C HUM COCTSA3aJics, M Aaxe
nobegun HanoneoHa BoHanapTa. Mpu atom ana 6onbwero addekra 3puTensm
[0EMOHCTPUPOBANIUCh CJIOXHbIE MEXaHU3Mbl MaluHbI. [03Xxe naobpetatens Obin
pa3obnayeH — BHYTPM aBTOoMaTa CuUAEN OMbITHbLIN LWaxMaTUCT, YNPaBASOWUIA
BCEM MpPOLECCOM.

B 1830-x ropax aHrnuiickuii matematuk Yapnb3 6abouax npuaymMman KoHuen-
LUIO CIOXHOro umMdpoBOro Kanbkynsatopa — aHaJUTMY4ECKON MalluuHbl, KOoTopas,
Kak yTBepxgaan pa3paboTynk, mornia Obl paccymMTbiBaTb X04bl A8 Urpbl B LIaxma-
Tbl. A yxe B 1914 rony AuMpekTop o4HOro M3 UCMNaHCKUX TEXHUYECKUX UHCTUTYTOB
JleoHappao Toppec KeBeo U3roToBu 3IeKTPOMexXaHU4eckoe yCTPOMNCTBO, Cnocoo6-
HO€ pa3birpbiBaTb NPOCTENLLME LWAXMATHbIE SHOLWMNWAU MOYTU TaK XE XOPOoLWo, Kak
M Yyenosek.

B 1954 rooy amepukaHckunii uccnepoBarenb AsnieH Hbloann pewunn Hanucatb
nporpaMmmy pas urpbl B waxmatbl. K pa6ote 6biiv NpuBiieYeHbl aHaNNTUKN KOPMNo-



pauun RANDCorporation. B ka4yecTBe TeOPETUYECKOI OCHOBbI MPOrpamMmbl Obii UC-
nosb30BaH METO.A, MPenJsioKEeHHbI OCHoBatenem Teopun uHpopmauum Knogom
LlleHHOHOM, a ero To4yHas dopmann3aums Obina BbIMOMHEHA aHMMUACKUMM MaTeMa-
TUKOM 1 Kpuntorpadom AsnaHoM TblOPUHIOM.

C cepeauHbl 30-x rogoB MpoLIIOro CToNeTus, ¢ MoMeHTa nyonukauum padoT
TblopuHra, B KOTOpPbIX 006CYyXAanucb NpobfsiemMbl CO30aHUS YCTPONCTB, CMOCOOHbIX
CaMOCTOSITENIbHO pellaTh pa3sinyHble CROXHbIe 3aaa4n, K npobneme N B Mnposom
Hay4YHOM COOOLIECTBE CTanuM OTHOCUTLCA BHUMAaTENbHO. TbIOPUHI NPenoXun cumn-
TaTb MHTEJIEKTYaNlbHOW Takylo MallMHY, KOTOPYIO MUCMbITaTeNb B npouecce obLuieHus
C Hell He CMOXEeT OTAIMYNTbL OT YenoBeka. Torpa xe nossunca TepMuH BabyMachine —
KOHUenuus, npegnonarawlias obyyeHne UCKYCCTBEHHOro pa3ymMa Ha MaHep Ma-
JIeHbKOro pebeHka, a He co3gaHue cpa3y “yMHoro B3pocsoro” po6ora.

Jletom 1956 ropa B YHuBepcutete JaptmyTta B CLUA npowna nepeas paboyas
KOHEpPEHLUsa C y4aCcTMEM Takux y4eHblX, kak Makkaptu, MuHckuii, LLIeHHOH, Tbio-
PUHI U ppyrue, KOTopble BNOCNeACTBUM Oblin Ha3BaHbl OCHOBaTensaMu cgepbl Uc-
KyccTBEeHHOro pasyma. B TeueHne 6 Hepenb 06Cyxaanm BO3MOXHOCTU peanusauumn
npoekToB B chepe MU. Torpa n noasunca cam tepmuH artificial intelligence — nc-
KYCCTBEHHbIN nHTennekT. Nocne sHameHuton koHdbepeHuun B Japtmyte U nony-
4un Bnevatngoouwee passutve. Bbinym co3aaHbl MalWMHbI, KOTOpbie MOMU pewaTb
MaTemaTtunyeckue npobsiemMbl, 0ObIrpbiBaTh B LWAXMaThl, U Aaxe nepsBblli Nnpoobdpas
4yaTt-60Ta, KOTOpPbIA MOr pa3roBapvBaTtb C JIIOAbMU.

Moxanyi, caMmbiM pacnpoCTpaHeHHbIM 3abnyXaeHMeM Tex neT Obl10 NpeacTaB-
neHue, 6yaTo ansa cospanusa MM Hapo To4HO pa3obpartbecs ¢ TeM, kak paboTaeT ye-
JNIOBEYECKUI MO3T U KaK OH CBS3aH ¢ co3HaHneM. CoBpeMeHHbIe CneLnanmcTbl B 06-
nactn U nonaratot, 4To KOMNblOTEPBLI 6nnXe K apudpmMomMeTpamM 1 KanbKynsTopam,
4yeM K 4esoBe4yeCckoMy Mo3ry. HeripoHHbIe ceTu, 0 KOTOPbIX FOBOPSIT KOMMbIOTEPLUN-
KW, HE UMEKT HUKAKOro OTHOLUEHUS] K HEMPOHaM 4YesoBevyeckoro mo3ra. Hanbonee
COBEpLUEHHbIE HEMPOHHbIE CETU UMEIOT CErOAHS NATb-LIECTb COEB U MUHUMYM CU-
HancoB. B yenoeseyeckoM MO3re Takmx CNOEB COTHU TbICAY U MUNNOHBI. [pn aTOM
B OAHUX 06N1acTAX KOMMbIOTEPbI, KakK MporpaMMHO-annapaTtHble KOMMAEKChl, YyXe
cerofHa nNpeBocxoaaT noaei, a B Aopyrnx — 6esHagexHo yctynawt. [1oaTomy yeno-
BEK U KOMMbIOTEP — MPUHLMNNNANIBHO pa3Hble YCTPOKMCTBA, TakXe Kak 4es0BeK He
MOX0X Ha KOMMbIOTEP, TaK M KOMMNbIOTEP HE MOXOX Ha 4YesoBeka.

3a uctekwmne 60 net CNOXUIOCbL TPU OCHOBHbIX HanpaBfieHUs onpepeneHus
NN. OTn pasnuyHble NOHUMaHUA — He OTBNEeYEHHble paccyxaeHus. Ha nporpam-
Mbl, MOCTPOEHHbIE HA KaXA0M M3 HUX, NOTPa4YeHbl MUNMAPAbI A0/1apOB.

O6bI4HO, Korpa peno kacaetca MU, Bce BCMOMUHAIOT 3HAMEHUTbIN TecT Tbio-
puHra. C TtectoMm cBfiI3aHO nepBoe HanpasneHue onpepeneHns UN. Cytb TecTa
B CNneAyloweM: ecm rnpu obLyeHnn ¢ KOMMbIOTEPOM NOCPEACTBOM aHOHUMHOIO Ka-
Hana cBsi3n Hesb3s MOHATb, C KEM uaetT beceaa — ¢ 4e/10BEKOM UAN MALINHOW — TO
Takol KoMrnbloTep MOXHO cuntatb N, Tpy6o roeopsi, UM — 310 MHTENNeKT, noxo-
XMW Ha 4YyenoBe4vyeckuin, No pesynbTaTtam AENCTBUIA, T. €. NO nosepeHuto. lonroe
BpeMs BCEX YAOBNETBOPAJSIO Takoe noHumaHne UWN. CoOGCTBEHHO, 3HAMEHWTbIN
Watson — 310 1 ecTb peann3auma Ha NpakTuke NPorpaMMHO-annapaTHOro KoMmiaek-
ca, cnoco6Horo npoutn Tect TelopuHra. Watson, kctaTu, NOpoaun HbIHELWHU OyMm
60TOB. BOTbI NpU3BaHbLI BECTU 3neMeHTapHyto 6eceny. OHM UCNOMb3YIOTCA CErogHs
BO MHOIMMX cTpaHax NMOBCEMECTHO — OT TOProBbIX NAOWAaA0K A0 O0NbHUL, OT NOJU-
LLEACKMX Yy4aCTKOB [0 CMPaBOYHbIX CIyX06.

Opyroe HanpaBneHue UM cBa3biBaeTcsa CO CIOCOGHOCTbIO NMPOrpamMm K camo-
coBepLueHCTBOBaHMIO. He cnyyaiiHO, 4TO O HEMNPOHHbLIX CeTAaX, Fnybokom obyve-
Huu n NN 3aroeBopunm ogHoBpeMeHHO. Ha camom pgene n3BecTHbl OHU MPUMEPHO
Te xe 60 net. MnaBHaa npob6nema 6Gbina B 4OPOroBusHe “xenesa”, T. e. caMux
KOMMNbIOTEPOB, CNOCOOHbLIX BbINOMHATL 3TU NporpamMmmbl. HellpoHHas ceTb MOXeT
3¢ deKTUBHO pellaTb KOHKPETHbIE 3a/a4M, HO NPU 3TOM HUKOrAa He NponaeTt Te-
cta TblopuHra.

BONbWUWHCTBO MPakTUKOB MCNONb3yeT TpeTbe noHumaHue UU. B10 — npo-
rpamMmMHo-annapaTHblii KOMMiekc, paboTalolwunii ¢ UCMNoJib30BaAHUEM HEHPOHHbIX
cetei, rnybokoro oby4eHusi U crnocobHbIl 06LLaTbCSA C YEJIOBEKOM HAa €CTECTBEH-
HOM $13bIKe, B TOM 4ucJsie NOCPeACcTBOM rosoca.

Ecnn noaxoauTb C MHXEHEPHOW TOYKU 3PEeHUsl, TO HeOOXOOAMMO MOHATb, rae
KOMMbIOTEPBI CUJIbHEE NI0AEN, U YTO HaM OT HUX HYXHO. [ToCMOTPMM Ha 3Ty Npo-
6nemy Ha npumepe aHanusa PBP npoeanoe u ycnexos UM, cBA3aHHbIX ¢ GopbOOWA
C KPUMMUHANOM.



Ha cerogHsaLWHM feHb ycnexu JOCTUTHYTbl TaM, FAe MMEeKTCs OrpoOMHble Mac-
cuBbl bonbwux OaHHbix (B), orpaHnyeHHoe BpeMsa OJi9 UX aHanM3a U BO3MOX-
HOCTb Hanucatb NporpaMmmy aHanusa. [py6o roeopsi, KOMNbiOTEpP NMPEBOCXOAUT
yenoseka TaMm, rae MMeeT MeCTO OrpoMHasl KOMOMHaTopuKa, T. €. Hanuuue
MHO>X€CTBa BapMaHTOB, KOPOTKOE BpeMs UCMOJIHEHUS U BO3MOXHOCTb BE€CTU
aHanus3 4yero-nnGo nyTem BbINOJIHEHUS NOCseAoBaTesibHbIX onepauuii, T. e.
BO3MOXXHOCTb HanucaTb aJirOpUTM.

Fne Ha cerofgHAWHUA AeHb OTMeYeHbl Haubonbliure npopbiebl? B aHanuse B,
pacrno3HaBaHMM 06pa3oB, MOUCKE HE3AMETHbIX Ha NEepPBbI B3rNsA4 CBA3EN U 3aKO-
HomepHocTel. OTclopga BO3HUKAET NpocToe 3akiiyeHne. Ecnu Obl yenosek umen
6eCKOHeYHOe BpeMs Ha pelueHue Tol MAW UHOW 3ajayun, Obln JUCUMMIIMHUPOBAH
M UMeN HeorpaHuUyeHHbI 0O6bEM NamaTu, TO OH Obl YCMELIHO pellan Bce 3ajauu,
roe KOMNblOTEepP yXe ceroaHs nepBeHCTByeT Hag HUM. Camblie 3HAMEHUTbIe A0CTU-
XXEeHUA KOMMNbIOTEPOB, NogaBaeMbix kak MU, cBA3aHbl ¢ no6enoit B urpax — oT Lax-
MaT [0 ro, OoT nokepa A0 “6eckoHeyHbix wawek”. Jllobas urpa umeeTt npasuna.
A Tam, rge ecTb NpaBuaa, NyTb K yCrnexy NexuT B KOMOMHATOPMKE 1 HanucaHum an-
ropuTmMOB.

MpuBepeHHbIe COOOPaxXeHUs NO3BOAMAN NHPOPMALNOHHBIM Noapa3aeneHnam
®BEP coBmecTHO c JlabopaTopueil WMCKYCCTBEHHOrO MWHTENneKTa koprnopauuu
Google BbipaboTaTtb cnegytouiee nHxeHepHoe onpeaeneHme M. MMeHHO OHO no-
NI0XXEeHO B pa3paboTKy KOHLENUMN apXUTEeKTYpbl N NepeyHs NPorpaMMHbIX pelueHni
®BP: N — 3T0 nporpamMmMmHo-annapartHbili KOMIMJeKc, obecrneyYynBaloLlnii noa-
OEPXKY /NN NPUHATUE PE3Y/IbTaTUBHbIX PELeHMI B AMHAMUYHOM, HEeYCTONYNBOM
cpefe B yCTaHOBJIeEHHOe BpeMsl, Ha OCHOBe 3aBefOMO HEroJIHOM, He4YETKOW N He
uMerLnii NoHOM Aoka3aTesibHol 6a3bl MHpopmMauun. NMPUMEHUTENbHO K O4HUM
3apadyam MU camocToATENbHO NMPUHMMAET peLleHUusi, HO B OONbLUMHCTBE Clly4Yaes
ABNSETCHA 3JIEMEHTOM rMOpUAHOro UHTenneKrTa, B3aMMoAencTBys ¢ 4eJI0BEKOM.

Ycnexu NN cea3aHbl C TpeMs OCHOBHbIMU dakTopamMu. Bo-nepBbix, C NCMNOMb-
30BaHNWEeM HOBOW BbICOKOMPOU3BOAUTENIbHOW 9NeMeHTHON 6a3bl. Bo-BTOpPbIX,
C NMPUMEHEHNEM HOBbIX MPOrPaMMHbIX peLlleHnii, 6a3npyoLLNXCA Ha CITIOXHON KOM-
GMHaTOpPUKE N MALUMHHOM 00y4YeHun. B-TpeTbux, ¢ LLMPOKUM UCMNOSIb30BAHMEM PO-
60TOTEXHUKM Kak nepudepuiiHbix yctponcts MW, aHanornyHoiM nepudepuinHbimM
yCTPOMCTBAM 4YenoBeka, Tuna pyk, HOr, MO OTHOLUEHUIO K MO3ry.

UUN KaK TeXxHONorus TpoMHOro HasHa4yeHus

UN — 3To TexHonorusi TponHoro HasHavyeHusi. N moxeT ObiTb MCNONb30BaH
KaK ans rpaxaaHckux, Tak U AN BOEHHbIX uenen. OTAaenbHOe HanpaBneHue uc-
nonb3oBaHua WA — mapumnosHo-TteppopuctTudeckoe. Nockonbky HeKoTopble 3apa-
4yu, Tpedywwme WHTeNneKTa, ABAAOTCA [0OPOKA4YEeCTBEHHLIMU C TOYKU 3PEHUs
npaBa, a apyrue — HeT, T0 UMW obnapaet cBOMCTBOM TPOWMHOIO MCMOJIb30OBaHUS,
TakXe Kak U YenoBeYeCKN UHTENNEKT.

O rpaxpaHckoM, MUpHOM wucnonb3oBaHum U CMWU coobuwalT OykBasibHO
Kaxabln aeHb. Ho camoe akTnBHoe ucnonb3oBaHue N HabnogaeTca B BOEHHbIX
uenax.

Hanpumep, MuHnctepctBo 060poHbl CLUA nayyaet MHOXeECTBO pa3HOoOpas-
HbIX HanpasneHun ncnonb3oBaHusa MN. 3ta paboTa BegeTcsd B OCHOBHOM B pamMKax
DARPA (YnpaBneHue nepcrnekTuBHbIX UCCNiefoBaTebCknx npoekToB MMHOGOPOHDI
CLUA) n IARPA (AreHTCTBO NepenoBbiX uccnenosaHuin B chepe passeaku). Paspa-
6oTkoi cTpaterun ucnonb3oBaHus WU B cdepe HaumoHanbHON 6Ge3onacHOCTU
M KOOpAWHaAUUWM nccnenoBaHuii 3aHumaetcs KaHuenspus noMowHMKa MUHUCTPa
00OpPOHbI MO UCCNEAO0BAHUAM U MHXEHEPMU, a caM NMOMOLLHMK HECET JINYHYI0 OT-
BETCTBEHHOCTb Nepes MWHUCTPOM O0OGOpPOHLI, aamMuHucTpauuen [MMMpe3npeHTa
n KoHrpeccom 3a mMakcumanbHo addekTnsHoe ncnonb3osaHune MU B nHrepecax
HauuoHanbHOW H6e3onacHoCTU™.

B anpene 2017 ropa nop pyKkOBOACTBOM 3aMeCTUTENS MUHUCTPA OOGOPOHbI
CLWA no pasBeagke co3gaHa M Havana akTUBHO paboTaTb MeXAaucuunanHapHas
M MHOrodyHKLMOHanbHaa KoMaHaa no paspaboTke cTpaTerMn u TakTUKW aaropuT-
MUYeCcKnx BOMH, a TakXkXe UX NporpamMmHo-annapatHoMy o6ecneyeHunio co CTopo-
Hbl M. PaboTa aToil KOoMaHObl U3BECTHaA Kak npoekT Maven. naBHasa uenb npo-
ekta Maven cocTouT B MakcumasibHO ObiIcTpoM BHeapeHun N B 060poHUTENbHbIE

* Cm.: Artificial Intelligence and National Security. Congressional Research Service. 26.04.2018.



M HacTynaTenbHble CUCTEMbl B cdepe BOEHHOro, GUHaHCOBO-3KOHOMWYECKOIrO
M noBefeHYeckoro npotuBob6opcTBa. lMpoekT nNpu3BaH NPOAEMOHCTPUPOBATbL OF-
POMHBIN NoTeHuman TexHonornn NMN. B pamkax npoekta Ha nepuog ao 2020 roaoa
NoKBapTanbHO pacnucaHbl LEeNn u pecypchb.

B Hauyane 2018 roga Oupektop npoekta Maven 3agasun: “Maven npefnHasHa-
4YeH Ana Toro, 4To6bl ObITh NMAOTHBIM NPOeKTOM. OH NpPM3BaH NPOAEMOHCTPUPOBATb
Heucyepnaemblin noteHunan N B chepe anropuTMmnMYeCckmMx BOMH, a KOHKPETHO Kun-
6ep-, OUHAHCOBO-3KOHOMMUYECKUX W MOBEAEHYECKUX KOH(DJIMKTOB U MNPOTUBO-
6opcTB, a Takxe B cdepe ynpaBiieHUS U NMPOrHO3UPOBAHUSA KOH(INKTOB Ha NATU
nonsax 6os: Ha 3emne, B BO3Ayxe, B KOCMOCe, Nop, BOAON U B kubepcpepe”.

Oxwupaetcqa, 4to k 2020 roay N pact makcumanbHbin 3¢ dekT B pa3Begke ansd
06paboTkn 1 aHanmM3a G0MbLUNX AAHHbIX, B TOM YMC/Ee HECTPYKTYPUPOBAHHbIX, 3a-
WYMEHHBIX N HenonHbix. OgHUM N3 pesynbTatoB npoekta Maven ctano cosgaHue
cuUCTeMbl onepexaroLero MOHUTOPUHIra u NPOrHo3mMpoBaHns Ha OCHOBE Pa3Ho0b6-
pasHbIX AaHHbIX AelcTBUi nNpoTuBHUKa (Ha npumepe 60pb6bl ¢ UTUJT). Cuctema
Cointer-ISIL-Maven Hauyana akcnnyatupoBartbcsa ¢ uiong 2017 roga, oHa Bk/lovaeT
B ce09 CJ/IOXHbIA NporpamMMHO-anmnapaTtHblii KOMMAEKC, COCTOALWMIA KakK U3 nepu-
depuniiHbix cuctemMm, Tak U ueHTpanoHoro . B kavyecTBe nepudepuinHbix cuctem
MCMONb3YIOTCA aBTOMaTn3npoOBaHHbIE APOHbI, OCHALEHHble CUCTEMaMWU KOMMbIO-
TEPHOro ONTUYEeCKOro 3peHuns. Cpeav NpUHUUNMANbHO HOBbIX MOAYNEN LeHTpalb-
Horo MW, co3paHHOro B pamkax npoekrta, He06XooMMO OTMETUTb rmbkne moaudpu-
LMPOBaHHblE ONOKU HEMPOHHbLIX CEeTEN C MaLUWHHLIM 0Oy4yeHWeM, MO3BONSAIOLLUX
pacrno3HaBaTb HEYETKYID ONTMYECKyl MHbOpMauuio Ha ypoBHe Oonee BbICOKOM,
yeM Hab6nwparenn-nau.

NMomMMMo 3acekpeyeHHbIX, Y pa3BeabiBaTeNIbHON0 CO0OLWECTBA €CTb HECKOJIbKO
ny6anYHO pekilaMupyembix UccnenoBaTeNibCKux npoektoB B o6nactn MU. Ha Hava-
no 2018 ropa Tonbko B UHTepecax LPY ocyuwecTtenaerca 137 ny6nnyHo puHaHcu-
pyembiX NPOeKToB, cBA3aHHbIX ¢ A. Bonee 25 npoekToB CBA3aHbl C UCMOJIb30BA-
Huem WU, B TOM uymcne B coctaBe CMMOMOTUYECKOrO WHTENNeKra, COBMECTHO
C rpynnamMu 3KCrnepToB A/ MPOrHo3mpoBaHus 6yayLumx cobbiTuii, TakMx Kak Tep-
popucTUYeckMe ataku, rpaxpaHckue 6ecnopsgku, GUHAHCOBO-3KOHOMMUYECKUE,
NOJMTUYECKNE N BOEHHbIE€ KPU3UCHI U T. M.

IARPA B HacTosiLiee BpeMsl GUHaAHCUpYeT kpynHenwunii B nuctopum CLUA npo-
€eKT M0 CO34aHNI0 4esIOBEKO-MaLUMHHONM nnatgopmbl cumbuoTndeckoro (rmbpusg-
Horo — yenoBek + WN) nHTennekta ans pacrno3HaBaHus cnabbiX CUrHanA0B B WNH-
¢$opmMaLMoOHHOM LWyMe U MPOrHo3UPOBaHNSI ManoBepPOoSTHbIX cobbiTuii. Takxe VN
aKTUBHO MCMOJb3yeTcs Ana pa3paboTky anroputMoOB OAHOBPEMEHHOFO MHOFO-
A3bIYHOr0 pacno3HaBaHUS peyn 1 NnepeBona akyCTU4eCKon peun B TEKCTbl C YPOB-
HEeM, NPeBOCXOAALLUM NPMMEHSAIWMECH B HacTosAWee BPeMA CUCTEMbl MALLUHHO-
ro nepesoja.

B ceHTa6pe 2017 ropa YnpaBneHue maTepuanbHO-TEXHUYECKOro CHabXeHusa
cyxonyTHbix Bolick CLUA nognucano koHTpakTt ¢ IBM Ha cymmy 135 mnH gonnapos
0N co3[aHus NepcoHasibHOro 371eKTPOHHOIO NMOMOLHMKa 60iua LWTYPMOBOro OT-
paga Ha 6ase M. BToT npoekT cTan npoAaosiXeHUeM nepBoro npoekra, Ha4yaTtoro
B 2014-m mn 3aBepweHHoro B 2016 rogy. B pamkax nepBoro npoekra 3/1eKTPOHHbIN
MHAUBUAYaANbHbIA NOMOLHMK-3KCNEPT ObL1 co3[aH Ang paboTHUKOB NONMEBLIX LWITA-
60B AMBU3UI ObICTPOro pa3eBepTbiBaHUa Ha 6a3e IBM Watson.

BMC CLUA 3aka3sanu B 2017 rony Bepcuto Watson, npegHa3Ha4eHHy0 Ans pas-
paboTkM nnaHoB ONTUMAasIbHOrO MaTtepuasibHO-TEXHUHYECKOro CHabXeHns BOEHHO-
MOPCKUX FpynnupoBOK W OTAEJIbHbIX CYAOB, HaxoAsLMXCS B MUPOBOM OKeaHe,
U KOHTPONS Hand ux BblnosHeHeM. KomaHpoBaHWe CyxonyTHOW apMuum nonaraer,
4TO MUcnonb3oBaHue noructuyeckoro Watson B apMmum o6ecneymnT exerofgHyto sKo-
Homuio 100 MnH ponnapoB 3a CYHET ONTUMANIbHOIO pacnpeneneHns NorMcTUYeCKux
NOTOKOB U NJIAHOB MaTepuanbHO-TEXHMYECKOro o6ecneyeHnss BOOPYXEHHbIX CUJ.

Hanb6onee aktuBHo N 6ypeT ncnonb3zoBatbcss MuHnctepcteom o6opoHbl CLLA
B KMbeprnpocTpaHCcTBe.

B 2018 rony Kn6epkomangoaHue CLUA pasmectuno yepe3 DARPA 3akasbl no
ucnonb3oBaHuio UM onga MrHoBeHHOro oOGHapyXeHUs aHoManuii U ablp B KN6Gep3a-
wute. MpepcraBnaercd, 4To UMeHHO N ¢ ero GbicTpoaeicTBnemM No3BONIUT HauU-
6onee adpdekTUBHO ynpaBnaTb 60eBbiMU kKnbepnnatdopMmamMu Ha camMoin penunkar-
HOI cTagun Knb6epnpoTnBo6opcTB — pase NPOHMKHOBEHUS B CETU NPOTUBHUKA.

BoopyxeHHble cunbl CLUA cTpematca makcumanbHO ucnonb3osatb W B ob6nac-
TV ynpaBneHus u KoHTposs. Hanbonee npoaBuHyTas cuctemMa co3faHa B HacTosiLee



Bpemsa B BBC CLUA. OHa B HacTosiLlee BpeMs AoBefeHa [0 YPOBHA LWTAOHbIX pa-
60THUKOB KOMaHaoBaHua BBC. B nepuop no 2019 ropga cuctema oxBaTUT YPOBEHb
aBMaLMOHHbIX NONKOB N OUBU3UIA.

Kak ns3BectHo, ofHOM N3 Hanbonee CNOXHbIX B MPakTUY4ECKOM MnnaHe 3ajay
SBNSETCA COXpaHeHue ynpasBnsaeMoCcTu 1 nogaepxaHve B3auMoaenCcTBUA KOMaH-
DOBaHMUS N 6G0eBbIX €ANHUL, B XO4Ee peasnbHbiX BOEHHbIX AENCTBUI, KOorga npoTuB-
HUK HAHOCUT ypapbl HEe TONbKO Ha nose 60§, HO M NO LEHTPaM KOMaHAOBaHUS.
Jo HacToAWero BpEMEHU HU B OAHOM CTPaHe MUpa, HACKONIbKO M3BECTHO, HE CO-
3[aHa CUCTeMa pereHepaumm KOMaHA0BaAHNSA U KOHTPONSA B XECTKUX KOH)AMKTAX.
PereHepaTtuBHas cuctema [ojixxHa OblTb OpraHM3oBaHa Takum 06pa3om, 4TOObI
nocne BbIXoA4a M3 CTPOSA T€X WM UHbIX Y3J/I0B U YPOBHEN KOMaHAOBAHUA cCuctemMa
nepectpauBanacb 1 B HOBOW KOHGUrypauum coxpaHsnaa BbICOKMN YPOBEHb ynpaB-
neHus n koopauHauum. B HacTosuwee Bpemsa komaHpoBaHune BBC coBMecCTHO
¢ kopnopauunen Lockheed Martin n kopnopauuenn Alphabet npuctynunu K cospa-
HUWIO TaKO CUCTEMbI HA OCHOBE CUMOMOTUYECKOrO MHTENNEKTA, UCNOoNb3ys Tpaau-
LWOHHbIE KOMaHAHbIE LEHTPbI U 3awunWEHHbIn UN.

Bce popna Boivick CLUA B nocnegHue roabl uMnaaHTupyot MW B pasnnyHbie Tu-
bl aBTOHOMHbIX TPAHCMNOPTHbIX cpeacTB. 10 CyTU, BOOPYXEHHbIe CUMbl BeayT pa-
60Ty napannenbHo C OWU3HEC-CEKTOPOM MO CO3[aHWUID TPAHCMOPTHbIX CPEACTB
C NonHbIM caMoobcnyxuBaHnem. BoeHHble NOAPSOYMKM BOOPYXEHHBIX CUJ, HAuYu-
Haa ¢ 2017 ropa exerogHo NpeacTaBnaoT Takoro poAa aBTOHOMHbIE TPAHCNOPTHbIE
cpeactBa ¢ ncnonb3osaHmem NMN. C 2019 rogpa MuHuctepctso 060pOoHbI 3anycka-
eT NPOoeKT CTOMMOCTbIO B 430 MJIH A0N1apoOB MO CO34AaHUI0 CUCTEM, BKJTIOYAOLWMX
ueHTpanbHbii MU n poeBble unu crtamHble aBTOHOMHbIE TPAHCNOPTHbIE CpeacTBa,
OCHaWEHHbIe patynkamm m nHtepdencamm, NO3BONAIOWMMN NEPENTN OT UHAUBU-
OyanbHOro K KOJUTIEKTUBHOMY MallMHHOMY OOYy4YeHUIO.

UccnepoBatenbckasa nabopatopus BBC 3aBepwuna BTopyto ¢asy UcnbiTaHUii
no nporpamme “HepoBepuunBbliit Yurman”. B pamkax nporpamMmmbl BnepBble CO34aH
M NPOXOAMT UCMbITAHUS MOJIHOLEHHbIN 6€CnUNOTHbIN UCTPebuUTesb NATOro nokose-
Hus. B 2017 ropy TecTOBbIl BapuaHT, peann3oBaHHbI Ha 6onee aewEBOM UcTpe-
outene F16, npowén ncnoitanme. B ux xoge mawmnHa, ocHaweéHHaa MW, aBTOHOM-
HO pearvpoBana Ha coObiTUsl, KOTOpble He OblIM BKJIIOYEHbI B MPOrpamMmy nonaeToB
M NpeacTaBnsan cob6oi HenpeaBUAEHHbIE NPENaTCTBUS U CNOXHOCTM ANS BbINOA-
HeHunsa 3apgaHnii. U3 17 ucnbiTaTtenbHbiX 3agaHuii B 16, He cuMTas caMmoro NnepBeoro,
nnatpopma cnpaBuiacb CO BCEMU CNOXHOCTAMN. YXe cerogHa odyesmgHo, 4to NA
Nno3BosigeT co3aaBaTtb NOSHOCTbIO GYHKUMOHANbHbIE G0EBble UCTPEOUTENN N cCaMO-
NETbI-LUTYPMOBUKMW, HEe yCcTynawouiue, a no psaay napameTpoB npeBocxopswme Ta-
Kne xe caMonéTbl, NUIOTUPYEMbIE NIOABMU.

Mo cyTtu, 3To npepcTaBngeT coboil cnenyowWwmii War rnocsie MaccoBoro BHeape-
HUSI B BOEHHYIO NPakTUKy APOHOB — POOOTOTEXHUHECKUX JSleTaTesIbHbIX KOMIMIEKCOB
C OrpaHMyYyeHHbIMW OrHeBbIMU BO3MOXHOCTSIMU. Kpome Toro, no 3apaHuio BBC B Ha-
cTosiLLLee BpeMsl 3aBeplLuaeTcs 0TpaboTka KOMMIEKCHbIX aBUALMOHHbIX 3BEHLEB, KO-
TOopble NpeaycMaTpuBalT NaTpynMpoBaHMe U BeAeHue G0eBbiX AENCTBMI FPynnomn
CamMoNeToB, OAUH U3 KOTOPbIX NUAOTUPYETCH YENOBEKOM, a HECKOJIbKO — cuctema-
Mu ¢ UA. B aTOM cnyvyae 4enoBeK MOXET B ONMPeAEenEHHbIX Cly4asasX U3MEeHUTb KO-
maHgbl MN. OaHHas cuctema paspabatbiBaetca BBC, nockosibky komMaHaoBaHue
aBuauuei, Nno KpaimHei mepe, B HacTosiliee BpemMs U B Gnuxainwem Oyaywem He
roToBO JOBEPUTb PELUEeHME O NMPUMEHEHUN TAKTUHECKOro 0EPHOr0 OPYXUs, KOTO-
pPbIM OCHaLLEeHbl MHOTOUEeNeBble NCTPebnTen-6omMo6apanpoBLLMKM, poboTam.

CyxonyTHble Boicka n Kopnyc mopckoi nexotbl CLUA ncnbitanu npotToTunbl aB-
TOHOMHbIX TPAHCMOPTHbLIX CPEACTB, a TOM YNCNe OCHALLEHHbIX CPeACTBAMU OFHEBO-
ro nopaxeHusa. B xopme pencrtBuin Cun cneumnanbHoro HasHavyeHns CLUA B Upake,
AdraHuctaHe n Cupum B 2017 roay CyxonyTHble BOMCKA yXe aKTUBHO MPUMEHSIN
B 60€eBbIX YCNOBUSAX POOOTM3MPOBAHHbIE aBTOHOMHbIE 3BaKyaLMOHHbIE MaLUUHbI.

Kopnyc mopckown nexotbl B 2018 roay Ha4HET NpMHMMAaTb Ha BOOPYXEHUe MHO-
ro@yHKUMOHaNbHbIA YHUBEPCabHbI POOOTU3NPOBAHHbIA TAKTUHECKNI TPAHCMOPT.
Po6oTnaunpoBaHHoe ¢ anemeHtamu M TpaHcnopTHoe cpeacTBO rpy3onogbeMHOC-
TbO OT OAHOI [0 TPEX TOHH OyaeT cnepnoBaTh 3a poTaMu M B3BOAAMU MOPCKUX MNe-
XOTMHLEB MO MECTHOCTU C obbiM penbedom u noboir cnoxHocTu. Cpepncrtea
npepHasHayeHbl Ans TPAHCMOPTMPOBKU JOObIX MPY30B — OT 3anacHbIX MaTPOHOB
M CHaps4oB A0 NuuM u ogesan. Heckonbko aHanorvyHbiXx CPeacTB B HacToswee
BpeMs pa3pabaTbiBalOTCA U O CyXONYTHbIX BOOPYXEHHbIX CU.



Ckopee Bcero, cama normka passutusa N Begét K Tomy, 4TO BO3MOXHOCTHU
TPOMHOro MCMoJib30BaHUa OyAyT NOCTOSHHO yBenuyuBaTbcsa. MHorue 3apaun,
KOTOpble B HacToOsILLee BpPeMs aBTOMATU3UPYIOTCH, SBAKAKOTCHS MO CBOEW CyTu
TponcTBeHHbIMU. Hanpumep, U, aHanusnpylowmii nporpammHoe obecrnevyeHue
Ha YA3BUMOCTU, MOXET BbINOMHATE (PYHKUUU KnbGeps3awmuTbl, Knbepameepcumn
1 KnbepnpectynneHuit. Bce To Xxe camoe OTHOCUMTCH K CTassM OPOHOB, Haxons-
wuxca nog ynpaeneHmem MN. MawuvHHoe oGy4yeHne B Og4HOM criyyae GyaeTt, Ha-
npuMep, noBbiWAaTb KA4e€CTBO AOCTaBKN MeOANKaMeHTOB B OTAAJIeHHble paVIOHbI,
B APYroM — 6oenpunacoB B 30Hbl KOHPNNKTOB, a B TP€TbEM Cllydae — HaApKOTU-
KOB, MMUHYS nonuueinckme cnyxobl.

KpumunanbHbie yrposnli UU

Passutne N nponcxoant B yCnoBuUsAX yBenndyeHnss aHoHMMHoctn. MHorue sa-
hayn BKNovarT B cebs obLeHme ¢ Apyrumu niogbmu, HabniogeHue 3a HUMKU, Npu-
HATUE peLleHnn, BO3AENCTBYIOWMX Ha ux noBepeHue. CornacHo 3KCMNEPTHbIM
oueHkaM, 0o 90% noaoOHbIX 3aaay MOryT ObiITb aBTOMaTM3MPOBaHbl U HA FTOPU30H-
Te naTn net nepepanbl NN, Mpu atom coegnHenne NN n nHtepHeTa co3paér nouc-
TUHe 6e3rpaHuyHble BO3SMOXHOCTU AJiS 3/IOHAMEPEHHON AeATeNIbHOCTU, BRNIOTb [0
youUINCTB, KOTOpble NPaBOOXPaHUTENIbHLIM OpraHaM BecbMa TPyAHO KBanupuumnpo-
BaTb MMEHHO Kak youincteo. MNpobnema mMupa MHTEpPHETA B TOM, 4TO B HEM ntoboe
LeneHanpaBneHHoOe AeiCTBUE MOXET ObiTb 3aMackupoBaHo n1n6o nog otkas, nubo
HepernameHTHyl paboTy o6opynoBaHus. Pazpenutb nx HUKTO HE CMOXeT.

Passutne N otkpbiBaeT wiupoyaniune nepcnekTuBbl A1 IPecTynHOCTU. Yxe
CEroHs 3/I0YMbILWJIEHHUKN MOTyT 6e3 Kaknx-nmbo npensTcTBUiN NpuobpecTn Kak
nporpaMMHbie, Tak U annapaTtHble KOMMOHEHTbl CaMbiX MOLWHbIX cuctem UNU. Bo-
nee TOro, LUMPOKOE MUCMOJIb30BaHUe OTKPbITOro koga B UMW nossonser npectynHu-
Kkam 6e3 Kakux-nmbo 3aTpart cpencTB noayd4arb AOCTYN K NocaegHuM paspabotkam
BeayLMNX KOMMaHWN.

B HacTosawee Bpema anroputmel U cospatoTca B Te4eHMe MmecsLueB, a He nerT.
3T0 pocTuraeTcs 3a CYET TOro, Y4TO HaA HUMU pPaboTaloT He 3aKPbITble KONNEKTUBbI
CneuunanucToB, a OTKpbITble coobuiecTBa nporpammuctoB. COOTBETCTBEHHO, MNpe-
CTYMHUKU MMEIOT BO3MOXHOCTb 6ecnnaTtHo nony4yatb HoBenwue paspabotkm. Mu-
HUCTEPCTBO BHYTPeHHen 6e3onacHocTu CLLUA nbiTanocb 3akoHoAaTesibHO OrpaHu-
YuTb pacnpocTpaHeHue onpeaenieHHbIX pa3paboTok B obnactu UU, HO noTtepneno
nopaxeHwue.

CerogHsiwwHue cuctembl N cTpapaloT ot pspa HOBbIX HEYPEryIMPOBaHHbIX YA3-
BMMOCTeNn. K HUM OTHOCATCSA aTaku yepe3 PUKTUBHbIE AaHHbI€, UCNONb3yeMble NMpu
oby4yeHun, a Takxe 3/I0HAMEPEHHOE BMELLIATe/IbCTBO B PabOTy HENPOHHbIX CETE.
OTn Yy93BMMOCTM HE UMENN aHAJIOrOB B MPOLLJIOM, NMO3TOMY HE OY€Hb MOHATHO, Kak
C HUMM cnpaBnaTbcs. ECTb OCHOBaHMA nonaraTtb, 4TO B Oyayuiem ataku Ha U Gy-
oyt 6onee adpdekTuBHbLIMU, Oosiee TOYHbIMKU, Oonee CAOXHbLIMWU Ans aTpubyuumn
u OyayT ncnonb3oBaTb B OCHOBHOM YSI3BUMOCTM B NporpaMMHoOM obecneyeHun UN.

MpoBeaeHHble aKCNepMMeEHTbI NokasbiBaloT, 4To 6onee 70% artak Ha WU ocy-
wecTensaeTcs ¢ ucnonb3oaHnem MN. CooTBeTCcTBEHHO, B Oyaylem, no mepe Wn-
pokoro pacnpoctpaHeHus MW, cnepyet oxmpgatb HapacTaHUs KonM4ecTBa nopo6-
HbIX aTakK 9KCMNOHEHLUMaNbHbIMU TemMnamun. Kpome Toro, npu WMpPOKOM BHEOPEHUU
NN HensbexHo ycuneHue auddepeHumnaumm B Mowm U GYHKUMOHASNIbHbIX BO3MOX-
HOCTSAX pa3nunyHbix MN. CooTBETCTBEHHO C YBEPEHHOCTbLID MOXHO cKa3aTtb, YTO 60-
nee cunbHbie N 6ynyT ncrnonb3oBaTbCcs A5 atak, B TOM YUC/e B LiesIX yCTaHOB-
JIEHUS1 NPOrpaMMHOro KOHTPons Han 6onee cnabbimu UUN.

HaBepHsika cnepyet oxupatb arak Ha WU ¢ ucnonb3oBaHvem ¢uLLnHra.
B 0603pumoin nepcnekTnse 0CHOBHbIM TunomMm MU GyayT cuctembl, NOCTOSHHO B3a-
MMOJENCTBYIOLNE C YEIOBEKOM: C NpOorpaMMucTaMu, aHanauTmkKkamu Unu agMuHu-
cTpaTtopamMmu. MocCKOsIbKYy UMEHHO YesIOBEK ABASETCS Hanbosiee yi3BUMbIM 3BEHOM
B cuctemMax rmbpuaHoOro MHTeNsneKTa, ectb OCHOBaHMA nosaratb, 4TO 3/I0YMbILU-
JNIEHHUKN OyayT npeanoynTaTth AeléBble GULLINHIOBbIE aTakyu AOPOrocTosILMM aTa-
KaM HenocpeacTtBeHHO Ha UN.

Camble coBpeMeHHble QULLINHIOBbIE aTaku NpeanonaralT BbICOKWMI ypOBEHb
couMNaNlbHOro MHXUHUPUHIa* N xopollee 3HaHWe NCUX0NIOrMYeCKUX 0COOEeHHOCTEN

* CoumanbHbI WHXWHUPUHI — cucTtemMa ynpasjieHua nosegeHnem 4yenoeeka ¢ MCnonib3o-
BaHuUeMm MeTogoB COUMONIOrMMN N NCUXONOTNN.



TOro 4yenoseka, NPOTMB KOTOPOro OCYLUECTBNASETCH ataka. B KOHe4YHOM cueTe, BCE
penaetcs pas TOoro, 4YtoObl OH KJIMKHYN Ha CCbUIKY, KOTOpas MO3BOJIUT 3/I0HaMe-
peHHOMY CODTY NPOHMKHYTb HE TONIbKO B KOMMbIOTEP YenoBeka, HO u B U, ¢ ko-
TOPbIM OH B3auUMOJENCTBYET.

Mporpecc, HECOMHEHHO, NPUBEAET K YBEIMYEHMIO MacluTaboB N 3pPeKTUBHO-
CTU 3N0YMbILWIEHHNKOB. JTOT BbIBOA, cneayeT M3 TOro npoctoro ¢akra, 4yto UU
Ccnoco6CcTByeT NOBbILEHUIO aHOHUMHOCTU B3anMOLENCTBYIOLMX C HUM aKTOPOB.
Ecnn akTop 3HaeT, 4YTo ero ataka He MOXeT ObITb OTCNieXxeHa, WIn paxe B xyaLem
cnyy4yae oGHapyXeHWe He MOXEeT HafeXHO uaeHTUudUUnpoBaTb €ro C atakon, emy
ropasfo nerye pewwnTbCa Ha HanageHue, 4eM xakepam B npowsioM. Mo MHeHuI0
MHOIMX NpakTUkoB B cpepe knbepbesonacHoCcTU, pacnpocTpaHeHue U npusenér
K 3HAYUTENIbHBIM U3MEHEHUSM B MCUXONOrMU MOTEHLUANbHbIX 3/1I0YMbILLIEHHUKOB
n chopmMUpyeT y HUX YCTaHOBKY Ha 6e3HaKka3aHHOCTb.

Bonbuwyto yrpo3y co3paét ToT GakT, 4TO 0COOEHHOCTbIO HACTOSILLEro BpeMeHu
aB/ISIeTCS co3aaHue KOMOUHNUPOBAHHbIX CUCTEM, BktoYaowmx NN n pobotnsnpo-
BaHHble yCcTporicTBa. I3BECTHO, 4TO psj CTPaH Ha4van 3KCNepMMEHTbI N0 CO34aHMI0
obOyyvatouwmxcsa poeB 60eBbIX APOHOB, CBA3aHHbIX ¢ WU, BbicTynawwmm Kak ux
ueHTp ynpasnieHus. Mpuyem Takue paboTbl BeAyTCHA Kak rocynapCTBEHHbIMMU, Tak
M HerocypapCcTBEHHbIMU (TEPPOPUCTUYECKUMU U UHBIMU AECTPYKTUBHBIMU) CTPYK-
Typamu.

Mporpecc N nopoant HoBble yrpo3bl. YXe eCTb NPU3HaKU TOr0, YTO Hayaau
coBepaTbCsl KMbeprnpecTynieHuss U MnpoBeAeHbl Xakepckue aTtaku, KOTOPbIMU
ynpasnsn He 4yenoBek, a UN.

Kpome TOro, cucrtemol MW akTMBHO MCNONb3YIOTCH A5 PacrnipoCTpaHeHus
AesnHpopmauun n ¢perikos. B HacTodawee Bpema gesmHdopmaumsa, Kak npaBuno,
pa3zobnavyaeTca Ha ocHoBe aHanusa ¢oTtorpadpuyeckoro matepmana. MNockonbky
MW no3BongeT He TONIbKO CUHTE3MPOBAThL Nt060e poTon3obpaxeHne, HO 1 co3aaTtb
NpakTU4YeCkn He OTINYMMYIO OT peasibHOCTU danbCcnduunpoBaHHYO ayano- N Bu-
[eo3anucb, MOXHO OXWUAaTtb, YTO B camoe Gninxaiilee BpeMs NOSABATCS TeEXHUYe-
CKW CNnoxHble peinkun, noakpensieHHble cuHTeTn4eckummu dortorpadusamm, ayamo-
n BupgeosanucaMu. Ong Toro, 4toObl AoKa3aTb UX NOAAENbHOCTb, NOTpebytoTcH
OrpoMHble PUHAHCOBbIE CPEeACTBA, MOLLHbIE TEXHUYECKNE BO3MOXHOCTU U yCUnums
BbICOKOKBaNM®OULMPOBAHHOIO nNepcoHana.

B 6numxaiiwem 6yayuiem cywecTByoLwme yrpo3bl 6yayT AONOMAHEHbI HOBbIMU,
cBfi3aHHbIMK ¢ pa3Butnem UN. Tunosblie yrpo3dbl CTaHYT ropa3fo 6onee TexXHUYeC-
KW CNOXHbIMWU U U3OLLPEHHbIMU.

B 6nuxaiwme rogbl Ckaykoo6pa3HO YBENUYUTCH CNOXHOCTb knbepatak u Ku-
G6epTeppopr3ama. TUNUYHLIMU CTAHYT HE MPUBbIYHbIE aTakU, CBA3aHHble C GULLNH-
romM, 3apaxeHMemM KOMMNbKTEPOB U T. M., a ropa3no 6onee BbICOKOTEXHOIOMMYHbIE
ataku, HaueseHHble Ha OBAafeHue UHGOPMaLNOHHbIMWU MacCUBaMu aTaKyembix
KOMMbIOTEpPOB U nepexsaTt ynpasnaeHnss umu. C ppyron CTOpoHbl, 6onee wmnpokoe
pacnpocTpaHeHue nonyyaT uesieBble ataku. B HacTosllee BpeMs TunuyHasa kmbe-
paTaka CO CTOPOHbI BbICOKOTEXHONOMMYHbIX MPECTYNMHUKOB OPUEHTUPOBAHA HA KOM-
nbloTepbl, 06CNyXNBaeMble TEM UAU UHbIM NPOBaNAEPOM, PacrosoXeHHble B TON
WM MHOW MEeCTHOCTM u T. n. lMpu noaknoyeHun Kk knbepnpectynHbiM atakam WU
MOXHO OyAeT NPOBOAUTL MpPeABapUTENbHYID CENekLUI0 He CaMUX TEeXHUYeCKUX
cpenctB, a ux obnapartenen no nony, Bo3pacTty, NpodeccuoHanbHbiM 3aHATUSM
M 7. n. COOTBETCTBEHHO B 3TOM C/iy4yae aTaku 6yayT OpUeHTMPOBaHblI HE HA pPerno-
Hbl UM NPOBaNAEPOB, a Ha Te WK MHble FPYNMbl HACENEHUs, TGO KOMNaHUK, 06-
naparowme onpeneneHHbiMU XxapakTtepuctukamu. 9T1o 6yaeT knbepnpecTyrnHOCTbIO
npuUHUUNManbLHO HOBOro Tuna.

B 2017 ropy aHTuTeppopucTMyeckume noapaspeneHnss U3paunsa ycnewHo
NpoBesIN UCMNbITaHMUS ApPOHA, KOTOPbLI atakoBas B MHOTFOTbICAYHOW TOJINe CTPOro
onpepeneHHbIx Nuy,. B kayecTBe akcnepumeHTa oaexaa aTux nuu, o6bina o6pbi3ra-
Ha onpeaeneHHoln kpackoi. OgHaKo HMKTO HEe MellaeT BMECTO KPaCKu MCMNOJb30-
BaTb OTpaBnsioLlee BewecTBo IM60 npocTo nynto. Mbl umeem geno ¢ oo6begnHe-
Huem pgpoHa ¢ MW, cnoco6HOro B NOTOKOBOM BUAEO ONO3HATh JIMLO Cpean Thicay
CyObLEKTOB.

B nopaBnstowem 6oablIMHCTBE A0KNafoB no teme UM nbBuHaa pons BHMMa-
HUS, CBA3aHHOrO C yrpo3amu, NpuxoguTcsa Ha pucku nonapgaHusa MU B petckue py-
KM Tn60o B pyku TeppopucToB U T. n. YTo kacaeTca petell n NoApoCTKOB, TO pas-
pywunTtenbHbiii addekT ux AeaTenbHOCTM nogvyac OkKa3biBaeTCs COMNOCTaBUMbIM
C yoapaMu CO CTOPOHblI 3KCTPEMUCTCKUX PaAUKanoB, BOOPYXEHHbIX razxeTamwu.



B 2017 roay B Monblue Ha NPOTAXEHUN ABYX AHEN OblN0 Napasn3oBaHO BCe ropon-
CKOe [BUXEHMe NMPOoCTO MOTOMY, YTO ogHOMy 13-neTHemy “TanaHTy” 3axoTenocb
npoBepuUTb CBOU pacyeTbl OTHOCUTENbHO TOF0, MOXHO MAM HET NPONIOXUTb Tpam-
BaWHyl0 NMHUIO HE BHYTPU ropoja, a Mexnay ropogamu. 3Ta wanoctb obownach
Monbwe noytn B 30 MAH 3n0TbiX, 1 No4yTn 10 yenoBek, NOCTpagaBLUINX B aBapuax,
OblNN AocTaBsieHbl B 00/IbHULLbI.

Ha ceropgHsaWHWIA AeHb HAKONNEHO JOCTAaTOYHO MaTepuana, 4YTobbl U3NOXUTb
knaccudumKaumio BPEeOOHOCHOI0 UCMOoNb30BaHUa anemeHtoB U no HepocmoTpy,
ownéke u T. N., NPUBOASLLENO K HEFraTUBHbIM MNOCNEACTBUSAM.

B makcumanbHO rpyboM NpuoOANXKEHUN MOXHO BbIAENUTb TPU TUMNA yrpo3, CBs-
3aHHbIX C ucnosab3oBaHnem NN nobponopsaoYyHbIMKU aKkTopamu.

lMepBas rpynna obbepguHsaer UN c nopasnsiowmnm OGONbLIMHCTBOM APYrux
CJIOXHbIX MalWH, CO3AaHHbIX YeNnoBekoM. Peub naET o 6aHanbHbIX OTKa3ax.

BTopasi rpynna yrpo3 conpsixxeHa ¢ 0CO6eHHOCTAMM NporpaMmMHOro obecneye-
Hna M. Ha cerogHaWHUN aeHb U, BUOUMO, B nepuon Onvxanwmx natm net, an-
roputMmnyecknm agpom MU 6yayt BbiCTynaTb HEMPOHHbIE CETU BKYME C MALIWUHHBLIM
ob6yyeHunem. Mo cyTn, HEMPOHHbIE CETU — 3TO NPOrpamMmMHas NouckoBas cpeaa, Ko-
TOpas NOCTOSHHO MEHAeTCH 3a CYET NepeHOPMUPOBAHUSA yAeNbHbIX BECOB, onpe-
DENEHHbIX MPOrpamMmoin, B 3aBUCMMOCTU OT paKkTUYECKU NONYYEHHbIX Pe3yNbTaToB.

Ecnn B 2015-2017 rogpax MW ncnonb3oBan npoctbie HEMPOHHbLIE CEeTU, a COOT-
BETCTBEHHO Pa3paboTyMKM N aHAIMTUKN XOPOLLO NMOHMMaNU 3HaYeHNe NepeHopMu-
POBOK Ha KaXaoW Utepauun pacyétoB, TO HbIHELUHUE I1yb6oKue CeTu 0Ka3biBaKTCS
Ans 4yesnioBeka YEPHbIM ALUNKOM. DaKTUYECKN BO3HUKAET CUTyauus, Koraa MalunuHbl
[enalT BbiBOAbl, KOTOpble B MoAaBAsiiolleM OObLINHCTBE SIBASIIOTCS TOYHbIMU,
HO Kak v rno4emMy OHUV [eNnarTcs, 04N HE MOHUMAIOT.

B Hay4HbIX U MOAUTUYECKUX OUCKYCCUNAX, KOTOpPble BEAyTCH BOKPYr MoOAenu
“UN kak 4épHbIn awmKk”, npexae scero, B CLUA, a Takxe BenukobputaHum n Us-
paunne, Ha NepBbli NiaH BbICTynaeT CTPeMJIEHUE CAeNaTbh 3TOT YEPHbIA ALWMUK NPO-
3payHbIM M MOHATHbIM AN aHanuTMkoB. OpgHako, ecnyM NOCMOTPETb CTAaTUCTUKY
dakTnyecknx nHunpeHToB ¢ A, 1o 3a60TUTLCS HAA0 HE O BCKPbLITUM YEPHOTO ALLM-
Ka, a 0 SIBHOM 3aJaHUX BPEMEHU ONTUMU3ALUN.

MHorue uccnepoBatenn onacarTCsl, 4TO KOMMbIOTEP MPU PELUeHUU TON unun
MHOW 3a4a4u NOCTPOUT NPOrpamMmmy, B KOTOPON ONTUMMU3NPOBATLCS AO0MKHO TO, 4YTO
ONTUMMU3MPYEMbIM C TOYKU 3PEHMUS YeSIOBEYECKOro obLiecTBa HU B KOEM cliyyae
ObITb He MoxeT. [pybo roBops, CyulecTBYeT nepe3arpyXeHHbll aBUaLNOHHbIN
MapwpyT. Yucno xenamwLwmx OCyLLEeCTBMTb NepPeneét HAMHOro NnpesBbilaeT BO3MOX-
HOCTU aBuakomnaHuu. KomnbioTep, pPacCMOTPEB pas3finyHble CMocoObl pelueHus
aTolA NpoGnembl, NPULWEN K BbIBOAY, YTO Ny4lWMM BapuaHTOM OypeT cepbe3Has
aBapus 6e3 cmepTenbHbIX Cjlly4aeB, HO C OONbLIMM YUCNOM pPaHEHbIX camoJsieTa
[aHHOM aBMakoMnaHWM Ha paHHOM MapuwpyTte. Mogenb nokasana nageHue yucna
XenawLwmx 0 HOPMATUBHOIO YPOBHS. Y MateMaTMKOB 3Ta CUTyaL M N3BECTHA Kak
OTCYTCTBME 3anpeta Ha CKPbITYI0 ONTUMU3ALUIO.

[aHHbIA Nnpumep Noka3biBaeT HE TONMbKO MOSB/EHUE MPUHLUMNANBHO HOBbIX
yrpo3, HO M MPMHUUNMANIbHOE pa3fnnyve B NOArOTOBKE, aHanu3e v NMPUHATUUN pe-
LWEeHNS y YenoBeka U koMmnbioTepa. Yenosek otkasasncsa O6bl OT Nogo06HON ONTUMU-
3auMu Ha camMoW paHHeW cTaaun pa3paboTku Tembl. A KOMNbIOTEP BbiOpan eé, kak
OCHOBHYIO.

Ewe oanHa rpynna yrpo3 cBfi3aHa, Kak 9TO HM nNapanokcanbHO, C NPUTYINJIEHN-
€M BHUMaHWUSi U CHUXEHWEeM OTBETCTBEHHOCTU JinL, MPUHUMAKLLUNX PeLIeHUS,
YbUM COBETHUKOM siBnisieTcs . B oTnnyne ot Tpunnepos u ¢paHTacTU4eckux 6nok-
6actepoB, nuua, NpPUHUMAalOLWME pPELUeHUs, 3TO, B NoAaBnsioLEeM OONbLIMHCTBE,
00OblYHblE, 3a4acCTylo Aaxe Mo MHTeNneKTyanbHbIM CNOCOOHOCTAM cpefHue Noau.
OHKM HaxopaTCcs nNoa NMPecCUHroMm BO3JencTBus coumanbHbix CMU, TeneBnpeHus,
MHTEpPHEeTa, KOTOpble N30 AHS B AEHb BOT YXe Ha NPOTSXEeHUn ABYX-TPEX NneT pac-
ckasbiBaloT 0 Bcemoryuwectee N. CooTBEeTCTBEHHO, Aaxe B Tex Cry4yasax, korga
OKOHYaTeJIbHble pelleHUs OCTaloTCHA 3a YeNIOBEKOM, TO, KakK Mmokasanum 3kcnepu-
MeHThbl B yHuBepcutetax Mokoramel (Anouus) n Bankyeepa (KaHapa), nuua, npu-
HUMMalOLME PELLUEHUS Ha YPOBHE MOSIMLENCKMX ynpaBieHuii roponoB, 6onee yem
B 98% cnyvyaeB conupapusvpoBanmchk ¢ pekomeHgaunsamu U v npuHumann te pe-
LweHuns, KoTopblie ae-dakTo BbipaboTan UN.

B ogHom cny4dae onbIT npoBoauncs anga 70 cutyaumii, B KOTOPbIX NPUHUMANu
yyacTue Tpu noJMuUenckux HavyanbHuka, a B gpyrom — gnga 300 cutyaunii, roe pa-
6oTtanu natb HavyanbHUKOB. CaMbiM yAMBUTENIbHLIM UTOrOM 3KCMEPMMEHTa CTano



cnepywouwee. UN panu HenpaBunbHble OTBETbI MO OUEHKE cuTyauuu anga AnoHuun
npumepHo B 20% cnyyaeB, ang KaHagbl — B 17%. HavyanbHUKK Xe B TeX NPMMeEPHO
10% cny4aeB, raoe npuHanu peweHue sonpekn MU, npasbl okasanucb nuwb B Ka-
Hage B 5%, a B INOHUN — HWM B OOHOM. [laHHble BbIK/IaAKN NOKa3bIBalOT, Y4TO TEMa
rMMOPUAHOrO UM 4Y4eNnoBEKO-MAaLWHHOIO UHTEsJIeKTa Ype3Bbl4alHO CnoXxHa. B ko-
HEYHOM CYEeTE Mbl NbITAEMCH CO€AUHUTb TO, B YEM Mbl BOOOLLE HNYETO HE MOHUMA-
€M, — 4YenoBe4Yyeckoe CO3HaHue, C TeM, YTO SABNASETCH TEXHUKOW B MEPBOM MOKoJe-
HUM U, n Hapeemcsa Ha 6Ga3e 3TOro COeANHEeHUs YCMELLUHO peLlaTb Bce NpoGnembl.

CueHapumn 310HaMepeHHOoro ucnosb3osauua U

KnioyeBon yrpo3on aBnseTca aBToMmarm3aLms coumnanbHol nHxeHepun. C no-
Mowbio MU Ha yenoBeka, ABASAIOLWLEIOCH LEbi COLMabHbIX MHXEHEPOB, cobupa-
etca pocbe. [pu aTom ocoboe BHMMaHMe oOpalLaeTcd Ha ero Henpou3BOJIbHbIE
aBTOMaTuU4yeckue peakumu, KoTopble N 0yayT NCMoNb30BaTbCH COLMANbHLIMU NUHXE-
HepamMn Npu PULINHIOBLIX aTakax, UCMNoNb3oBaHUU TenedoHuu u T. n. Mo mepe
pasButna MM B uenax obecrnevyeHns aHOHUMHOCTU BO3MOXHO MCMNOJIb30BaHNE CO-
UManbHbIMMU UHXEHepaMmn 4aT-00TOB, KOTOpble OyayT BECTU pa3roBopbl C XepTBa-
Mu. Hapagy ¢ aBTtomaTtu3saumeil CouManbHOM WHXEHepuu cnepyeT oXupatb UC-
nonb3oBaHua UWN pna ynydweHus BbiGOpa uenei n onpepeneHns npuopuTeTosB
B 3Jlo0HaMepeHHbIX aTakax. ABTOHOMHOe nporpaMmMHoe obecneyeHne, BHeApPEHHOe
B aTaKkyemylo ceTb, OyAeT B Te4eHue J0onroro BpeMmeHun obecnedymatb M Heobxo-
aumon nidopmaumven.

Cnepnyet oxungatb, 4To yxe kK 2020 roay npakTM4eckn Ha BCeX KOHTUHEHTax Oy-
OyT LWAPOKO UCMNONb30BaThbCH 6ECnmIOTHbIe fieTaTesibHble annaparbl, yrpaB/isemblie
MN. Hapsapy c 6U3HECOBbIM U IMYHBIM UCMNONIb30BAHMEM APOHOB, CllefAyeT OXnaartb
MX MacCOBOI 3aKynKku MPecTyrnHUKamMu U TeppopucTtamm, Hanpumep, ONA TpaHC-
NMOPTUPOBKN HAPKOTMKOB U A0CTaBKM B3pPbiBYaTbIX BELLECTB.

HenooueHeHHbIM, HO 4Ype3Bbl4aillHO BaXHbIM OOCTOATENILCTBOM SABJISETCHA UC-
nosb3oBaHue anemMeHToB NN kak cnocoba koMmneHcaumn HU3KoM KBanngpukaumm nio-
Aen. Hanpumep, akTMBHOE NPUMEHEHNE HaBOAALWMNXCH ¢ ucnonb3osaHnem MU cHai-
NepcKMX BUHTOBOK AAnbHEro AencTBus, C AXOWCTUKaAMWU ANS yrpaBieHUs, 3aMeTHO
CHMXxaeT TpeboBaHUA K nNpodeccruoHanbHOM noarotoske 60eBUKOB. BOOpYXEHHbIN
noao6HO BUHTOBKOI Manoobpa3oBaHHbI U HE UMEILWMIA 6OEBOro onbiTa YenoBek
no 3deKTUBHOCTU AENCTBUIN MOXET COOTBETCTBOBaTb ObiBanomMy 6oLy cneuHasa.

UN nosBonut nepentn K NPUHLMNNANBLHO HOBbLIM TuUNam 060eBbiX AENCTBUIA.
UTUN B xope 60eBbix paeiictBuil 2017 ropa akTMBHO MCMNOMb30Ban Laxua-moounu.
B cpenHem uenu gocturana natasa 4yacTb LWaxup-moounein. Ecnv npeanonoxXxmTtb, 4YTO
waxug-mooumnu 6yayt nmetb cBA3b ¢ A, KoTOpbIt OAHOBPEMEHHO OyaeT CoeAnHEH
C ApoHamMu, nokasbiBalwoLWmmu Tonorpaduo MecTHOCTM U 6GoeBy0 CUTyauuto, To pe-
3yNbTaTUBHOCTb LWIaxug-mobunein Moxet ObiTb yBenMYeHa B ABa-Tpu pasa.

UN u npecTynHOCTbL Gyaywero

CeropHa aHanutuku, nucatenu v npeacrtasutenn CMU ocHoBHOe BHUMaHue
npu aHannse Oyaywero npectynHoctTu yaensioTt UN.

Mo oueHkam aHanutukoB ®BP CLUA, B Gnumxainwuve roabl rnaBHbIn ywepo6
amMepuKaHCKMM AO0MOX035IiCTBaM M KopnopauusmMm 6ynyT HAHOCUTb Xakepbl N 00ObIY-
Has TpaAuuMoHHas 6eNoBOPOTHMUKOBAS NPECTyNnHOCTb. OgHaKo 3TO He O3HauvaerT,
4YTO He HaJo cmoTpeTh B byayuwee. Hapo npocto 34paBoO OLEHUTL Te HanpaBieHus,
roe npectynHukn 6ynyT B NepBylo o4yepenb UCMosib3oBatb cuctemy UN.

CywecTBylOT TPU NPUYUHBI, MO KoTopbiM UWN B Gnuxaiwmne rogbl Bbi3OBET
Xryuymi nHrtepec y kpumuHana B CLUA. MNepBas npnyMHa — HECOMHEHHOE NMepBeH-
cTtBo Amepukun B obnactm MHPOPMALMOHHO-KOMMYHUKALMUOHHBLIX TEXHONOrUM.
YpoBEeHb OCHaLWEHHOCTN NMporpaMMHoO-annapaTHbiIMU KOMMJAEKcaMu CamMoro pas-
JIMMHOIO TUNa AOMOXO039NCTB, KOprnopauuii 1 rocyaapCTBEHHOr0 CeKTopa saBnseTcsa
6ecnpeueneHTHbIM B Mupe. Mo ycpeaAHEHHbIM OLeHKaM BeAyLLUX uccnepoBaresb-
ckux ueHTtpoB, CLUA B o6nactm UKT B cdepe pa3paboTok onepexarT CTpaHbl
Bonblon ceMmepkn Ha NATb-CEMb NieT, a B pa3e NPUMEHEHNS — Ha TPU-YeTbIpe ro-
na. OpHako CTOJib BbICOKUI YPOBEHb OCHALLEHHOCTU MMEET U 0GOPOTHYIO CTOPO-
Hy. CerogHsi TeNEKOMMYHMKALNOHHbIE CETU U KOMMbIOTEPHbIE YCTPOMNCTBA BCEX
TUNOB NpeacTaBnaoT coboii Hanbonee BaxHyo MHPpacTpykTypy CLUA, npeBocxo-
AALYIO MO0 CBOEMY 3HAYEHUIO KOMMYHasNbHYIO, TPAHCNOPTHYIO U 3HEPreTUYeCKYyIo.



He 6yneTt npeyBenuyeHnem ckasatb: cyuwectBoBaHne CLLUA BO3MOXHO TOIbKO Npwu
paboTalowmx KOMNbIOTEPHbLIX CETAX.

Jlio6ble ceTn HyxpatoTca B 3awute. Bce niogn, obnapawowme MMHUManbHOMN
KOMMbIOTEPHOW rPaMOTHOCTbIO, 3HAlOT O cTaHAapTax MHDOpPMaUMOHHON Ge3onac-
HOCTU. OTO ypoBeHb WHGOPMAaLNOHHOW 6e30MacHOCTU, rapaHTUPYILWNIA [OMOX0-
3AiCTBa, KOpPMoOpauum WM TFOCYAAPCTBEHHbIE YYPEXAEHUS OT MPOHUKHOBEHMUS
B CE€TU XaKepoB, OopraHu3aumn nHdopmauum nnm gaxe nepexsat UM yrnpaBieHuns.

Ecnn B3aTb TpeTbio No Bknagy B BB orpacnb CLUA — ¢uHaHCBI, TO BbIICHSAET-
csl yapydawouwas KaptuHa. [ng Toro 4to6bl amepukaHckme 6aHKN U UHBECTULMOHHbIE
MHCTUTYTbl CMOIM MOOEPHU3NPOBaTh CUCTEMbl MHGOPMAaLMOHHON Ge30nacHoCTH,
OHU JOJIXHBbI NPU YCNOBUN 6e3yOblITO4HON paboTbl U OTCYTCTBUS UHONALUKM Ha4vaTb
BblAaBaTb Kpeautbl noa 7-9%. 3710 yObeT aMepuKaHCKY0 9KOHOMMUKY.

WHbIMKu cnoBamu, B 6nuxaiwme rogbl 1 CLUA, n ppyrum ctpaHam npeactont
XUTb B OMACHOM Mupe.

BTopas npuyunHa nputaratensHoctu UM pna kpumuHanbHoro coobuiectsa — 310
xapakTtep kubepnpoctpaHcTBa. Ecnu npu gonxHon pabote MuHuctepcTea BHYTPEH-
Heli 6e30MacHOCTU, MWUrpPaUMOHHbLIX cNyx0, nonuumu u 1. n. CLUA, no oueHkam
®BP, MoxeT nonoxuTb KOHeL, HeneranbHOW Murpauumn, To B Kub6epnpocTpaHCTBe,
YBbl, CTEHY HE MOCTPOMULLb.

Mexnay Tem, AnHamMmkKa TakoBa, YTO U3 rofa B roj A0S KOMMNbIOTEPHbIX Npe-
CTYMJIEHU, a TOYHEE MNPEeCTYMJIEHUN, OCYLLEeCTBNEHHbIX B KMOEpPnpOCTpPaHCTBE,
B o0wemM 0O0bEMe MpPecTynHOCTM HeykJIOHHO pacTteT. Ecnm B 2000 roaoy Ha ponio
KOMMbIOTEPHON NPECTYNHOCTU Npuxoausocb He 6onee 5% OT o6WEN KPpUMMUHANb-
HOW poOblun 1 ywepba, B 2007-m — 12%, B 2010-m — 25%, TOo B HacTodLlee Bpe-
M, No oueHkamM LleHTpa nayyeHus KoMnblOTEPHON npecTtynHoctu CeBepo-BOCTOU-
HOro yHuBepcuteta B Yunkaro — He meHee 45%, a no gaHHbiM PBP — okono 30%.
OTO — 9KCMNOHEeHUManbHbI pocT. Mpn 3TOM A019 OTKPbIBAEMbIX YrOMIOBHbIX A/ Mo
KOMMbIOTEPHbIM nipecTyrnieHnsMm B CLUA B naTb-lUeCcTb pa3 HMUXe, Y4eM Mo Tpagau-
LMOHHBIM BUAaM MpPecTynHOCTH.

MpecTynHOCTb HEOOPATMMO yXOOoUT N AENCTBYET 4yepe3 KMbepnpoCTPaHCTBO.
Mpu aTom HeobGA3aTeNbHO, YTOObI CaMO MpecTynjieHne coBepLlanocb B BUpTyane.
C nosiBneHneM uHTepHeTa KnbeprnpocTpaHCTBO BCE 4alie UCMob3yeTcs Ans Co-
BepLUEHUS TPAaAULMOHHbIX MNPECTYNAEHUI NPy MOMoOLMN HETPAAULMNOHHbIX OPYANIA
u MeToAo0B.

Kak 6b1n10 3asBneHo Ha BcemupHom akoHomumyeckom dopyme (BOD) B aHBa-
pe 2017 ropa, pacTyuias B3auMmHas kKnbep3aBMCMMOCTb MHPPACTPYKTYPHbIX CETEN
ABNAETCA OQHUM U3 KJtoYeBbix GakTOPOB pucka B MMPOBOM Maclwitabe. B gokna-
ae BO® “TnobanbHblie pucku, 2017 roa” roBoputca O TOM, 4TO kunbeparaku, ae-
dekTbl NporpaMMHOro obecnevyeHns u gpyrue GakTopbl MOTryT NPUBECTU K CUCTEM-
HbIM Cc60OAIM, KOTOpPbIE CMOCO6GHbI “KackaAHO PacnpoCTPaHATLCA MO CeTaM, BAuAdA
Ha 06LWEeCTBO CaMbiM HEOXUAAHHbIM 06pa3om”.

Otyetr CoBeta HaumoHanbHoii pa3Begku CLUA (aHBapb 2017 ropga), nocssi-
WEHHDbIN rno6anbHbiM TEHAEHUUAM, TaKXe COLAEPXUT NpenocTepexeHne o Tom,
4YTO 0OLECTBO CTOUT Nepen “HagBuralowmmcsa” pUCKoM kmbeppaspyLieHnus — no-
TeHUManbHO B MacCOBOM Maclwitabe u ¢ “netanbHbLIMU NOCNeACTBUAMU’ — BBURY
YSA3BUMOCTU KPUTUYECKU BaAXHON MHDPACTPYKTYpPHbI.

B nccneposaHum komnavum PwC (2018 ron) noa4yepkHyTO, 4TO OONLLUMHCTBO
KOMMEPYECKUX CTPYKTYP, CTaBLUUX XEepTBamMu, YTBEPXAAET, YTO HE B COCTOSIHMMU
TOYHO YCTaHOBUTb JINL, COBepLUMBLUMX KubepaTaku. Jinwb 39% y4aCTHUKOB rJo-
6anbHOro onpoca 3asBWK, YTO YBEPEHbl B TOM, KOMY BMEHATb Knbepnpectynne-
Hune. B Poccum yBepeHHOCTb ewé Huxe, nuwb 19% pecnoHgeHTOB MOryT onpeae-
JINTb UCTOYHUKMN Knbepartak.

B mae 2017 r. nuaepsbl cTpaH “bonblioi cemepkn” B3aNn Ha ceba oba3aTtenb-
CTBO coofuia u BMeCTe C ApyrMMn napTHépamu paboTaTb Haj NPOTUBOAENCTBUEM
Knéepartakam U CHUXEHMEM MX BO3AENCTBUS Ha KPUTUYECKN BaXHYI UHPaCTpyK-
Typy 1 obwecTBo. CnycTa ABa mecaua nuaepbl cTpaH “bonblioii ABaauaTkm” BHOBb
npusHanu Heo6xoaMMocTb ob6ecnevyeHns Knbepbe30nacHOCTU 1 NMOBbILLIEHUS A0BE-
pusa K uMppPOBLIM TEXHONOTUSM.

Kak otmeuaetca B Otyete 0 [nobanbHOM uMHAEKce Knbepbe3onacHocTu 3a
2017 rop MexayHapoaHoro cot3a anektpocBsiau OOH, rnob6anbHOe MexXCceTeBoe
B3aMMOJAeNCcTBMEe CNOCOOHO NOABEpPrHyTh kubeppuckam “4To yroaHo v Koro yroa-
HO”, N “BCE 4TO YrogHO, OT KPUTMYECKM BaXHOW rocypapCTBEHHON MHGPACTPYKTY-
pbl 0O 6a30BbIX NPaB YesloBeKa MOXEeT oka3aTbCsa Nnof yrpo3oi”.



B yxe ynomsiHytoMm ccnepoBaHum rnobanbHbIX TEHOEHUUIA NHGOPMaLMOHHOMN
6e3onacHocTn Ha 2018 rop (PwC) pykoBoputenu opraHusauunii, UCMOAb3YOLLNX
CUCTEMbl aBTOMaTM3auum m pob6oTusaumm, oTMe4aloT 0CO3HAHWE 3HAYUTENbHOCTU
NOTeHUManbHbIX HEraTUBHbIX NOCNeacTBuii knbeparak. B kauecTBe OCHOBHOro BO3-
MOXHOro pesynbTata knéepartakm 40% yyvacTtHMKOB onpoca B mupe u 37% B Poc-
CMW Ha3bIiBAIOT HapyLUeHUe onepauyMoHHON aedaTenbHoCcTU, 39% — yTeuky KOHOU-
[eHumanbHbiX gaHHbix (48% — B Poccun), 32% — npuyMHeHune Bpeaa KavyecTBy
npoaykuuun (27% — B Poccun); 29% — HaHeceHue ywepba matepuanbHOMY NMY-
wectBy (30% — B Poccun) u 22% — npuyMHEHWE Bpena 4enoBe4veckoW XU3HU
(21% — B Poccun).

B uHTepHeTe HeT rpaHuy,. Hukakoro otaenbHO aMepukaHCKoro, 6GpUTaHCKOro,
KNTaCKOro Unm pycckoro MHTepHeTa He cyuiectByeT. COOTBETCTBEHHO topuamnyec-
Kas 6a3a gna paboTbl NPaBOOXPAHUTENbHbLIX OPraHOB, CNOXUBLUASCS AN 0ObIYHO-
ro NPoOCTPaHCTBa, He NoagXoauT Ansa knbepnpocTpaHcTBa.

Kak paHHble PBP 1 npaBooxpaHUTENbHbIX OPraHoB, Tak U pe3ynbTaTtbl UCCe-
[O0BaTeNbCKNX TEM, OTKPbITbIX B Beaywmx yHusepcutetax CLUA, no3BongioT roso-
puUTb, 4TO B HaAcTosILLee BpeMs OTCYTCTBYIOT MPU3HAKN LeneHanpaBaeHHbIX YCUani
ONr no co3pgaHuio cobcTBeHHbIX pa3paboTok B obnactu NN.

YcnewHble nNpecTynHuku, paboTatowme no-kpynHoMy B Takmx cdepax, kak
duHaHcbl, KpynHomaclwTabHaa KOHTpabGaHpa, HeneranbHas Kynas-npojaxa WH-
TennekTyanbHONW COOCTBEHHOCTM WM T. M., — JIIOAU NPefesbHO pauMOHanbHbIE.
Ha paHHOM ypoBHe pa3pab6oTok B o6nactm MW y HUX HET HEOOGXOAMMOCTU NpUBNe-
KaTb BHUMaHuWe, BepOysa B CBOM psAbl KOMaHAbl Haubonee NpPoABUHYTLIX CTapTa-
noB, 3a KOTOPbIMU OXOTATCH BOEHHOE M pa3BebiBaTe/IbHOE COOOLLECTBA, Kpyn-
Henwmne Kopnopauun. CerogHsa 310 He HYXHO. Mouyemy?

Mpexae BCcero, CTpeMaCb MUHMMU3NPOBATb U3OEPXKN U NMPUBMEYb K pa3Bu-
TUIO COGCTBEHHOrO NPOAYKTA MakCUManbHOE KOJIMYECTBO BHELUHUX, B 3HAYUTENb-
HOI cTeneHu 6ecnnaTtHbIX, pa3paboT4ynKoB, GONLLUIMHCTBO BEAYLLUX NPOU3BOAMUTE-
nen nnardpopm UN yxe Bbinyctmnm nnatdopmbl C OTKPbITbIM KOAOM.

Mo mHeHuto aHanutukoB ®BP, ncnonb3osaHne UN kpumunHanom B CLUA B Te-
YeHne Gnmxanwmnx NaTn net 6yaeT MMeTb MEeCTO B HECKOJIbKUX MPUOPUTETHBIX cdhe-
pax. Ux o6beguHaeT Hambonee GnaronpuaTHoe AN KPUMMUHaNa COOTHOLLUEHUue
TPEX NepeMeHHbIX: NOoJTy4YeHHbI NPeCTYMNHbIN A0XO0A, COBOKYMNHbIE NPpUBEeAeH-
Hble U3AEepXKU Ha MOAroTOBKY, COBEPLUEHWE U COKpbITUE NpPEeCcTyNnJeHus
M YPOBEHb pUCKa.

1. Ucnonb3oBaHne UN ans komnpomMeHTaumu n umnaaHTauum BpenoHOCHOIo
co¢Tta B AencTByoLWmne naaTé€xHble CUCTEMbI, B OCHOBHOM UCNOJIb3YyHOLWME NPOTO-
KON GNOKYEWNH.

Bonblwasa yereepka (Visa, MasterCard, AmericanExpress un DinnerClub) Bno-
Xuna orpoMHble AeHbrM B co3paHne NHpacTpykTypbl HPOpMaLnoHHoM 6e3onac-
HOoCcTU. TeM He MeHee, NPEeCTYNHUKU KNaayT B CBOM KapMaH He MeHee OOHOW ae-
CATO [,0X0[0B NMPOLLECCUHIOBbLIX KOMNaHuii. OgHOpaHroBble NAaTéXHble CUCTEMbI
BbITECHSIOT NMPOLLECCUHIOBble KOMNaHuu. lMpexae BCcero, 3a CYET 9KOHOMUU U3-
nepxek ona knueHtoB. [pu 3toMm no coctoAHuio Ha 2017 rog M3 6e3 manoro
30 nnaTéxHbIX CEPBUCOB, MOCTPOEHHbIX Ha Onok4yenHe, pencreyowmx B CLUA,
NVWb CeMb YAOBNETBOPSAIOT TpeboBaHUAM KOMMNbIOTEPHOI Ge3onacHoctu. CooT-
BETCTBEHHO MoAcoeAuHEeHMe K MAaTtéxHbiM cepBucam u pgobaBneHne K Kaxpaown
TpaH3akuun nopsigka 0,1-0,3% npuHeceT MunnnapgHblie 00X0Abl NPECTYNHMUKaM
npu OTCYTCTBMU Kakoro-nnbo pucka.

Mporpammbl UW B paHHOM cny4yae kpanHe BaXHbl. OHM NO3BONAIOT UCMNOJb-
30BaTb MeTOAbl rMy6oKOro o6y4eHus HEMPOHHbLIX CeTel AN B3nomMa 1M nepenpo-
rpaMMMpPOBaHNS NNaTeXHbIX MPOTOKOJIOB, MOCTPOEHHbIX HA GNok4YyenHe. Jkcnepu-
MEHTbl, NpoBeAeHHble B YHUBepcutete CaHta-Pe u JapmMyTCKOM yHUBEpPCUTETE,
nokasanu, 4to nporpammbl UMW cnpasnaioTca ¢ aTon 3apavyen apdekTuBHee, 4em
nan-nporpamMmunucTbl. Y93BMMOCTb 3aksitodeHa B 6siokyeriHe. OH, kak ntob6on
Kop, 6a3upyeTcs Ha npaBunax n anropmtmax. IMeHHO Ha HUX NOCTPOEHbl Urpbl —
OT Wwaxmart ao nokepa, roe UM nobepun yenoBeka.

2. Ha ponto BbICOKOTEXHOJIOFMYHOIO KMOGEPKPUMUHaNa, u3BiaeKaloLero npu-
6bi/Ib U3 TOProBbIX onepaumnii KpynHemnwmnx GuHaHCOBbIX UHCTUTYTOB, NPUXOAUTCSH
40-50 mnppa ponnapoB exerogHo. 9To — Hambonee npubbIIbHAsA, XOTS U A0CTa-
TOYHO pUCKOBaHHaa chepa OpraHN3oBaHHOM KMOBEPNPECTYNHOCTH.

Mockonbky B nocnegHue HeCKOoNbKO NeT pa3BepHynacb HacTodwasa roHka du-
HaHCOBbIX BOOPYXEHWUI, BblpaxawLllasacs B COBEPLUEHCTBOBAHUN BCEMU KPYMHEWN-



WNMnN GUHAHCOBBLIMUN MHCTUTYTaMM cBoMx naat¢popm Ha ocHose NN, npecTynHuKam
paxe Ang Toro, 4TtoObl XOTH Obl COXPaHWUTb OO0 AO0XOAOB, HEOOXOAMMO y4yacTBO-
BaTb B 3TOW roHke. B aTtoi cBA3M ucnonb3oBaHue npectynHbiMu rpynnamu MU ang
onepauuin Ha GUHAHCOBBIX PbIHKAX NYyTEM MPOHMKHOBEHUS U KOMMpOMeTauuu Top-
roBbix Nnat¢popm He OCTaBASET A1 KPUMMHANA APYro BO3SMOXHOCTU, KaK UCMOJb-
30BaTb ny4ywwue peweHns UM ¢ oTkpbiTeiM Kogom. B oTtnnuue ot cutyaumm B nna-
TEXHOM Ou3Hece, rae B 2017-2020 ropax crepyeT oXuaatb Pe3Koro yBenvyeHus
pa3MepoB U oAU NPECTYNHbIX A40X0A0B B 060pOTe MiaTéXHbIX CUCTEM, B anroput-
MUWYECKOM TpENAUHre B KPaTKOCPOYHOW MEepCrnekTuBe [oNs NpecTynHuKoB Oyaer
CHuxaTbcs. Bpsap nu B 6nmnxainiune roabl UM yaacTtcs He TONbKO BbipBaTbCs BNepén,
HO N MPOCTO COXPaHUTb NAapuUTET B OCHALEHHOCTU nporpammamMmu ¢ N/ no cpaBHe-
HUIO C BeAyWUMN GUHAHCOBLIMU NHCTUTYTaMMU.

3. EcCTb oCHOBaHu§ nosiaratb, 4YTO MO Mepe pa3BepTbiBAHUSA TEXHOJOMMYECKOMn
rOHKWU MHTepec KnMbeprnpecTyrnHUKOB K WHTEsNIeKTyasbHOW CO6CTBEeHHOCTU Oynet
TONIbKO HapacTaTb. I3BeCTHO TakxXe, Y4TO ANS BCKPbITUA CEeroaHALWHNX MOLLHbIX CUC-
TeM KoprnopaTtMBHO-NHPOPMAaLMOHHOK 6e30NacHOCTU BCE LUMpPEe NCMOJIb3YTCA MHO-
rodyHKUNOHANIbHbIE MPOrpaMMbl, B OCHOBE KOTOPbIX sieXaT CaMOCOBEpPLUEHCTBYHO-
wuecs anroputmumyeckme moaynu. Nopo6Hble Moaoynu — 3To KNtoYeBON anemeHT UN.

OkcnepTtbl PBP koHcTaTMpytoT, yto CLUA oka3anucb He roToBbl K OTNOPY Xakep-
CKUM rpynnupoBKam, HauenvMBLUMMCS Ha WUHTEeeKTyanbHYl0 COOGCTBEHHOCTb, MpPU-
Hagnexawyo kopnopaumsam, denepanbHOMY NPaBUTENLCTBY U YHUBEPCUTETAM.

CpepHuin cpok npebbiBaHUS Xxakepckoro codprta B KOPNOPaTUBHbIX CETAX B TEX
ciyyasix, Korga oH B utore 6biBaeT BCE-Takun o6HapyxeH, ysenuyuncs ¢ 2014-ro no
2016 rog ¢ npumepHo 150 no 230 aHen. Mpu 3Tom, no oueHke akcneptoB PBP,
ypaérca o6Hapyxutb npuMmepHo 30—-40% OT 06Lero 4ncna akTMBHbIX MPOHUKHOBE-
HWUIA B KOpnopaTtueHblie cetTu. N 3T0 — B KpyNHEMALWMX KOMMaHUSAX.

4. Ucnonb3oBaHne UWN ana pa3sBeabiBaTesibHON A€SATE/IbHOCTU OPraHN30BaH-
HOJM NMPecTynHOCTbIO NPOTUB noanunu n OBP.

Konyméuiickuii HapkokapTtenb Kanu ewé B Havyane 90-x rogoB NpoLusioro Be-
Ka Nnpuobpen MOLLHYI0 KOMMbIOTEPHYIO cucTtemy IBMAS/400, cTouBLiyio B Teé Bpe-
MeHa MnonTopa MUANMOHA [ONNapoB, U 063aBencs WTaTOM CUCAAMMHOB U MpPO-
rpamMMmucToB, paspabaTbiBalOLWMX CreunannanpoBaHHbii codT ana datamining.

TexHuka Oblna HyXHa pns Toro, 4toObl MpoyecaTtb KpaaeHble 6a3bl AaHHbIX
c paboyMmu u gomMawHUMn TenedoHamMm COTPYOHMKOB aMEPUKAHCKUX Cneucnyxo
M amnaomaTtuyeckmnx pabotHnkos B Konymo6umn, conoctaBUTb UX C NMOJIHBIM CMMCKOM
BCeXx TenedOoHHbIX 3BOHKOB, KOTOPble COBEPLUAIOTCA B CTpaHe, U BbI9BUTb MOTEH-
uManbHbIX MTHOOPMATOPOB, NOAJEXalnx NMKBUAALMUN.

Ecnn OMI He MOryT YHUYTOXUTb 6a3bl NpaBoOXpaHuTenei, To OHN, 0YEBUAHO,
nonayt aopyrum nytém. B noboi cucteme camblii ya3BUMbIA GakTop — 3TO Yeno-
BeKk. B TeueHne 2016-2017 ropoB PBEP BHMMATENLHO OTCAEXNBANO MOMNbITKU KYNUTb
Ha 4YEPHOM pbIHKE Te WU UHble 6a3bl N306paxeHnii ¢ Bugeokamep, yCTaHOBJIEH-
HbIX B Kage, TOproBbix LEHTpax, psAaoM C MOJANLENCKUMUN ydacTKaMu, 3LaHUSIMU
®PBEP u T. N. 3T0 HABOAUT HAaC Ha MbIC/b, YTO MNPECTYNMHUKN Ha4aan co3ngaHue coo-
CTBEHHOV 6a3bl faHHbIX C UCMNONb30BAaHMEM MPUMEpPHO Tex xe peweHun NN, yTo
M NpaBOOXpaHUTENbHble OpraHbl. [epBas — 310 6a3a areHToB MoA MPUKPLITUEM
u oceegomutesnei. B penax, oTHocawmxca K komneteHuun OBP, 6onee yem B 70%
cnyyaeB ycnex Oblsl CBA3aH C paboTON CeKpeTHbIX COTPYAHUKOB.

Takxe 0XnparTcs NONbITKU CO34aHUSa KPUMUHANIOM 6a3 AaHHbIX Ha COTPYAHU-
KOB MHGOPMAaLMOHHBIX LEeHTPOB noavuun wrtatoB n PBP. To ecTb nogen, pony-
LWEHHbIX B CBATad CBATbIX. C y4eToM TOro, 4TO y KaXxAaoro, gaxe camMoro npepaH-
HOrO0 1 OTBAXHOr0 NMPaBOOXPaHUTENS €CTb YA3BMMble MecTa, co3aaHue noaoOHbIX
6a3 morno 6bl UMeTb rubenbHble NOCNeacTBUS.



