Ceityac TeMa KpUNTOBAJOT MO NMONYASPHOCTU comnepHu4yaet ¢ 6atnamu pane-
poB. MHOrve BOCMPUHUMAIOT KPUMNTOBAJIOTHYIO JIMXOPAAKy KakK 4YTO-TO MOAHOeE,
npexopawee. MHorue rypy-akOHOMUCTLI TYT Xe BcnomuHatot Hupgepnangbl XVl Be-
Ka, Korga nykKoBuubl TIONIbMNAHOB NpoAaBanncb No ueHe aomoB. Poccuinckomy Ha-
ceneHunto, ¢ U3ymsieHMem Habnogawwemy 3a 6UTKOMHOM, Ha yM npuxoaat MMM
c C. MaBpoau n agpyrue nupamumabl 90-x.

OpHako o 6UTKOMHE U GiIoK4YeiiHe He CTOUT CyauUTb NMOBEPXHOCTHO. OHU noaBu-
JINCb B Hawemn XN3Hu He cnyvanHo. Mpuwnu Hagonro. lNpexae Bcero, AeTeKTUB-
Hasa 3aBa3ka. butkoiH nogsuncsa B 2008 roay. 310 roa rnobanbHOro GUHaAHCOBO-
3KOHOMMYECKOro Kkpuauca. Ero cospan 4enosek unuv rpynna aogen, Kotopbie o
CuX Nnop He n3BecTHbl. [Jonroe Bpema, BniaotTh Ao 2013 roga npo GMTKONH 1 KpuUn-
TOBaOTbl ChAbllIanM TONbKO LWKNGPONAHKN, XaKepbl U KOMMbIOTEPHble daHathl.
Oa u 1o He Bce. Mexny TemM, OMTKOIH — 3TO NJIOA, HE NMPOCTO OrPOMHON PaboThI,
a coeguHeHus naen, BbICKa3aHHbIX 3aA40/r0 A0 CO34aHMSA NEPBOMA KPUMTOBAMIOTDI.

YT106bI NOHATb BAXHOCTb 3TUX UAEN N CNIOXHOCTb MX YNAakKOBKU B OAVH NPOAYKT,
pa3bepémcsa, 4TO Takoe OGUTKOWMH U Aapyrue KpunrtoBanoTbl. HekoTopble cyuTaloT,
4YTO 3TO KOMMbLIOTEPHbIM Kkop. [pyrne nonarailT, YTO 3TO CBOEro poga MaHus,
npeaMmeT cnekynauun. TpeTbu YTO-TO pacckasbiBalT nNpo wudpbl. YeTBEpThbie —
npo npoTokonbl. B uTOre, ocCHOBHaAsA 4acTb NyOGJINKU, He MNOrpyXeHHas rnyboko
B NporpaMMupoBaHuMe U XanTek, BOOOLLe He NMOHWUMaeT, YTO MPOUCXOAMUT B FJ10-
6anbHOM MacLwiTabe y HMX Ha rna3ax. C ucnyrom u pacTepsiHHOCTbIO JIIOAN BO BCEM
Mupe HabnopaloT, Kak OykBanbHO 3a ABa roga U3 HUYEro BbIPOC OFPOMHbIN Pbli-
HoK. Celtyac OH oueHmBaeTca npumepHo B 120 mnppa gonnapos.

Mo cytTn, GUTKONH 1 apyrne MoLLHbie KPUNTOBANIOTbI — 3TO OFPOMHBbIN pacnpe-
[enéHHbIN KomnbloTep. OH COCTOUT U3 CBA3aHHbIX CETbIO U OCHALLEHHbIX creumab-
HbIMW NMPOrpamMMamMun KOMMbIOTEPOB BCEX, KTO y4acTBYeT B TpaH3akumsax. Tenepb no-
CMOTPMM, 4YTO HYXHO pacnpenenéHHOMy KomnbioTepy ans pa6otbl. Mpexae Bcero,
caMu KOMMblOTepbl, NpoBaingepbl, KOTopble 0O6ecneYynBaloT CBA3b, U XefaHue Jto-
[en 3a KoMNbloTeEpPaMu NOAAEPXUBATL CETb M YTO-TO B Hel aenatb. Bbiaenum rnae-
Hble COCTaBngalLWmMe KPUMNTOBaNOThI.

MepBoe. Kak 3aTo HM napagokcanbHO, KPUNTOBANOTHAA PEBONOLUA — 3TO He
peBonouUns, a KOHTppeBotouma. O6LLEenOCTYNHbIA MHTEPHET NOSBUJICS B MUpPEe Ha
py6exe 80—-90-x rogoB, a akTUBHO cTan pa3BuBatbcs B Hadane 90-x ropos. UH-
TEpPHET — 3TO mepapxumyeckas cTpyktypa. OH OepXUTCH Ha KOPHEBbIX CepBepax,
CKpennsaowmnx BCIO BCEMUPHYIO NayTMHY. OTO M eCTb CeTb UHTepHeT. OpgHako 3a-
[ONro A0 NHTEPHETA NOSBUINCL OQHOPAHroBble CETU. JTO CETU, FOe BCE y4aCTHU-
K1 obnapanv paBHbIMU NpaBamMu U nepepasann opyr Apyry CUrHanabl ¢ KOMMNbloTe-
pa Ha komnbloTep. KpMnToBanioTbhl UCMOML3YIOT MMEHHO OOHOPAHIOBblIE, UMK, KakK



ux eweé HasbiBatoT, P2P ceTtu (paBHbIi K paBHOMY). B ceTn — kak B XU3HU: ecnu
€CTb Mepapxus, TO eCTb HavyaJlbHUK WU X039UH. Takue ceTu paboTtaloT GbicTpee,
Toroa MX y4acTHUKWU MOJNTHOCTbIO 3aBUCAT OT X039€B UHTEPHEeTA.

BTopoe. NIHTepHeT B 3Ha4YUTENbHOWN CTENEHU CTan TEM, YTO OH ecTb, Onaroga-
psa npoTokony nepenayun paHHbix http. O693artenbHas coctaBngowas no6on kpun-
TOBaNOTbl — BJIOKYEH — 3TO U eCTb Apyroi npotokon. OH NpeaHa3HayeH He ans
nepeaayn runepTekcToB (knuMkabenbHbIX TEKCTOB U Ap. MHbopmauun), a gnsa ne-
penayn TpaH3akuuil (nepesoga geHer, nepepadv npaB COGCTBEHHOCTM U T. M.).
Bnok4yeiH — 3T0 CBOEOOpa3HbIl MHTEPHET OEHET.

Tpetbe. Mpu no6om B3aMmMopelCcTBUM €CTb kito4yeBas npobnema. 3To npo-
6nema goBepusi. BooGLie BCS HbIHELWHAS 3KOHOMMKA B 3HAYMTENIbHON Mepe poaun-
nacb B pamkax pelueHus npodnembl nosepus. BHyTpu cembu, 0co6eHHO Tpaguum-
OHHOIA, Takoii NMpob6nembl HeT. A paxe MeXAy XOpOoLIO 3HAKOMbIMW NIOAbMU OHa
BO3HMKaeT. HblHELWHAA geHeXxHaa cuctema, Oyxrantepckuii y4ér, ga n ropmpunyec-
Kne HOPMbI peLLaloT B 3HAYUTENIbHOWN cTeneHn npobnemMy aosepus. PelialoT nyTém
MUCaHbIX HOPM N HakKa3aHUM 3a UX HapylweHue. BUTKONH C NepBbIX AHEN CBOEro Cy-
LEeCTBOBaHUS peLuan KioyYeByto 3agavyy — obecneynTb B3aMMoaencTeme Koro yrog-
HO B YC/IOBUSIX HEMOJIHOTO AoBepus. Bbin HanucaH nporpamMMHbIN KOg, NpoToKona —
6nok4yeliH, — KOTOpbIN obecrneyMBaeT aBTOMaTUYECKOE BbINOJSIHEHNE TpaH3aKuui
(noObIX caenok, NepeBoaoB) NULLb TOr4a U €CNv CTOPOHbI BbINOJIHAOT NpPenycMo-
TPEeHHbIe NporpamMmmamm ycnosus. OHU MOryT ObITb KakmMe yrogHo.

YetBépTOoe. byxrantepckmn y4éT. byxrantepus NpoHU3bIBaeT BCK Hally
XN3Hb. Be3 Heé Mbl HUKypa. Yxe noytn 500 neT Mbl NONbL3yeMCs ABOMHON Oyxran-
Tepuen n ceoaum nebet ¢ KkpeauTom, yobiTku ¢ goxogamu. MNMpu aTOM CyLLECTBYIOT
OrpoMHble apMumn GyxrantepoB U opucTtoB. OHU cneaqaTt 3a TeM, 4TOObl Oyxrante-
pua Benacb npaBuibHO. HeCcMOTpS Ha 9TO, €XerogHo Mup COTPSACAlT CKaHJanbl,
Korpa KpynHenwmnmM KoMnaHusam ypaértca rogaMmn BeCTu NoaaenbHyo Oyxrantepuio.
Eweé B koHue 80-x rogoB npoLwsioro Beka Obia co3gaHa TPEXCTOPOHHASA OyxranTte-
pusa. K pebety n kpeguty 6bina gobaBneHa TpeTbs 3anucb — TpaH3akuus. Mo cy-
TN, CeTb KPMNTOBAIIOT — 3TO HE TOJIbKO OrPOMHbBIA pacrnpenenéHHblii KOMMbloTEp,
HO U orpomHas 6asa faHHbIX, B TOM 4ucne oyxrantepus. B Heli 3anoMHeHbl Bce
TpaH3akuun. JeHbrv NnpocTo He MOryT ncye3HyTb 6eccnegHo. OHM Bcerga npuxo-
0T C 0AHOro agpeca Ha Apyron. 3Ty TpaH3akUUIO HEBO3MOXHO 3a0biTb, CTEPETb
wnn noanpaBuTtb. OHa ob6wenocTynHa Ans BCEN ceTu.

Matoe. Ong Toro, 4toObl rMraHTCKUN pacnpenenéHHblii KoMnbloTep pabdoTan,
y ero y4acTHUKOB [O0NXeH OblTb MHTepec. KTo-TO AOJIXEH pacxofoBaTb 3/1€KTPO-
3Hepruio, MCNosb3oBaTb CBOU KOMMbIOTEPLI A9 NoAnep>XaHus paboTbl ceTu, ocy-
wecTBNeHMs WwndpoBaHMa A8 TOro, 4YTOoObl HUKTO HE MOr nogaenarb HU OAHY
TpaH3aKkuuto. BoT B 9TOM-TO NyHKTE K NPOTOKONY M BCEMY OCTanbHOMY fobaBnseT-
ca KpunToBantoTa.

Kak npeanonoxunu aBTopbl AaHHOW CTaTbu B Haweil kHure “KnbGepBOWHbI
XXI Beka. O yém ymonyan CHoyaeH”, rpynna o4eHb HEMpPOCTbIX U HeCNyYanHbIxX
pa3paboTYnKOB M Ntogen N3 3NUT cBa3ana co3aaHue v noaaepxaHne ceTm ¢ UHTe-
pecom. YTo6blI Gblna ceTb, HeaoCTaToO4yHO npoBanaepa. Hapo, 4to6bl pabGotanu
KOMMNbIOTEPbLl U UCMOJIb30BaNUCh UX MOLHOCTU. Torga co3patenb (-nm) 6nokyenHa
u npugymanu 6utkoiiH. OHM NpeaycMoOTpesnn AOMNOSHUTENIbHO K MPOTOKONY Mpo-
rpammy, no CyTu, KoA, KOTOPOMY Npupaaércs onpenenéHHas ueHHocTb. Kak Tonbko
nosiBNSeTCS LEHHOCTb (HeBaXHO, B YEM OHA BbipaxeHa), W nogu cornawatpTcs, 4To
3TO — MMEHHO LLEHHOCTb, OHW Ha4yWHaKT TPaTUTb CBOU pecypcbl (B AAHHOM Chy-
4yae — UCNonb30BaTh CBOWM KOMMbIOTEP) HA TO UK UHOE Aeno. Tenepb NPOCTO No-
HSITb, YTO Takoe MaiHUHIr. 3TO paboTa onpeAenéHHOM NPorpamMmMbl Ha KOMMblOTEpPE,
KoTopas noapepXuBaeT CYLeCTBOBaHME M pa3BUTUe ceTu OGrokyeiriH. U Huyero
6onblwe. Ecnu roBoputb rpy6o, To GUTKONH — 3TO BHYTPEHHSAS BantoTa ceTu 6nok-
YyeWH OUTKOWNHa, BUpTyanbHaa undpoBas BanoTa, NpeaMeT uHTepeca U Boxaene-
HUa maiHepoB. Celivac NOSBUAUCH ApYyrve NPOTOKOMbl 6GnoKyYenHa, NpuBsi3aHHbIe
K MHbIM undposbiM MoHeTaM, — Ethereum, Ripple u gp.

Moyemy peyb cCHavana nowia o BHyTpeHHell Bantote? MNoyeMy GUTKOIAH CBA3bI-
BaeTcs ¢ npectynHukamu? Henb3s nu pasgenutb 610K4e€iiH 1 aHOHUMHOCTbL? 3aech
3akJiloyeHa ewe ogHa TanHa 6utkonHa. C nepBbix OHEN CyLLEeCTBOBaHUSA UHTEPHE-
Ta 3HauuTesNbHas 4YacTb Haumbonee NPOABMHYTbIX AWTULLHUKOB OOposiacb MPOTUB
[uKTaTa rocyfapcTB U UX KOHTPOSSA Hapj ceTbio. MNpu aTom Yyem pganblie, Tem 605b-
we B 60pbOy OblLNM BOBMEYEHbI NyyllMe MO3ru. Xakepbl, 0gHMM cnoBom. MoaTomy
€CTeCTBEHHO, 4TO Npu pa3paboTke GUTKOWHaA ObiN caenaH ynop Ha wudpoBaHue



M aHOHMMHOCTb. Ecnu nouymtatb nepeble 00CyXAeHus OUTKolHA Ha dopymax
2010-2012 ropoB, MOXHO YBUAETb, YTO Ha TEMY KPUNTOBaNtoT 06LWanMCb B OCHOB-
HOM Xakepbl, WKUPPONaHKKU, KOMMNbIOTEPHbIE aHApPXUCTbl U T. A. He 3psa OUTKOWH
nosiBUJICS Nocyie Bocxoaa 3Be3abl [xxynuaHa Accanxa, a ¢paHTacTM4eCKuin nepsBbin
B3/IET ero KkanutanMaaunm npomns3oLwén nocne otkposeHui 3. CHoyaeHa u BcemMup-
HOA MaHuUK NPUBATHOCTWU.

CTtporo roBopsi, 6G/10K4ENH MOXET CYLLLEeCTBOBATb U yXe CYLLECTBYET Kak wund-
pPOBaHHbIN, HEB3/1laMbiBa€Mblii, HEAHOHMMHbIA NPOTOKOJI.

Bonee TOoro, HeaHOHMMHbIN 6NOKYEIH — 3TO MeuTa 1l06Ooro NPaBoOOXpPaHUTENS.
B mMupe HeaHOHUMMHOro 650K4YeiiHa He TOJIbkO BCe 3HAKT, Kakue TpaH3aKuuu npo-
MCXO0AAT, HO U KTO KOMY NepeBoanT, 1 gaxe — Npu onpenenéHHbIX yCNoBUAX — KTO,
CKOJIbKO U KaKoi KpUNTOBasnoThl Unn ¢puatHbix aeHer (ponnapos, eBpo, ¢ppaHKoOB
M T. M.) UMEET B KOLLeNbKax.

CyTb BaxHeuwwel 3apayn, KOTOPYK peluun YCnoBHbiA HakamoTo*, B cnepyto-
wem. [na Kaxpon cetTn rnaBHoe — e€ noanepxaHue n poct. NMpunaymas BHYTPEHHIOO
BaNIlOTy O650K4YeilHa — OUTKOIH, — OH 3auMHTepecoBas NPOABMHYTbIX Pa3paboTYNKOB,
XakepoB, WNOPONaHKOB UCMNONb30BaTh PECcypCbl COOCTBEHHbLIX KOMMbIOTEPOB A
nopgaepxaHua cetu. [ng aToro Hago ObIO TONBKO CKavyaTb NPUIOXEeHue u npespa-
TUTb CBOW KOMMbIOTEP B 3JIEMEHT BCEMMPHOro pacrnpenenéHHoro KoMmnblotepa.
Mpu 3TOM BHavane BO3HarpaxzaeHue ObINO NONy4YUTb B pasbl yierye, 4em ceiivac.
B O6ypyuwem O6ynet COBCEM CIOXHO.

Xutpoctb HakamoTo B TOM, 4YTO Ha MPOrpaMMHOM YPOBHE OH 3apaHee Mnpo-
rpaMMHO YCTaHOBWJI, CKOJIbKO BCEro MOXEeT ObiTb CreHepupoBaHO OGUTKOMHOB 3a
BCIO ucrtopuio. Kctatn, MMEHHO MO 3TOW MPUYMHE KlaCcCUYeCKUin OUTKONH cTan
NIUWb NEepPBOI CTYMEHbIO pakeTbl, a HE KOCMUYECKNUM Kopabném nosHocTbio. OpguH
OGUTKOMH HMKOIrAa HEe CMOXET NOKPbITb NOTPEOHOCTU MUPOBOI S3KOHOMMUKMU.

Korpa paspabot4mkm paso6panncb B HOBOM NPOrpaMMHOM Yyae, OHU CTanu Ha
npoTokone 6uTkoiHa — GnokYenHe — NpUMAyMbiBaTb CBOM BapuaHTbl BantoT. Mx no-
aunocb B 2012-2014 ropax HemepeHo. bonblias 4acTb M3 HUX He BbbXuna, Mo-
CKOJIbKY HM4ero nHTepecHoro B cebe He coagepxana. OgHako coObITUS, CBA3aHHbIE
C BbIMYCKOM KpPUNTOBANIOT “Ha koneHke”, capadaHHoe paano, BUPYCHbIA MapKeTUHT
coenann ceBoé peno. Mudopmaumsa o HEM-TO HOBOM, HEMOHATHOM, C KaKON-TO BHYy-
TPeHHel LEeHHOCTbIO cTana AOCTYMHOM He TOJIbKO Y3KUM Kpyram npoABUHYTbIX aii-
TULWHWKOB, HO N MpPecTyrnHuKam, OoTMbIBaTeNAM AeHer, OupXeBbiM CreKyiasaHTaMm.

B 2014 rony cnyumncs nepBbii SKCMOHEHUWaNbHbIA NOALEM Kypca OGUTKOWHA.
MeHee 4yeM 3a rog oH nogHsanca ¢ 200 no 1200 gonnapoB U NPEBLICUN LEHY YHUUN
3onoTta. 3arem noweén BHM3. V3 BHyTpeHHel BantoTbl OMTKOMH-0/0K4YEeNHa OH npe-
BPaTUICA B KPUNTOBANIOTY — MHBECTULUOHHLIN aKTUB, KOTOPbIN MOXET KYNUTb UN
npopgatb Nboii xenatowwuin. Mpexae Bcero, He AN Toro, 4YTto6bl OMTKOMHOM 3a
4YTO-TO pacnsiaynBaTbCs, XOTS 3TO ObIO U OCTAETCH BaXHOM PyHKLMEN, a FNaBHOeE,
4TOObI MM CHEeKyNMpoBaTb — NOKynaTtb M npojasatb. B utore 6utkoitH pe dakto
ctan peHbramu. lpaBpa, B MUpPE MOYTM HUKTO He MPU3HAET KPUNTOBANIOTbI 3a
neHbru. B nepBylo oyepenb, He NPU3HAIOT LEeHTpanbHble 6aHku. BaHkn v nNpaBu-
TeNbCTBa Ha3blBAOT OUTKOWH U Apyrne KpUnToBantoTbl MHBECTULWUOHHbLIM aKTUBOM
WM o0cobbiM KJlacCOM TOBapoOB, HO, MO CYTU, MOSBUJINCb UMEHHO AeHbrn. [eHb-
r — 3TO He NPOCTO CpeAcTBo obMeHa. BoT 4To nuweT o AeHbrax B kHure “eMoney.
HeodurumnanbHas 6uorpadus geHer” 6aHkmp n nyonuumnct Pennkc MaptmuH: “Mox-
HO cKa3aTb, YTO B LLEHTPE HOBOW TEOPUU AEHer nexuT naes kpeguta. OeHbrn — He
cpencTBo obMeHa, a coumanbHas KOHCTPYKUMS, cocTosuwas M3 TpEx dyHpameH-
TajbHbIX 31IeMeHTOB. [epBbi U3 HUX — abCTpPaKTHbie eAUHNLbI LLEHHOCTU, B KOTO-
pbIX M3MepsalTCca AeHbrn. BTopoii — cuctema cyetoB, 6rnarogaps KOTOPbIM MOXHO
BECTM YYET AO0NTOB MU KPeanuToB GUINYECKUX NUL, NN YYPEXAEHUNA N OCYLLECTBAATb
TOProBA Mexay HAMU. TpeTuilt — BO3MOXHOCTb nepenaydn KpeamTopomMm nonyyeH-
HOro o693aTenbCTBa TPETLEN CTOPOHE ANA norailieHusa apyroro gonra”.

JeHbram He o06s13aTeNbHO ObITb 30/10TOM UK cepebpom. Yxe B XVIII Beke oHu
cbpocunn BewecTBeHHY0 GOpMYy U cTanum OyMaXHbIMU. 3aTeM BantoTbl NpeBpaTu-
JIUCb B NPOrpaMMHbIN KOA, NepeaaBaeMblii CUTHaNaMu, HUYEM He OTMYalWwmnmMm-
ca (3a UckNYeHneM PUANYEecKoil HoOpMbl) oT O6uTKonHa. Pasnuuue B TOM, 4TO
3MUCCUN, TO €CTb BbIMNYCK AEHer, MOryT AenaTtb TOJIbKO LeHTpaNibHble 6aHKU rocy-
papcTte unu rpynn rocypgapcte (EC). Bonblie HUKAKMUX OTAN4YKNiA ceroaHsa HeT. Bonee

* Catown HakamoTo — NCEBAOHMM 4YenoBeKa WAW TPynnbl nuy, pa3paboTaBIMX MPOTOKON
KPUNTOBaNOTbl GUTKOMH.



TOro, OUTKOWNH, 0OBLEM KOTOPOro OrpaHN4YeH, XOTA Obl 3TUM OTINYAETCH OT AMUCCUMN
[0nnapoB, eBpo U T. M.

O GnokK4YeiH-TexXHoNnornax

HanoMHMM, 4TO 6J10KYEH-TEXHONIOMMM 6a3UpPYIOTCA Ha AELEeHTPann30oBaHHbIX
unn P2P ceTax ¢ OTKPbITbIM UCXOAHBIM KOAOM, KOTOPbIE UCMOJb3YIOT KpunTorpa-
duyeckme cpeacTtBa NpPoBepkM TpaH3akuuil n obecnedeHus paboTbl ceTU, He Mo-
narasicb Ha CTOPOHHIO KOMMaHuio. KpuntoakTuebl GYHKUMOHUPYIOT Kak ¢popma
undpPOoBbIX CPEACTB, MO3BONAIOLWNX OCYLLECTBAATL NPSAMbIE MAATEXU U UHbIE TPAH-
3akuMu cuaaMum caMux y4acTHUKOB ceTu mMexay coboi. OHM npenocTaBnstoT Bbi-
YncnuUTenbHble MOLLHOCTA CBOMX KOMMbIOTEPOB M MOJy4aloT 3a 3TO BO3Harpaxnpae-
HMe B BMAE TakK Ha3blBA€MbIX TOKEHOB.

B HacTosiliee BpeMsi TeXHONOrns 610k4eiiH Hambonee WNPOKO MCMNONb3yeTcs
B MHBECTULWNOHHON cdepe. Bnok4yenH-TeXHONOrMs UMeeT Takxe rpomagHble nep-
CMeKTUBbI 3a NpeaenaMmu MHBECTULUMOHHO-GUHAHCOBOW cdepbl AN XpaHEeHNs pac-
npeaenéHHbIX PecypCcoB pa3/IMYHOro poaa, npoeeaeHusa pedpepeHnymoB U ronoco-
BaHWN, NOBbIWEHUS HaAEXHOCTU norncruyeckmx ceten m 1. n. B 2018 roay no
oueHKaM wuccnenoBaTtenbCckom rpynnbl BceMupHoOro akoHomuyeckoro ¢opyma
B JlaBoce Hanbosee OGbICTPO Pa3BMBAOTCSH HE MPUBbLIYHbIE — OTKPbLITbIE — G/IOKYENH-
cetu, Tnna adupuyma, 6UTKOHA U T. M., a 3aKPbITble KOPNOpPaTUBHbLIE N rocyaap-
CTBEHHble GnoKYeiH-ceTn, 6a3npyloWwmecs Ha CBOMX YHUKaNbHbIX MPOTOKONIax. dTu
cetn He npoBogaT ICO, ux TOKEHbl HEBO3MOXHO KYNMUTb HA KPUNTOOOMEHHbIX BUp-
Xax, UX nnaTéxHble CpeAcTBa He KOTUPYIOTCSH B KPUNTOOOMEHHMKAX.

Mo cocTtosHuio Ha Havano uiong 2018 roga o6was kanuTanusaunsa KpuntToBa-
JIIOTHOIO pbiHKA cocTaBuia npumepHo 280 mnpa Aonnapos, YTO HA NOPAAKU 60Nb-
we, 4yem B mae 2017 roga. Ha pbiHke KpUNTOPECYPCOB NPOAo/IKaeT AOMUHUPOBATh
OGUTKOIH, Ha [0JII0 KOTOPOro NPUXOAUTCH NPUMEPHO ABE NATbIX OT 00LWein KanuTa-
nM3aunm pbiHKa KpuntoBaniot. Mpu 3ToM ero gonga cHuxaetrca. B Havyane 2017 ro-
ha Ha OUTKOMH NPUXOAUNOCH MOYTU YeTblipe NATbIX.

Jliobas uHHOBauUug, a TeM Oonee BbiCOKas TEXHOJIOIUA WMCMOJb3yeTca Kak
B 3aKOHHbIX, TaK U B KPMMUHaNbHbIX Lenax. Mano KTo 3HaeT, 4YTo, Hanpumep, aB-
TomMo6unb B CLUA BnepBble Obl UCNONb3OBaH CHayana NpecTynHMKaMun, 4Toobl
rapaHTUpPOBaAHHO OTOPBATbCS OT MOFOHU, a YX 3aTeM MOCTYNMWu/ B pacnopsXeHue
npaBooxpaHutenen. Bnok4yemnH-TeXHONOrMmM Kak TEXHONOMMYECKUN NakeT, BKIOYa-
IOWKUiA MaTteMaTnyeckme, NporpaMMHble, lopuamyeckue, GUHAHCOBO-3KOHOMMYEC-
Kne 1 coumasibHble MIHHOBaLWUMW, TakXe UCMOJIb3YIOTCHA, C OO4HOIN CTOPOHbI, OU3He-
COM, rocypapcTBaMu, rpaxaaHCkMM OOLecTBOM, a C ApPYroii — MpecTynHuUKamu
M TeppopucTamm.

O npoTuBOpEYMBbLIX OLLEHKax KPUNTOBasoTbl U GriokyeliHa CBUAETENbCTBYET
cnepyowmin nto6onbiTHbIN Gakt. B mae 2018 ropa oaHon rpynnoin akcneptoB EB-
ponapsiameHTa Gbln NOAFOTOBAEH BECbMa TPEBOXHbLIN Aoknag 06 UCNonb30BaHUU
npecTynHnkamMmm n TeppopucTtaMmu KpUNToBalOTbl U TEXHONOIMN ONOKYEenH. A yxe
B uone 2018 roga opyron aKCNepTHOM rpynnon ans toro xe EBponapnameHTta Bbi-
NyweH Ooknaj, B KOTOPOM COAEPXMUTCS BbIBOA, O TOM, YTO KPMMNTOBANIOTY cCrnenyet
npu3HaTb MNOJIHOLEHHbIM (PUHAHCOBLIM WMHCTPYMEHTOM, a TexXHoNorus OnoK4YeinH
[enaeTt KpMNTOBAIOTHbIE TPAH3aKLUM OTHOCUTENbHO 6e30nacHbIMU, NPO3pavyHbIMU
M ObICTPbIMMU.

Ecnu kpunToBanioTbl U 6/10Kk4eiH — 3TO “Hawe BCE” B “4ygHOM HOBOM LMbpPO-
BOM Mupe”, TO noyemy Torga BCE yalle Takume opraHusaumm, kak WMHTepnon, EB-
ponon, FATF (mexpyHapopgHasa rpynna paspaboTky ¢uHaHCOBbIX Mep no 6opbbe
C OTMbIBaHMEM feHer) ObloT TPEBOry MO NOBOAY KPMMWHANbHbLIX ABNEHU BOKPYr
KpPUNTOBanioTbl N 6nokyenHa? A YnpasneHne no Hapkotukam u npectynHoctn OOH
BOMPOC 00 MCMONb30BAHUM NPECTYNHUKAMWN KPUMNTOBANIOTbI U TEXHOJIOMMM G10KYENH
NnoCTaBuU/IO B YUCJIO NEePBOOYEPEnHbIX HA pacCMOoTpeHne ovyepenHoro — 14-ro KoH-
rpecca OOH no npeanynpexaeHnio NPeCTyNHOCTU U YroIOBHOMY NPaBOCYAUIO, KO-
Topbiii cocTtontca B 2020 roay B Kuoto (AnoHua)? U nodyemy 3 uiona 2018 roaa
naTtb ctpaH — ABcTtpanusa, Kanapa, Hupepnanabl, Benuko6putanua v CLUA o6ba-
BUAN 0 co3pgaHuu MexayHapoaHoro anbsHca J5 no 6opb6e ¢ cepbE3HbIMU MEXAY-
HapoOAHbLIMU MPECTYNNEHUIMUN, OTMbIBAHMEM OeHer U KMbepnpecTynHOCTbIO MO-
CpPeACTBOM UCMOJIb30BaHUSA KPUNTOBANoOT?

MNepBoe, Ha 4TO cnepyetT o6paTUThb BHMMAaHME: OCHOBHOW 06GOPOT Kpuntoak-
TUBOB CErofHs CBfI3aH HEe C UX MCNO/Ib30BaHNUEM B KayeCTBE MJaTéXHbIX CPeAcTB



nn6o KIYen JocTyna K NPUNOXEHUSM U CeEpPBUCAM, a B CNEKYNATUBHbIX LEnsx.
Benukune nHeBectopbl, Hanpumep, YoppeH Badder u xoH Born, 4é€Tko pasnuya-
10T Ha GUHAHCOBbIX PbIHKaX WHBECTOPOB U CMNEKYNAHTOB. MHBeCTOpbI BKIaabiBaloT
OEeHbIM Ha JONIFOCPOYHYIO NEPCMNEKTUBY, CTPEMATCS Tak MW MHaYe cnocobCcTBOBATbL
YAYYLIEHUIO YNpaBieHUs KOMNaHuen, YbM akuum OHU Npuodpenun, NoBbIWEHUID eé
9KOHOMMYECKMX MokasaTteneli. CnekynsaHTOB Xe UHTepecyeT TONbKO NpubbIib, No-
Jly4eHHas 3a CYET pa3HuUbl LEeH MOKYNKM U MpoAaxu, paHblle Ha MHTepBane OHEWN
M 4acoB, a C MOSIBJIEHNEM TOProBbIX POOOTOB — MUHYT U CEKYHA.

Mo cytn, eweé He peannsoBas CBOIO 3aSIBJIEHHYIO QYHKLNIO, TOKEHbI CTAHOBAT-
cq npegmeToMm cnekynsuuun. Bonee TOro, ectb OCHOBaHWSA nonaratb, 4TO 3Ha4YM-
Te/lbHaa 4aCTb TOKEHOB BMJIOTb A0 CBOEWN €CTeCTBEHHOW KOHYMHbI TaK U OCTaHeTCH
npegMeToMm onepauuii Kynam-npoaaxun mMexny KpuntoBantOTHbIMU CMEKYNSHTaMu
M HUKOrga He nepenpér B GyHKUMOHaNbHY0 ¢a3y. ToOKeHbl Tak N He CTaHyT peanb-
HO MCNOJNIb3YEMbIMM NNATEXHbLIMU CpeacTBaMU, KioyaMmu, obecneymBalowMmMm oo-
CTyNn K JEeACTBUTENbHO paboTaloWwmMM U HYXHbIM MPUNOXEHUAM WX 3NEKTPOHHOMN
dopmoin noaTBepXAeHUs npaBa COOCTBEHHOCTU Ha Nl0OOWN akTMB, MPU3HAHHON
perynatopamu.

CornacHo ot4éty ®BP, onybnukoBaHHoMy B anpene 2018 ropa, npumepHO
85% TOKEHOB, B HacTosiLlee BpemMs 0OpalaloWmMxcs Ha KPUNTOBaNOTHbLIX OMpXKax,
He NoaKpenseHbl KAKUMU-TNG0 MHPPACTPYKTYPHLIMU PELLUEHMSMU, MNbITAlOTCA pea-
nn30BaTb 3aBEAOMO HEHYXHble NOTpPebuTento NpoekTbl NIMO60 He 06napaloT gocra-
TOYHbIM YPOBHEM KBanudukaumm KomaHa pa3paboTymkos. MpUYMHOIN Takoro noso-
xeHns OBP Ha3biBaeT 6ecnpenaTCTBEHHOE NPOBEAEHNE NEPBUYHbIX NPeANOXEHUN
moHeTt (ICO).

ICO npepnctaBnsaT coboii cnocob cbopa cpencTs, anbTepHATUBHbINA BEHYYpP-
Homy kanutany. o mHeHuto PBP, nogaBnsiowee 4yncno mHmnumatopos ICO yxe
B MOMEHT €ro NpoBeAeHnNs 3HaOT 0 HepeanuadyemMocTn npoekta. CoTpyaHukm ®BP,
a Takxe npencTaBUTENV HaNoOroBbiX OPraHOB psifa aHroroBopswWMX rocynapcts
npoBeNn aHanu3 UCMNONb30BaHUA CPeAcTB, nojydeHHbix oT ICO pykoBogutensamu
KOMaHp, 6110K4eNH-NPOEKTOB. BbIACHMNOCH, YTO 3HAYUTENIbHAsA 4aCTb CPEACTB UH-
BECTOPOB TPATUTCH MO0 Ha NIMYHbIE LenM — MOKynKy MalluH, 4OMOB M gaxe ca-
MONETOB, — NUOO Ha peksiamMHble Lenu, nogaepXxuBalolme NHTepec MHBECTOPOB
M WKNPOKOIN NyOGANKN K BAHHOMY TOKEHY.

KpuntoakTuBbl UCMNOb3YIOTCA HE TOJIbKO B MOLUEHHUYECKUX Lengx, HO U Kak
cnoco6 onnartbl, NpeAHAa3HAYEHHbIN AAS KPUMUHANbHBIX OHMaNH U oddnaiiH pbiH-
koB. HaumHas ¢ 2014 ropa IOCTA EBponona nbiTaeTcs OULEHWUTb HamnpaBJ/ieHUSA
M MacwTabbl MCNONb30OBaHUA KMOEepnpecTynHMKaMu KpUNTOBaMtoT KakK MiaaTéxXHbIX
cpencte. CornacHo poknapy IOCTA 2017 ropa, yXxe cerogHs aHOHUMHbIE KPUNTO-
BasoTbl CTaNu rMaBHbIM MHCTPYMEHTOM onaTtbl B cpepe 3/IeKTPOHHOro BbiMOra-
TeNnbCTBa C UCNONb30OBaHUEM KMOepBUPYCcOB. Xakepbl TPeOYIOT GUTKOMHBI B Kaye-
cTBe onnatbl Npu BbiMoratenoctee. o gaHHbiM EBponona, tonbko B 2016 rony
nonuueiickumm opraHamm rocypapcte EC 6bino 3adpukcuposaHo 6onee 50 kpyn-
HOMacLWTabHbIX BbIMOraTe/IbCTB CO CTOPOHbI knbepnpectynHmMkoB. CpepHuii pas-
Mep TpebyeMoro umm Bbikyna COCTaBAsSA NpUMepHo 2 mnH gonnapos. B 2016 ro-
oy noytn 16% MoOHeT Obinn CBSI3aHbl C BPEO,OHOCHBIMU NporpaMMamu, TakKuMu Kak
Locky. B 2017 rogy 3ato 6binn WannaCry u NotPeya.

AmepukaHckast KomnaHua no knbepoesonacHocTu Chainanalysis o6Hapyxuna,
4yTO B NepBoi nonosuHe 2017 roga Ha aMepPUKaHCKUX KPUNTOBAJTIOTHbIX OMpXKax Obl-
no 6e3B0O3BpPAaTHO YkpaaeHo 75 mnH gonnapoB. Kpuntoo6mMeHHble niathopmbl, XO-
T9 M HasbiBalT ceba Oupxamu, AOENCTBYIOT HE TONIbKO BHE MNpPaBOBOro nons,
HO M B YCNIOBUSIX OTCYTCTBUS NMpOrpaMMHO-annapaTHoOro ayamrta ux nHppacTpykry-
pbl. M03TOMY €XerogHo HeCKOJIbKO KPYMHbIX KPUMATOBAMIOTHLIX OUPX 00bLABNSAOT
0 CBOEll KOHYUHe, 3abupast AecATKM MUIMOHOB A0//1apOB CBOUX NONib30BaTeNen,
nmn60 coobLLaloT 0 KpYyNMHOMACLITAaOHbIX Kpaxax U3 KOWesbKoB, OTKPbITbIX NOJb30-
BaTenamu oupxu. B otyéte komnaHum CipherTrace, kotopasa BbigaBnaeT GpUHAHCO-
Bble NPECTYNJEHNS Ha OCHOBE aHanun3a KPUNTOBaNOTHbLIX TPaH3aKUuii, 3a NepBoe
nonyrogne 2018 roga ¢ KpMNToOMpPX ObIIO YKPaAEeHO KPMMATOBantoTbl B TPM pasa
6onblue, yem 3a Becb 2017 rog,.

Ewé oaHol NpubbIIbHON hOpMOi KNOGEpnpPecTynHOCTU ABASETCS KPUNToAXe-
KUHT. TpecTynHMKM CKPbITHO yCTaHaBMMBAOT Ha KOMMblOTEpPE, ragaXxeTe XepTBbl
cob6CTBEHHOE NporpaMmMHoe obecnevyeHne M UCNOb3YIOT CTOPOHHUE KOMMbIOTEPSI,
KaK CBOU COOCTBEHHble. NaBHbIM 06pPa3oM, XepTBaMU OKa3blBalOTCS HE CTOJIbKO



4yacTHble iMua, CKOJIbKO KOMMNaHuu 1 koprnopauun. CornacHo nHaekcy rnodanbHom
oueHkn yrpo3 AreHtctea Reuters, kak MuHUMyM 55% komnaHuii BenukoG6putaHum
cTanu XepTBamMu KpUNToaxXeknHra. Mx KoMnbloTEpPHbIE MOLLHOCTM OblNn 3apencT-
BOBaHbl KNOEpPNpecTynHUKamMun AN NPOBEAEHUS KPUMUHaNbHbIX onepauuii. Ecnn
HECKOJIbKO YyNPOCTUTb peajibHYI0 CUTyauuto, TO MOXHO CKa3aTb, 4TO B TO BPeMS Kak
npoekTbl falecoin n golem Tonbko peann3yloTcs, KUOEPNPECTYNHUKM yXE cOo3aanu
CBOIl BapuaHT aHanoOrnyHbix OMOKYENH-TEXHOMOMNIN U aKTUBHO WUCMNONb3YIOT WX
B MNpPecTynHbiX uensax. bputaHckmit HaumoHanbHbil LleHTp knbGepbGeszonacHocTU
m HaumoHanbHoe AreHTCTBO No 6opbOe C NPECTYyNHOCTbID yKa3anu, 4TO
B 2018-2020 romax KpMNTOOXKEKUHI CTaHET OAHOW U3 rnaBHbIX GOPM BbICOKOOpPra-
HN30BaHHOW NpecTynHOCTU. [epBOHAYanbHO KPUNTOOXKEKUHI BO3HUK Kak ¢dopma
MCNONb30BaHNSA CTOPOHHUX BblYMCAUTENbHbLIX PECYpPCOB AN NpoBeAeHUs ManHu-
Hura. 3atemM MailHUHr Obl pacwupeH Ha apyrve cdepbl, B TOM YUCNe cO3aaHue
pacnpenenéHHbix 60T-ceTel UM KOMMbIOTEPHbIX pacnpenenéHHbIX MOLLHOCTEN
onga nposegeHna DDoS atak u gpyrux kméepHanageHum.

KpuntoBanioTbl Takxe SBAFIOTCA npeano4vytutesbHo ¢dopmon onnartbl B dark
web n koHkpeTHo B cetn Tor. CornacHo pgaHHbiM UHTepnona, B 2010—2016 rogax
B cetn Tor ObINO peann3oBaHO OPYXUs, HAPKOTUKOB, KOHTPadakTHbIX U3[enumn,
noaAesibHblIX NacnopToB, NenoduibCKOro KOHTEHTa Ha cymmy 6onee 2 mapa [on-
NlapoB MCKIIYUTENbHO B KpuntoBaniTax. Ha paHHel cTtaguu NCKNOYUTENbHbIM
nnaTéxHbiM cepBuUcoM Obin 6uTKOH. HaumHas ¢ 2014 ropma, ctana pactu pons
OPYrMX aHOHUMHbIX MAATEXHbIX CPeacTB, B NepByl oyepenb, Monero u Dash.
MpakTuyeckn NONMHOCTbIO B KPUNTOBaNoTax Cyl,ecTByeT Haubonee GbiCTpOpasBUu-
BalOLLMINCA KPUMMUHANbHbINA PLIHOK — CEPBUC “NpecTyneHune Kak ycnyra”. 9ToT pbi-
HOK paboTaeT Nnogo6HO Amazon unu eBay, 4TO NO3BONIFET KJIMEHTAM OTCeXUBaTb
penytaumio NpecTynHbiX NPOBANAEPOB YCAYT.

NmeloTcs Takxe paHHble, CBUAETENbCTBYIOUIME, YTO KPUNTOBANIOThI BCE Yalle
MCMNONb3YIOTC B CXeMax OTMbIBAHMS OEeHer OpraHn3oBaHHbIMU MNPECTYMHbIMU
rpynnamu. Mo paHHbIM EBponona, yepe3 KpUNTOBaNiOThbl €XErogHo OTMbIBAETCH
3-4 mnpp eBpo unu 3-4% He3aKOHHbIX JOXOA0B, OTMbIBAaEMbIX €XeroaHo 4yepes EC
n Bennko6putanumio. O6wWwas cymma OTMbIBaeMbiX CPeACTB COCTaBJISET B HaCTOSA-
wee Bpems npumepHo 100 mnpa [onnapoB e€XerogHo, a AoNns MCMNosb30BaHuUS
KPUNTOBaNOT PacTET No 3KCMNOHeHTe. B npecce coobwanocb, 4To Konymobuiickue
M MEKCUKAHCKME HaPKOKapPTeNU LNPOKO UCMOJb3YIOT aHOHNUMHbIE KPUNTOBANIOTHI,
npexpne Bcero, Monero u Dash gnga oTmbiBaHus [oxonoB, nony4veHHbix B EBpone
oT noctaBok u3 Konymo6uu, n CLLUA — n3 Mekcukn.

Ha cocTtosaBwuxcsa B deBpane-mapte 2018 roga Bctpeyax pykosoactea FATF
c pykoBoacteoM MHTepnona n EBponona 6bina noarBepxaeHa nonHas n 6esyc-
noeHasa nopaepxka FATF co ctopoHbl EBponona n MHtepnona B pabote no aHa-
JIN3Y N NMPOrHO3UPOBAHUIO KPUMTOIKOHOMUKUN M KpuntopuHaHcoB. PykoBoautenn
EBponona n MHTepnona 3asepunu, 4TO NPUJIOXaT BCE YCUNUS, 4TOObI NpaBooxpa-
HUTENbHbIE OpPraHbl BCEX CTPaH, BXOAALWMUX B 3TU OpraHn3auuu, B Ka4ecTBe npu-
opuUTeTHOI paboyell 3aja4yn 3aHMMANIMCb aHANN30M KPUMTO3KOHOMUKK U APYrux
¢$UHAHCOBBLIX MHHOBALUWA U NPEeCeYEeHMEM NX UCNONb30OBAHUA MOLLUEHHUKaMU, npe-
CTYNMHUKaMu, TEPPOPUCTaAMU U APYIMMU AECTPYKTUBHbIMU CyObeKkTamMu, paspylua-
WUMN rnobanbHylo GUHAHCOBYIO U 3KOHOMUYECKYID CUCTEMY.

OueHKa PUCKOB MUCMOJIb30BaHMA TeppopucTamm
U KMOEePKPUMUHANIOM KPUNTOBANIOT

3a ucknioyeHnem onepauun ®BP no nukeuMaauumn oHnamH pboiHka “LLUEnKoBbIi
nyTe” B ceTn Tor u elwé HeCcKoJIbKUX He3HAYMTeNbHbIX Cly4yaeB, y NpaBOOXpaHU-
TeNbHbIX OPraHoOB B MUpPE NMEEeTCH NNLb HeOOJbLLOEe KOJIMYECTBO NOATBEPXAEH-
HbIX MPUMEPOB UCMNONIb30BAHUSA KPUNTOBANIOT AN OTMbIBAHUSA AeHer u GuUHaHCU-
poBaHua Teppopuama. B aTonm cBA3M y 9KCNEpPTOB, MU3yyawLMX HOBble POpPMbI
NpPecTynHOCTU, 4YacTO BO3HMKAET BONPOC, No4yeMy KnbepnpecTynHUK1 n Teppopu-
CTbl, aKTUBHO UCMONb3YyHOLWMNE OOCTUXEHNSA BbICOKUX TEXHOJNIOTUIN, MPUMEHUTENb-
HO K KpunToBantoTaM BeayT cebs poOGKo U Mano UCMOJb3YIT 3Ty TEXHOJIOrNYec-
KYI0 BO3MOXHOCTb?

B HepaBHeM uccnenoBaHUM B3aMMOCBA3M KPUNTOBANOT U TeppopuaMa, npo-
BeaeHHoMm ana EBponapnameHTta (man 2018 roga), HasbIBalOTCA TEPPOPUCTUYEC-
KMWe aKTopbl, KOTOPble AO0J/KHbl OblIM Obl aKTUBHO WUCMOJIb30BaTb KPUNTOBANIOTHI,
HO He genalwT 3TOoro:



— OJWHOYHbIE aKTOpPbl, KOTOPbIe HEe MMeIoT opuLManbHbIX CBA3EN C LeHTpanb-
HbIMU MPECTYMHbIMU WUAN TEPPOPUCTUHECKMMU TFPYNNUPOBKAMU, HO AENCTBYIOT
B COOTBETCTBUM C UX NpusbiBamu. MHoOrve ognHo4YHble aKToOpbl, 0CO6EHHO B EBpO-
ne n CeBepHoit AMepuke, 06n1agaloT BbICOKUM YPOBHEM KOMMETeHuuii B ob6nactu
MHDOPMALMOHHBLIX TEXHOIOMNIA U aKTUBHO UCMONb3YIOT UX A1 KMbepHanaaeHumn;

— Hebonbline rpynnbl U COCTOALLME U3 HUX CETU, KOTOpble CBSA3aHbl C npe-
CTYNHbLIMU 94paMN U LEHTPaMN TEPPOPUCTUYECKUX FPYNNMPOBOK NNLLb NOCPEACT-
BOM OHNallH CBA3e;

— opraHm3auus KOMaHOOBaHUS M ynpaerieHus 6e3 eanHoro ueHtpa. Hanpu-
mMep, Anb-Kaunpa — rpynna, KOHTpoampylwasa onpeanenéHHble Tepputopmmn, vyepes
Takue rpynnupoBku, kak boko Xapam, Anb-LLlaa6b v 1. n.

Bce oHU cocpenoTayMBaloT CBOK akTUBHOCTb B ¢duHAHCOBOM cdepe Ha cneny-
Iowmx onepaumnax:

— c06op cpeacTB pas3nMyYyHbIMU NYTAMU, BKIOYaAs KPUMUHaNbHbIA kpayndaH-
OUHT, cO0p MOXEPTBOBAHUI UNUN U3bATUE CPEACTB NerajbHbiX OM3HECOB Ha [06-
POBOJIbHOI NGO NPUHYAUTENbHON OCHOBE;

— nepemelleHue cpencTs B OCHOBHOM NyTéEM nepeBoga GUHAHCOBbLIX pecyp-
COB 4Yepe3 MeXAYyHapoaHYyl OGaHKOBCKYH CTPYKTYpy unu oduumanbHblie n Heodu-
unanbHble CUCTEMbI NepeBofa Hann4YHbIX CPeacTs;

— XpaHeHune cpencTts. Hanpumep, nytém co3paHus pe3epBOB HANIMYHbIX Ae-
Her unn pasmMeLleHns 6e3HannyHbIXx GMHAHCOBBLIX PECYPCOB B Hanbonee 3almuéH-
HbIX OLOPHbIX 30HaxX Tuna JiuxreHwTtenHa, Apyobl u CuHranypa.

CornacHo paHHbim EBponona, ns 76 cnyvyaeB TeppPOPUCTUYHECKMX N MPECTYMHbIX
onepauuil, CBi3aHHbIX C NCNoNb3oBaHneM opyxusa B 2015-2017 ropax, B 72 dury-
p1MpoBasio UCNONb30BaHME HaIMYHbIX OEHEer, a B OCTaBLKUXCA 4 — nepeBof Ha 6e3-
Hanun4yHble punaTHble cyeta. HM B 0AHOM M3 cnyyaeB He ObIIN NCNONb30BaHbI KPUMN-
TOBanNOThHI.

B CoeauHéHHbIX LUTatax Ha CerogHsAWHUA OeHb YCTAHOBJIEH TOJIbKO OOUH Chy-
Yya UCNoNb30BaHUA KPUNTOBANIOT Ana NoaaepXxkm teppopmuama. B mnione 2015 ropa
MoJiofoi Yenosek U3 Bupmxunum Anm Wykpu AmMuH Obin ocyxaéH B CLUA 3a npe-
pocTaBneHne marepuanbHon noanepxku UFNJ1. Monyyns uHpopmauuio ns Teutre-
pa o 3aKkpbiTOM nopTane B Tor, OH NepeBén HECKOJIbKO OUTKOMHOB Ha yKa3aHHbIN Ha
noprtane cyéT UTNJI.

Y10 KacaeTcqa GUHAHCMPOBAHUN TEKYLLUUX OMepauuin KpynHbIX TeppopucTnyec-
KUX rpynn, Hanpumep, Takux, kak Anb-Kaumpa v UTWUJ1, a Takxe opraHM3OBaHHbIX
NpecTynHbIX FPYNNUpoBok, B 2017 — Hayane 2018 roga He GbIO YCTAHOBIEHO HU OA-
HOrO Criy4yas UCMoNb30BAHUSA AN 3TOW Uenu KpuntoBanioT. MpuynHa 3TOro BNosiHe
oyeBugHa. C oaHOM CTOPOHbLI, NOAOOGHOro poga rpynnMPOBKKU, KakK NpaBuio, nony-
4aloT AeHbrM OT B3MMaHUSA CBOEr0 poja He3aKOHHOro Hajsora ¢ 6UM3HecoB Ha KOH-
TPONMUPYEMbIX TEPPUTOPUAX WAN BO3MNABASEMbIX NIOAbMU, CUMMNATU3UPYIOLWLUMUN
3TUM opraHusaumam. Bcé aTo nponcxoguTt B HanunyHbIX AeHbrax. C gpyron ctopo-
Hbl, 3TU CETW LaBHO YCTAHOBW/IN CBSA3U C NeranbHbiMM 6aHKOBCKMMMW MHCTUTYTaMM,
yepes KOTopble M NMPOBOAAT TeKyLiue onepauuu. Bonee Toro, skcnepTbl nonaraiot,
4YTO GMHAHCOBbIE UHCTUTYTbI 3HAIOT O NPECTYNMHOM MPOUCXOXAEHUU CPeacTB U, TeEM
He MeHee, OTKPbIBAIOT cYeTa TakMM akTopam.

Mo MHeHuto akcnepToB EBponapnameHTa, rnaBHas NpMYnMHA HE3HAYUTENBHOIO
MCNONb30BaHNS TEpPpPoOpUCTaMn U OPraHM30BaAHHOW MPECTYMHOCTbIO KPUNTOBaNoT
3ak/lloyeHa B HECKONbKUX 0OCTOATENbCTBAX.

Bo-nepBbiX, TEPPOPUCTbI U MPECTYNHUKN C NOJAO3PEHNEM OTHOCATCHA K KpUM-
TOBaOTaM, MOCKOJIbKY CYMTAOT OBUTKOWH CO34aHMEM aMepPUKaAHCKOro pa3BebiBa-
TenbHOro coobuwecTea, B cocTtaB kotoporo Bxoaut M®BP. OHM nopo3peBaloT, 4TO
OOHOW N3 uenen co3pgaHUa KPUNTOBaNMIOT ABASETCA NepemMelleHue npecTynHbIX
M TEPPOPUCTUYECKUX TPaH3aKuuii B 3Ty chepy ¢ yCTaHOBNIEHUEM, B KOHEYHOM CUEé-
Te, oTnpasuTenen u nony4varenen AeHeXHbIX cpencTs.

Bo-BTOpbLIX, TEPPOPUCTUYECKUE CETU BO3MNaABAAIOTCA NOObMU, 4Yell cpenHuin
BO3pacT nonagaeTr B OCHOBHOM B nNpomMexyTok oT 35 o 50 net. 3t noaun He no-
HUMaIOT CYTU KPUNTOBAasOT U, COOTBETCTBEHHO, UCMbLITLIBAIOT K HUM HepoBepwue,
a NoToMy OTpMLATENIbHO pearnpyroT Ha nNpensioXxeHnsa 6osiee MooabiX YIEHOB Tep-
POPUCTMHECKMX N NPECTYMHbIX OPraHM3aunii NCMonb30BaTb KPUNTOBANIOTI.

HakoHeu, B-TpeTbux, OMT 1 TeppopucTbl BUAAT 0C000 NpUCTasNibHbI UHTEPEC
MEeXAYHapPOOHbIX M HaUuWOHaNbHbIX (PUHAHCOBBLIX OpPraHM3auuii MU NPaBOOXPaHMU-
TeNbHbIX CTPYKTYP K chepe kpuntoBantoT. COOTBETCTBEHHO, OHU HE XOTAT OKa3aTb-
Cs B rofe 3peHnNs UX UHTepecos.



B 10 Xe Bpems akcnepTbl EBponapnameHTa nonaratoT, 4to GykBasbHO B 65n-
Xanwwue roa-gBa rnojioxkeHne n3MeHUTCa. TeppopucTuiyeckme Cetm n MexayHapon-
Hble NMPECTYNHblE FPYNNMPOBKA UMEIOT pacnpenenéHHblii xapakTep U AeNCTBYIOT He
TONIbKO B pa3HbIX CTpaHax, HO M Ha pa3HbiX KOHTUHEeHTax. OAHUM W3 rnaBHbIX Ha-
npaeneHnit 610K4YeNH-TEXHONOMNIA SBNSETCS pe3koe yaeLueBneHne nNpu coxpaHeHum
BbICOKOrO YPOBHSI HaAEXHOCTU MEXroCyAapCTBEHHbIX (PUHAHCOBLIX TPaH3aKLUUNA.
[Ong TeppopmucTUYECKMX U NPECTYMHbIX OPraHM3auunii Tak xe, Kak u gas 3akOHHOro
6u3Heca, SIBNISETCH BeCbMa OLLYTMMON pasHuua mexay 5-7% u 1,5-2%, kotopble
6epyT 3a NnepeBos, COOTBETCTBEHHO GaHKN N TPAAULMOHHbIE NPOLLECCUHIOBbLIE KOM-
naHUM, — C OAHOW CTOPOHbI, U MnaTéxHble cUcTembl, Oasupyrowmecs Ha Ripple
u Stellar, — ¢ gpyron. B nepBylo ovyepenb, UCNONAbL3OBaHUE TeppoOpuUCTaMu u op-
raHM30BaHHOW MPECTYMHOCTbIO KPUNTOBANOT OyaeT NpouMcxoauTb MO JIMHUM nna-
TEXHbIX cUCTEM, GasupylWmUxca Ha GriokyeiHe.

Kpome TOro, n3-3a cnaboi nogroToBA€HHOCTM NPaBOOXPaHUTESNIbHbLIX OpPraHoB
K paboTte B chepe KpUNTOBaNIOT MeXAyHapoaHasi OOLWEeCTBEHHOCTb, BO3MOXHO,
He 3HaeT O TOM, 4YTO OpraHM3OBaHHas MPECTYNHOCTb U TEPPOPUCTbI yXe aKTUBHO
BOBJie4YeHbl B chepy KpUNTOBaNOT, HO HE KaK NoJjib30BaTein TEXHONOMUN 6NoKYen-
Ha, a Kak xo3sieBa rpynn, kotopble B 2016—2018 ropax nposenu ICO. CornacHo
oueHke baHka MexayHapoaHbix pacyétoB, npumepHo 90% ICO HocaT NM6o mMo-
LUeHHMnYecknii, nnbo aunetaHTckuin xapaktep. Mpwu atom, Tonbko B 2017 rogy 3a
c4éT ICO 6b1no nssneveHo 8 mnpa ponnapos. Mockonbky ICO HUKak He perynupy-
l0TCH, TO KOMaHAabl, nposoguslune ICO, He HECYT HNKAKOI OTBETCTBEHHOCTU Nepeq,
nAuuamMu, BAOXUBLIMMU OEHLIN.

Bcero B 2017-2018 ropax Obina cpenaHa nonbiTka peanu3oBaTb MNOYTU
960 npoekTtoB ICO. 194 npoekTa He cNpaBWIUCbL U 3aKPblIUCb NMOO Ha cTaguu
npepnpoaaxu TokeHoB, NMbo cpasy nocne nposeneHns HeypadHoro ICO. 282 npo-
eKTa nepectanu o6HOBNSATL CBOU CaliTbl, Ny6JMKOBaTb HOBOCTM B O6norax, He oTBe-
4yalT Ha KOHTakTbl. TakMum obpas3om, nonosumHa npoektoB ICO npukasana ponro
XUTb. M0 HAWIMM faHHbIM, BKAOYAOWMM U NEPBbIA KBapTan TEKyLWero roga, Cym-
Ma NpsMbIX NOTEPb MHBECTOPOB cocTtaBuna 140-150 mnH ponnapos. Kpome yka-
3aHHbIX NPOEKTOB, MO HAaLUUM AaHHbIM, ewé 131 NnpoekT nmeT He3HauyuTenbHoe
4YMCNO NOAMUCYMKOB B COLMANBbHbLIX CETAX U KOMMYHMKaTOpax, o6LialTcsa ¢ co06-
LecTeaMun OT ciyyas K ciyval u He oOHoB ST 6aorn. C ypesBblvaliHO BbICOKOW
CTeneHbl0 BEPOATHOCTN MOXHO FOBOPUTb, YTO 3TU MPOEKTbI TaK Xe YBEPEHHO ABU-
raroTca no Nyt K karactpode. Takum o6pasom, NoyTu OBe TpeTu, a To4Hee — OKOo-
no 63% 6nok4yenH-npoekToB, ocyuwecTeuBwux ICO, nubo yxe MepTBbl, NMOO OT-
npaBsaTcs B 6nuxaliwee BpeMsa Ha umbpoBoe knagouiue.

Monutuyeckme 3KCTPEMUCTbI ropa3fo 4vawe, 4Yem TeppopuUCTbl, MCNONb3YIOT
BbicOkMe TexHonorunu. Mo paHHbiMm ®BP, Ha koHeu 2016 roga ynbTpanpaBbie ame-
pPUKaHCKME 3KCTPEMUCTbI aKTUBHO MCMNOIb30BaIM OUTKOMHbI U @HOHUMHbI€ KPUNTO-
BatoThl Ang cbopa cpencte. B nocnegHem poknape EBponona o cutyauum ¢ tep-
popu3momMm, BbinyweHHOM B 2017 rony, oTMe4aeTcsl, YTO MpaBble MOAUTUHYECKUE
HepeNnrmo3Hble 3KCTPEMUCTbI COOMPAalOT MOXEPTBOBAHMS Ha 3aKpbITbiX canTax
B 6uTkoliHax u Dash.

Mo MHeHuto akcnepToB EBponapniiameHTa, Hanbonee BEPOATHbIM HanpaBieHU-
€M UCMNOJSIb30BaHUSA TEPPOPMCTMHECKMMU aKTopaMun OnoKYelH-pelleHnin byayT yxe
BO BTOpoW nonioBuHe 2018 roga ocHOBaHHbIe Ha GNIOKYENHE MNaTEXHblE CEPBUCHI.
TeppopuUCTOB U OPraHN30BaHHbIX NPECTYMHUKOB, NOMUMO AeLeBU3Hbl, K NOA0OHO-
ro poja cepeucam BIeYET OTCyTCTBUE perynsaropa. He Tonbko GaHKOBCkMe U Kap-
TOYHbIE NNATEXHble CEPBUCHI NPeAyCMaTpuBalOT KOHTPOJIb CO CTOPOHbI LeHTpalb-
HbIX 6AHKOB NGO MUHUCTEPCTB (PMHAHCOB, HO M Takue MAATEXHbIE 3NEKTPOHHbIE
cepBucol, kak PayPal. bnok4yeiH nnaTtéxHble CepBUCHI pPeanns3yloTca B NPOTOKOMax
P2P u He no3BonsdlOT NpaBOOXpPaHUTENbHLIM OpraHam Wau opraHam 6aHKOBCKOMO
KOHTPONS oTCnexuBaTb, a TeM 6onee 6J0kMpoBaTh NOAOGHOIO poAa TPaH3aKUUK.

HanbGonbluyio onacHOCTb B 9TOM MJiaHe NpPeacTaBnsatoT GexeHubl U3 paoHOB
BnuxHero n CpegHero Boctoka — ot Cupuu no AdpraHucraHa.

CornacHo uccnepoBaHnsiM KopHenbLCckoro n BpmnctonbCckoro yHMBEPCUTETOB,
amurpaHTam ¢ bnnxHero BocTtoka B cpegHeM Heo6xoaMMo ABa-Tpu roga ans nos-
HOM ajanTauMu B MecTax HOBOIO MPOXMBaHUSA, 0OpeTeHNs HaBbIKOB UCMOJIb30Ba-
HMS B NONMHOM MacwTabe fapoB MHPOPMALUOHHO-KOMMYHUKALMOHHBLIX TEXHONO-
run. MNockonbky NoTok murpaHtoB B EBpony Havanca B 2011 rogy, a maccoBbie
MacLTadbl npuHan ¢ 2014-m, 1o B 2018 roay MOXHO oXxuaaTb, YTO 3HaA4YMTENbHasd
4yacTb nnartexen neranbHbIX W HeneranbHbIX MUrpaHTOB 13 EBponbl B CcTpaHbl



BnuxHero Boctoka GygeT Tak UnM MHavye KOHTPONMPOBATLCH TEPPOPUCTUHECKUMUN
cetaMun n an6aHckumu n gpyrumm OMI ¢ rocnoacTeyOWMM MYyCY/iIbMaHCKMM Bepo-
ucrnosenaHuem B ctpaHax EC.

Y10 KacaeTcs BbICOKOTEXHOJIOMMYHOIO BU3Heca, TO 34ecb cuTyauus uHas. Ha-
npumep, ®BP ctano n3BecTtHo, 4TO MEKCUKAHCKUWN HapkokapTenb 3etac, OCHOB-
HOe S4p0 KOTOPOro COCTaBNSAOT ObiBLUME BOEHHbIE U MONMLENACKME, B HacTosllee
BPEMS KOHTPONMPYET CETb U3 HECKOJIbKUX AeCAaTKOB 6aHKOMAaToOB, rAe MOXHO 00-
MEeHSATb OMTKOMHbI U ApyrMe KPUNTOBantoTbl HA MeKCUKaHCckMe neco. M3BeCTHO, 4TO
KoNnymouiickme HapkoToprosubl B 2017 roay 3oHAMpPOBanu BONpPOC 0 NpnobpeTeHnun
6asupyoweiica B Monblwe kKpunToBantoTHOW Oupxu. Bnaropaps ycunuam nosb-
ckoi nonuumu n EBponona, ata nonbiTka Oblia NpecevyeHa.

F'opa3po 60nbluyio 03a60YEHHOCTL Bbi3biBaeT GeHOMEH 6J10KYEAH-NPECTYNHO-
ctn. CerogHs ¢ NOMHbIM OCHOBAHMEM MOXHO FOBOPUTb O TOM, 4YTO HapsAay C Ku-
6epnpecTynHOCTbIO NosiBUAacb OGJIOKYENH-NpecTynHoCcTb. bBnok4yeH-npecTyn-
HOCTb, CTPOro roBopsi, He SIBNFeTCH 4YacTblo kmbepnpectynHocTu. O6GbACHSETCH
9TO TeM, 4TO OJIOKYENH — 3TO HE TONbKO NMPOrpaMMHOE pelleHne, OTHOCsLieecs
K kubepcpene, HO U OJHOBPEMEHHO UHAHCOBAs, OpraHM3aLuoHHas, Gyxrantep-
cKkas n paxe npaBoBas MHHoBauusa. Kpome Toro, B otanuyme oT kmbeppeluieHui,
6nok4eitH ¢aHTacTMYeCKU npuenekartesneH anga nokoseHnsa 20—30-neTHUX Kak cno-
Cc0o0 ObICTPOro genaHus geHer.

[Onsa Toro 4to6bl gaTh NpeacTaBneHne o MmacwTabax u Temnax pocrta 6/10K4YenH-
npecTynHocTu, npueeném Hekotopble undpbl. Mo aaHHbIM BpuTaHckoii GaHKOB-
ckonm accoumaumm, 3a 2012-2017 roabl MHBECTOPblI M3-3a KpaX MNNATEXHbIX KO-
WeNbKOB MAM B3JIOMOB KPUNTOOGMPX MOTepsiauM cpeactBa, npubnuxatouimecs
K 2,5 mnppg ponnapoB. B Tom xe uccnegosaHmn bputaHckoin 6aHKOBCKOW accoumn-
auun ykasbiBaetcd, 4To B 2015-2017 ropax 06bEM NpecTynsieHuin, CBA3aHHbIX
c 6nokyeitH-npoekTamu, poc tTemnamu 370% B ron. MNpuBepEHHbIe AaHHble NoKa-
3bIBaKOT, YTO, MO KpaiHei Mepe, CeroaHsa 1 Ha GauXanLwy nepcnekTUBy rnaBHas
npob6nema — 3TO HE MCMNOJIb30BAaHNE TEPPOPUCTAMUN ONOKYENH-TEXHONIOTUin, a uc-
nonb3oBaHMe OGNIOKYENH-TEXHONIOTUIA BbICOKOTEXHONOMMYHBIMW MNPECTYMHUKAMW.
KpuntoakoHomuka, nogobHO no6oOMy 3KOHOMMYECKOMY CekTopy, co3pana BO3-
MOXHOCTU Ang MNOABNEHUS BHYTPEHHEN NpecTynHOCTU, KoTopas AenCTBYyeT B ca-
MOM ceKTope, rny6oKo 3Has ero nucaHble U HenucaHble TpaguuMm n pasdupasicb
B XUTPOCMNJIETEHMSAX MHHOBALUMA HA NOPSAAOK Nyylle NpPaBOOXpaHUTenen.

B 3HauYuTEeNnbHOM CTENEHM CeroaHsa ong NpecTtynHUKOB U TEPPOPMUCTOB BOSMOX-
HOCTb BOCNOJIb30BaTbhCs NPEMMYLLECTBAMU AeLEeHTpann3aunum 3aBUCUT OT FOTOBHO-
CTN BNOKYENH-NPEeANPUaTUA, NPexXae BCero, KPUNTOOOMEHHbIX OUPX, NMPUHATb Ha
cebs TpeboBaHUsA, npeabsBnsieMble K GUHAHCOBBIM UHCTUTYTaM B TOW WMIN MHOM
ropucamkumn. Hanbonbwnii 060poT KPUNTOOOMEHOB OCYLLECTBASETCS Ha Oupxax
CLUA, FoHkoHra v inoHun. MpakTtuyeckn Bce 3T OUPXM NPUHSAIN HA cebsa obasa-
TeNnbCTBa peann3oBbiBaTb NMPaBWUJIO “3HAil CBOEro KnveHta” U NpenocTaBnAioT Mo
TpeboBaHUIO NPaBOOXPAHUTENIbHBIM OpPraHaMm faHHble O TpaH3aKuUsX.

B To Xe Bpems Bbi3blBalOT OMaceHue njaHbl CoO3[aHNsA KPUNTOOOMEHHbIX OMPX
B pPervoHax, rae He cobnopaeTcs MexayHapoaHOe 3aKoOHOAaTeIbCTBO U MJIOX0 pe-
anusyloTca mMepbl no 6opbbe ¢ odpdwopamu. B nepeyto oyepenb, 3TO OTHOCUTCSH
K LleHTpanbHOM AMepuKe N HEKOTOPbIM JlTaTuHoOaMepuKaHCKUM cTpaHaMm. lMpueBenéEH-
Hble Bbille c/lyyau, a Takxke cTaTUcTUYeckme AaHHble CBUOETEeNIbCTBYIOT O HEOONbLLINX
noka macwrabax u cnopaanyeckoM KCMOJIb30BAaHUM KPUMNTOBAIIOT TEPPOpUCTaMU,
NONUTMYECKMMM IKCTPEMUCTAMMU U HU3KOTEXHONOTMYHBIMU OPraHM30BaHHbIMU MNpe-
CTYNHMKaMMW.

B HacToguiee BpeMs OCHOBHble PUCKMU Pa3BUTUS MPECTYNHOCTU fiexaT He BO-
BHe, a BHYTpu Gnok4yeinH-akoHoMukn. Cama no cebe 610KYeliH-3KOHOMMKaA A0CTa-
TOYHO KpMMUHanuM3MpoBaHa. TeppopucTUYEeCcKue akTopbl, cTpemsiwumecs pabotatb
B OHJ1AlH cpepax, TpeodylLwmnx KOMOUHaLNUM aHOHMMHOCTMY U AeLeHTpanusauum, no-
Ka NpeanoyYynTaloT NoNb30BaThbCA AONOTONHOW XaBanon n ApyrumMmu nogoo6HbLIMKU cxe-
MaMW, a He TEXHUYECKU CNOXHbIMU, TPeOyoWMMN KBanudbukaumm 610K4enH-peLle-
HUaMK. OfHAKO 3TO MONIOXEHNE HEU30EXHO B Onnxailiee BpeMs U3MEHUTCS.

Y10 penartb?
B nioHe 2015 ropa FATF ony6nukoBan noapo6OHbie pekomeHpauum no 6opbobe

C OTMblBaHMEM pgeHer u puckamum, ced3aHHbIMMU C NCNOJIb3OBaHNEM KPMUNTOBAaNIOT.
K HacTodwemMy BpeMeHUn 3T pekomMeHpauuu, 0COOEHHO B 4acTtu KpnntoBanioT,



Mo MHEHUIO MHOIMX 3KCNEPTOB YXe HeCckonbko yctapenu. Moatomy FATF B aTom ro-
Ay rOTOBUTCH BbINYCTUTb HOBble CTaHAAPTbl MPOTUBOAENCTBUSA NeranM3aunm npe-
CTYMNHbIX [OX0O0B U GUHAHCUPOBAHUA TeppopM3Ma C NOMOLLbIO KPUMNTOBANIOTHbIX
onepauun.

B pasHbix cTpaHax HabnopaeTcs pa3Hobon B perynuposaHuun. Easa nu He ca-
Masi NPOTUBOPEeYnBas NONAMTUKA B OTHOLIEHUN GNOKYENHa U KPUNTOBaNOT peanu-
3yetcqa B Poccun. C ogHOM CTOPOHbI, POCCUNCKNE MPaABOOXPaHUTE/IbHbIE OPraHbl
1 MuHuctepcTeo puHaHCOB TpeboBanM NPUHATUSA 3aKOoHOAATeNbCTBA, Npeaycmar-
puBaloOLLLErO MOJIHbLIA 3anpeT YacTHbIX ONOKYENH-CETE U NPOEKTOB, a TakxXe ycTa-
HOBNeHua Taby Ha Mcnosib3oBaHWe OGUTKOMHA Kak “cypporaTta geHer”. B nepuop
¢ 2014-ro no 2017 roabl LleHTpanbHbiii 6aHk P® noctosHHO npepynpexaan ousm-
YecKkux U IPUANYECKUX NUL, 0 Npobnemax, ¢ KOTOPbIMU OHU MOTYT CTOJIKHYTbLCS He
TONbKO CO CTOPOHblI G/1I0KYEAH-MOLUEHHUKOB, HO U MPABOOXPaHUTENbHbIX OPraHoOB
M3-3a aHOHMMHOIO XapakTepa KpUnToBaslT U BbICOKOA BEPOATHOCTU HEBOJILHOIO
BOBJIEYEHNS B HE3aKOHHYIO AEeATeNIbHOCTb, Npexae BCero, CBA3aHHYK C OTMbiBa-
HMeM geHer. PykoBoauTtenn GUHAHCOBbLIX U NMPaBOOXPaHUTENbHbIX OPraHOB B ne-
puopg ¢ 2014-ro no nepsyo nonosuHy 2017 roga BbiCTynanu 3a BBeAEHUE YronoB-
HOro HakasaHus 3a UCMOJIb30BaHUE aHOHMMHbIX KPUNTOBAIOT, a Takxe 3a yyactue
B ICO 3a npepenamu Poccuu 6e3 BbinnaTbl Hanoroe.

C opyron cTtopoHbl, npe3naeHT Poccun B. MNyTuH cTan e AMHCTBEHHbLIM Nuae-
pom ctpaH G20, KkoTopbin MMeNn BCTpevy ¢ Butanukom BytepuHbiM n npeacraBu-
Tenamu ¢oHpa “dopupnym”. Mocne BcTpeun nosnuma LB, MuHbuHa v npaBoo-
XpaHUTENbHbIX OPraHOB 3aMeTHO M3MeHunacb. OHa COCTOMT B TOM, YTO TOKEHbI
paccmMaTpuBaloTCs He KakK leHeXHble cypporaTtbl, a Kak UHBECTULWUOHHbIE aKTUBbI
WJIN NHBECTULMOHHbIE TOBapbl, KOTOPblE MOTYT NpMobpeTaTbCs, XPaHUTbCS, MOKY-
naTtbCe U NpoaaBaTbCs POCCUNCKUMU FpaxaaHamMu.

B HacTosawee Bpems B [ocoyme paccmaTpmMBaeTcs TpU 3aKOHONpPoOeKTa — O Lm-
¢bpoBbIX GUHaAHCOBLIX akTUBax (KpunToBanTax), O MNPUBIIEYEHUU MHBECTULUN
C MCMoJib30BaHNWEM WHBECTULMOHHbIX nnatdopm (kpayadaHaur). Mepsblit 3ako-
HOMpPOeKT Aaét onpepeneHne LUOPOBLIX (GUHAHCOBLIX AaKTUBOB, OTHOCH K HUM
KPMNTOBANIOTY U TOKEH, U 3aKOHO[ATENIbHO 3aKpenaseT HOBbIM BUA JOorosopa, 3a-
K/IO4aeMoro B 9JIEKTPOHHOW ¢opme, — CMapT-KOHTPaKT, WUCMOJIHeHWe o06s3a-
TeNnbCTB NO KOTOPOMY OCYLLLECTBIIETCS C UCMOJIb30BAHUEM LUPPOBbLIX GUHAHCOBbIX
TeXHONOrnMn. BTopoi 3aKOHONPOEKT perynmpyeTt OTHOLEHUS MO NPUBAEYEHUIO UH-
BECTMUUI OpANLaM1 UIN UHONBUAYANbHBIMU NPeaAnpUHMMaTeNnsaMm nocpencTsom
uHBecTnnatGopm 1 onpeaensieT NpaBoBble OCHOBbI AEeATENbHOCTU ONepaTopoB Ta-
kux nnatdopm. TpeTuin — BBOAUT B rpaxaaHCKoe 3aKOHOAaTeNbCTBO NoHATUE “Un-
¢dposoe npaBo” n “uudpposbie aeHbrn” (B obuxoae — kpuntosaniota). CornacHo
3aKOHOMpPOEKTaM, POCCUACKUM rpaxpaHamMm OyaeT paspeLleHo y4acTBOBaTb B KpUn-
TOSKOHOMUKE, a POCCUNCKUM MNpeanpuHMMaTens M AagyT BO3MOXHOCTb 3aHUMATbCA
6nokyeitH-npoektamu B Poccum n 3a py6exom. B Lenom HbiHELWHee OTHOLUeHUe
Poccuu kK KpunToBanioTamM MOXHO CYUTATb MHHOBALMOHHBLIM U NOSIbHBLIM, Aaxe 60-
nee nosanbHbiM, 4em B CLUA.

Mo coctosHuio Ha nepeoe nonyroaue 2018 ropa EC nmeet Hanbonee passutoe
M HEenpoTUBOPEYMBOE 3aKOHO[ATENLCTBO MO ONOKYENH-3KOHOMMUKE. naBHas Ha-
npaB/ieHHOCTb 3TOr0 3aKOHOoAaTeNbCTBa — OJIOKMPOBKA BO3MOXHOCTEN ANl BbICOKO-
TEXHOJIOMMYHbIX NPECTYNHUKOB pa3BepHyTb B EBpone 610K4YeH-NPECTYNnHOCTb UIn
MCNonb30BaTb KPUNTOBANIOTbLI B ONepaumnsix KnbepnpecTynHUKOB UNU TEPPOPUCTOB.

EC v EBponon nogaepxuBatoTt, 1 60onee Toro — cHuTaloT He0O6XoAMMbIM CO3aa-
Hue B Gnunxaiwee BpemMs o6LieeBpONeiCKMX N HaLMOHaNbHbIX YaCTHO-rOCyAapcT-
BEHHbIX NAPTHEPCTB coAencTeusa 6rok4eiiH-akoHoOMUKe. OaHOM U3 rnaBHbIX QYHK-
UUA 3TMX NAPTHEPCTB AOJIKHO CTaTb OYMLLEHME OTPACNU OT KPUMMUHana, cBaA3en
C Teppopn3MOM M HeaonyuleHne NpeBpalleHus KPUNTOIKOHOMUKM B 6asy OGnok-
YelH-npecTtynHocTu. Mimeetcs B BUAy, 4TO Takoil noaxopn no3BOSUT coYeTaTb MMe-
IOWMecs y NpaBoOOXPaHUTENbHbIX OPraHOB MHGOPMAaLMOHHbIE, pacciiefoBaTeibCkme
M CUNOBble BO3MOXHOCTW C NMpOorpaMMHo-anmnapartHon 6a3oil n GpuHaHCOBbIMU pe-
cypcamMu, KOTOpbIMU pacnosiaraet 6J10k4YenH-0Tpacb.

Takxe EBponon n pag komuccuii EC nonaratot Heo6xoaMmbiM BBECTU B 0du-
LManbHblii 060POT TLWATENILHO OTPEAAKTUPOBAHHbIN TEPMUH “BNOoKYENH-KpuMnHan”,
BblAENNB €ro M3 kubepnpecTynHoCcTU. BrnokyeiH-KpuMuHan MmMeeT COOGCTBEHHbIE
OTNnYUTENbHbIE YepTbl, chepy AeaTeNnbHOCTU — ONOKYENH-3KOHOMUKY — U Cheum-
dunuyeckme dopmbl peanusauum — moweHHundeckue ICO, MaHMNyNaUUN pbIHKaAMKU
TOKEHOB, Kpaxy K/IIMEHTCKUX CPeACTB U T.1.



Mo MHeHulo EBponona, onpeaeneHue, a TeMm 6osiee 60pbba ¢ GNOKYENH-Npe-
CTYMHOCTbIO HE AO0JIXHbI OblTb AEJIOM UCKOYUTENbHO NPaBOOXPaAHUTENbHbLIX U CY-
nebHbix opraHoB u cTpykTtyp EC. K aToin paboTe n3HavyanbHO AOMKHbI ObITh NpUBNE-
YeHbl Kak paBHble NapTHEpPLI NpepcTtaBuTenn OGnNoK4YenH-OM3Heca, YHUBEPCUTETHI
M nccnegoBaTenbCkme LEHTPbl, aHaNU3MpyloLmne KPUNTO3KOHOMUKY U NOAroTaBan-
BaloLlMe HOBble pelleHus B 06nacTu OLHOPaHroBbIX TpaH3akuuil, kpuntorpadum,
IOPUANYECKUX PELLUEHUI, CBA3AHHbIX CO CMapT-KOHTPaKTamMu u T. M.

AHanns npakTuky pasBuMTUS KPUNTOOTPACAM npepnonaraet, YTo 3akoHopaTe-
NI N NPaBOOXPaHUTENN AOJKHbI NepecTatb BUAETb B KPUNTOUHAYCTPUM HEN3OEX-
HOe 310, C KOTOPbIM HaAo 60pPOTbCH BCEMU BO3MOXHbLIMU METOAaMU, HernpepbiB-
HO yXecTo4yas 3aKOHOAATEeNbCTBO M NMPaKTUKy npaBonpuMeHeHus. CerogHsa, a Tem
6onee 3aBTpa rNaBHOW 3ajayvyeil CTAHOBUTCS BblYJIEHEHWE BHYTPU KPUNTOUHAYCT-
pyKn TEXHONIOTNIA, CErMEHTOB N NPaKTUK, KOTOPblie NCNONb3yeT yxe chopmmpoBaB-
wascs O6/oKYEeNH-NPeCTYNHOCTb M B KOTOPbIX 3auMHTepecoBaHa KubGepnpecTtyn-
HOCTb, TpaguuuoHHbie O, kKoppymMnupoBaHHOE YMHOBHUYECTBO, OTMbIBaloLLEE
OEeHbIM, U TeppopucTbl BCex mactein. OTpacnb yxe Hakonuna aMnupuyYeckue faH-
Hble, MO3BOJNSAIOLIME MPABOOXPAHUTENIbHBIM U 3aKOHOAATEs/IbHbIM OpraHam BeCTu
LeneBylo aApecHylo paboTy Mo COKpalleHuio, a B uageane — no npecevyeHnio 6nok-
YEeNH-TEeXHONOIMN 1 OPraHN3auMOHHbIX PEeLEeHN, NOPOXAAKLLNX KPUNTONPECTYMN-
HOCTb, Y HEOOXOAUMbBIX A1 TEPPOPUCTOB U OPraHU30BaHHOWN NMPECTYNHOCTU.

KpuntooTpacnb pasBuBaeTcqd Ha OCHOBE KOMMJIeKCa CNOXHbIX TEXHONOIMNM, KO-
TOpble AOMKHbI PEryJnpoBaTtbCs MNPUHUUNMANIbHO HOBbIMWU MPaBOOXPaHUTENbHbIMMU
HOpMaMu 1 npoueaypamMmu.

K coxaneHutio, npuxoguTCcad KOHCTaTUpoBaTb, YTO HAa CEroAHSWHUNA OeHb He-
3aKOHHble CYObeKTbl, MpeXxae BCero, KpUNTONpPecTynHUKM agantupylotcsa, u 6onee
TOro, B KAKOM-TO CMbIC/lI€ Pa3BUBAOT GJIOKYENH-TEXHONOIMMU CYLLECTBEHHO ObICT-
pee, 4eM NpaBOOXpaHUTENbHbIE U 3aKOHOAATENbHbIE OpraHbl BHUKAKOT U NOHUMa-
IOT 9TU TEXHONOIMNU, a COOTBETCTBEHHO — MPUHMMAIOT pPeLleHuns.

MoaTomy cerogHsa KpaliHe BaXxHO, B TOM yucne n ana Poccuu, 4ToObl rocyaap-
cTBO 06ecneynno apdeKTMBHYIO paboTy MO MOBbLILEHWNIO YPOBHSA KOMMNETEHLMUNA CO-
TPYAHMKOB NMPaBOOXPaHUTESIbHbIX OPraHOB B 06/1aCTU 0N10KYENH-3KOHOMUKMN.

Heo6xoaumo pa3paboTtarb y4eOHble NporpamMmbl U NpakTuyeckne 6a3oBble TeX-
HUYeCKMe KypcChl OJj1 BCeX NpaBooOXpaHuTeNieil, 3aHATbIX 60pb0O0il ¢ GNOKYENH-Npe-
cTynHocTbio. Cnepyet nopgepxatb npeanoxeHunss EBponona chopmupoBatb B Mno-
nvumun rocynapcTtes EBponbl cneunanM3npoBaHHbie rpynnbl AN MEeXBEeAOMCTBEHHbIE
KOMaHpabl No 60pbbe ¢ 6GNOKYENH-NPECTYNHOCTbLIO, YKOMMIEKTOBAB UX crneunanmnuc-
Tamu, obnapawowmmm npodpeccruoHanbHbiMU 3HAHUAMU BNOKYEAH-TEXHOOMUA.

Llenecoob6pa3Ho Ha MeXAyHapoAHOM U HaLMOHaNbHOM YPOBHE CO34aTh NOCTO-
SIHHO MonosiHseMble 6a3bl AAHHbIX, Kacalowmecs BCexX acneKkToB 6710KYEeNH-KPpUMMn-
Hana Kak B MJjiaHe UCMOoJIb3yeMbIX TEXHOJIOMNI, Tak U B KOHTEKCTE CYyObeKkToB npe-
cTynHoctu, Bkno4vasa OMI u oTaenbHbIX KPUNTONPECTYMHUKOB.

Hapsny ¢ y4éTHOM U MHPOPMALMOHHO-AHANIMTUYECKON KOMMOHEHTAMU MOBbI-
LWEeHNs YPOBHA FOTOBHOCTU MpPaBOOXpaHUTENIeNn NMPOTUBOAENCTBUIO OnoKYelH-npe-
CTYNJIEHUSIM M UCMOJIb30BAHUIO KPUNTOOTPAC/N TeppopucTamm, 60snbLIOe 3HAYEHUE
uMmeeT pasBepbiBaTeNibHaa paboTta. Bbnaropapsa cneunduke O6M0KYENH-OTPACH,
y NpaBoOXpaHUTEsNieil ecTb BCe Heobxoaumble MPennocbUikM AJis Ka4yeCTBEHHOro
yAydleHUs pa3BenbiBaTesibHOW PaboThl U NOBbILLIEHUS YPOBHSA OCBEAOMIEHHOCTU.

B Gnok4eiiH-oTpacnu, Kak HU B OOHOWN apyroii chepe BbICOKUX TEXHOJIOTUA,
NnonynspHbl JiokanbHble U rnobanbHble, 3aKpbiTble N OTKPbITbIE BCTPEYM, CUMMMNO3U-
YMbl, KOHdEpeHUMn, XxakKaTOHbl MO pPa3fNNYHbIM acnekram KPUNTOUHAYCTPUU
M 6710K4YENH-3KOHOMUKKN. Kpome Toro, cywiecTByeT MHOXECTBO Meaua 1 pacnpene-
NEHHbIX couManbHbIX NOWAaAoK i oOMeHa MHEHUSMU MO BOMPOCaM KPUMNTO3KO-
HOMMWKM U ONOKYelWH-UHBECTUpPOBaHUS. Jlo HacTosILEro BpPeMeHW NpPaBOOXPaHU-
TeNbHble OpraHbl IBHO HEAOCTATOYHO UCMNOJIb3YHOT BO3MOXHOCTb PabOoTbl B OTKPbLITON
cpene. be3s nameHeHus NonoxeHus co3patb OOLLIMPHYIO, MOCTOAHHO MOMOJIHAEMYIO
M peTanbHyl0 6a3y AaHHbIX N0 6J0KYEAH-KPUMUHANY U cpamMBaHul0 610KYENH-NH-
AYyCTPUU B NNLE OTAENbHbIX €€ npencrtasutenei u komang ¢ OMNrr u KkpumMmMHanom He
npeacTaBnseTcs BO3MOXHbIM. [103TOMy Hapsay CO CKBO3HbIM 00y4yeHueM, co3pa-
HMEM MHPOPMALMOHHLIM GAHKOB, OMEpaTUBHO-PO3bICKHAA AEATENbHOCTb AO0JIXHA
cTaTb TPETbUM OCHOBHbIM HanpasfieHUEM pPaboTbl B Gnunxaiilee BpemMs.



